Activating Your TSplus License (Offline)

Retrieve your Activation Key

When you order a license, connect to our and enter your Email Address and
your Order Number:

Licansing Management App

Customer Portal - Get your License

Bl =]

for more information about how to use it.

Your activation key will be displayed at the top of the dashboard:
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TSplus P30 - 3 Emerprise 19408 2020-01- — =
27 L Détails
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Locate the Administrator Tool on your desktop

If you cannot find the admin tool shortcut, it should be located in the desktop folder on the
administrator account used to download TSplus. You can also find the TSplus folder on this path:
‘C:\Program Files (x86)\TSplus\UserDesktop\files’.

Double-click on it, then click on the license tab.

Here you can see the status of your TSplus license, as well as your Computer ID and Computer
Name:
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Activate your licenses on an offline TSplus server

Click on the “Activate your License” button. A popup appears and displays a quite long URL
address.

Copy this URL on an internet-connected computer browser and access it in order to retrieve a
license file:



@z License Activation - x

License Activation

Copy activation URL |hﬁp5:fﬂicenseapi diHiles.comAicensing/activation/start./d 7cbef S04fbabea 3f60F 2d 78984295244 785122 851 84 2 1 ccf Befd B840

(@53 Activate your license

Enter your Activation Key:

Application de Gestion des Licer W +

“ &} & licenseapidi-files.com/licensingfactivation/start/d7cbcfo04 fhabead 027 B98429924d 78512, = T1r

Licensing Management App

License Activation

Please enter your Activation Key:

R R R R - - K K,

Yaou will ind your Activation Key in our orger confirrmation email
Please contact Support should you require any help activating your license

Next ¥

Your license is then validated. Download the license file by clicking on the corresponding button:



& dpplication de Gestion des Licer X ==

&« (%] @ licenseapi.dl-files.com/licensing/activation/start/dTcbcfo04fbabea3 cf80f2dTE98429924d76512.. B0 1

Licensing Management App

License Activation

Your license has been activated!
+ TSplus Enterprise edition - 5 users
+ Update/Support services for TSplus Enterpnse edition - 5 users - 3 years
» TSplus Advanced Security URimate edition

Thank you for your business!
You Can now safely close this window

Download Licensa fike for Offing Activation

This license file must then be copied back to the server in order to finish the offline activation
process:

@z License Activation — X

License Activation

Copy activation URL |hﬁp5:fﬂiceﬂseapi dHiles .com/licensing/activation,/start/d 7cbof S04fbabeadcf60F 2d 7858429524d 785122 85184 21 ccf 8efd 84D

(@53 Activate your license




@3 Please locate your license.lic file st

ra v A ; #» This PC » Downloads v O Search Downloads 2
Organize « Mew folder = - [ 0
# Quick access ] MName Date modified Type Size
I Desktop » | jre-Bu191-wind... 11/16/20184:33PM  Application 1,846 KB
* Downlaads » j license_P6B_OF... 9/11/2020 1:02AM  LICFile 1KB
Iii'-l Documents P % Setup-Remote... Application 6,093 KB
o W Setup-TSplus-S... Application 4197 KB
| Pictures b4 "
= [y UpdateRelease Application 685 KB
[ Desktop v
File name: |license PEB_OF >

A message will confirm that your license was retrieved succesfully:

License Activation e

o License retrieved successfully

oK

You will then have to select the corresponding licenses / support to activate and a message
confirming that all your products/support are now activated.

N.B: You can still download license.lic files on the Licensing Portal for TSplus Legacy Versions.
for more information about how to use it:
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Activating Your TSplus License (Online)

Option One

This will appear on Windows startup :

Thank; you far using TSplus, a great product for:
T S T Windows W7, W8, W10, 2008.2012 or 2016

The product includes all options for 5 users and 15 days.

Senal number: PG

Buy Maow! Continue

Option Two

Locate the Administrator Tool on your desktop :

ndmin oo

e [f you cannot find the admin tool shortcut, it should be located in the desktop folder on the
administrator account used to download TSplus. You can also find the TSplus folder on this
path: ‘C:\Program Files (x86)\TSplus\UserDesktop\files’.

Double-click on it, then click on the license tab.

Here you can see the status of your TSplus license, as well as your Computer ID and Computer



Name:

Tﬂ‘ TSplus - Administration Conscle

TSEE Remote Access Management Console

1+ HoME

Activate your License

[ appLicaTIONS

Buy Mow

(ep PRINTER

@ WEB License Status

Trial License : 15 days remaining.

i Farm

Computer ID: 2222

2, SESSIONS
Computer name: WIN-A1LO0OCHNOESE

% SYSTEM TOOLS

8 Apvancen

Editions
&> apD-ONS @ System Edition
(@7 LICENSE @ Printer Edtion

@ Mobile Web Edition

@ Enterprise Edition

“Activate your licenses on an online TSplus
server”

When you order a license, connect to our and enter your Email Address and
your Order Number:

Licansing Management App

Customer Portal - Get your License
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https://license.dl-files.com/
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Download the Customer Portal User Guide for more information about how to use it.

Your activation key will be displayed at the top of the dashboard:

Licensing Management App  Home  Oroers Logout

Your activation k2y 5 NAGR-
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Application  Numéra de Série ! Jours  Utilisateurs  Edition Numéra de Date Support?  Actions
computer Commands

TSplus P30 - 3 Enterprise 11408 2020-01- T -
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30 = Détals

You can then go to the License Tile of the AdminTool, click on the “Activate your License” button,
enter this activation key and click on “Next” .
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@7 License Activation

License Activation

Please enter your Activation Key:

‘You will find your Activation Key in our order confirmation email
Please contact Support should you require any help activating your license.

You will get a list of all the available licenses/supports assigned to this activation key, i.e. all
licenses/supports not activated yet:

License Activation

Please select the license(s) you want fo activate on this computer;

TSplus
[ TSplus Enterprise edition - 5 users
) Mo Updates/Support
) Update/Support senvices for TSplus Enterprise edition - 5 users - 3 years
TSplus Advanced Security
[ TSplus Advanced Security Ultimate edition

The licenses listed above are all the licenses currently available for activation on this computer.
If you have purchased mulliple units, only one will be displayed in this list for this computer, and you
will be able to activate the other units on other cComputers.

£ Back Mext »

Check one or more items and click on the “Next” button. Please note that you can activate
several products at the same time by checking several products/support!



License Activation

Your license has been activated!
+ TSplus Enterprise edition - 5 users
« Update/Support services for TSplus Enterprise edition - 5 users - 3 years
« TSplus Advanced Security Ultimate edition

Thank you for your business!
You can now safely close this window.

All your products/support are now activated (in this example, both TSplus with support and
TSplus Advanced Security have been activated at once).

License Status

@E Permanent license activated. - Enterprise edition - Unlimited users
ﬁ Computer ID: 2222
[ computer name: DESKTOP-F304H4I

El End of support date: 5/14/2023

License Status

@7  License Activated - Ultimate Protection edition
ﬁ COMPUTERID 2222

(D Computer name: DESKTOP-F304H41

Refresh your License Data by clicking on the corresponding button at the bottom of the page, it
will synchronize information with our Licensing Portal:

@H Activate your License

I (:) Refresh your License




License -

License has been synchronized with licensing portal

oK

N.B: You can still download license.lic files on the Licensing Portal for TSplus Legacy Versions.
Download the Customer Portal User Guide for more information about how to use it:

License Activation

If you are using a recent version of TSplus then license activation is very easy:
= Open TSplus AdminTool
« Click on the "License" tab
= Click on the “Activate your license" button
= Enter your Activation Key: 6BAP-

Legacy License File

If you are using a legacy version of TSplus then you will need a license file to activate your
product.

Please only do this for:
=« T3plus version 12 or lower
= TSplus Long Term Support (LTS) 12
= TSplus Long Term Support (LTS) 11

Serial Number:

POO0 000 000
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Activating your support license file

The 8.20 version of TSplus introduced a new and easy way to handle your annual support
contract. Please update your version to the latest release before following this procedure.

The support services include our worldwide Ticket/Email support service, Forum access, license
rehosting, FAQ and tutorial support. The Update Services include the delivery of Update codes,
the right to install and to use any new release, patch and updates.

The update code is requested once a year to be able to apply the Update Release patch. It is
delivered by our support team on demand. This update code is now replaced with a support.lic
file that you can activate in the licensing tile of the Admin Tool.

We are investing every day to enhance TSplus and to fix all known issues. So, we recommend

all our customers to keep their TSplus installation updated. The annual fee is not expensive and
is available on our Store Page.

Step One

Locate the Admin Tool on your desktop :

oo

Double-click on it, then click on the license tile.

e [f you cannot find the admin tool shortcut, it should be located in the desktop folder on the
administrator account used to download TSplus. You can also find the TSplus folder on this
path: ‘C:\Program Files (x86)\TSplus\UserDesktop\files’.

You can now see the Serial Number :
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### Step Two ###

Connect to the Licensing Portal by entering your Email address and your Order Number:

Licansing Management App Suppon

Customer Portal - Get your License

Piaasa Type Four emall address

Piease type your Crger Mumber specied in The omder confiimation email
I PAhe: Mo Siferal Onders, Sy SOOET RUMGET Wil 00

Lexgin e oy Cusioimes Porkal

Parners i Reselers

Download the Customer Portal User Guide
for more information about how to use it.

You will get a Support.lic file.

Step Three

Click on the “Activate your license” tile:
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Then select “Extend Support period”:

m Activation

What do you want to do?

Activate License [license.lic file)

Extend Support period [support.lic file)

Extending your support perniod

When you did place your order, a support file named "support.lic
has been created for you, To extend your support period you have to
select the place where you did store this support.lic file

OK

Then locate your Support.lic file and open it in order to activate it!



Licensing

Your support period has been successfully extended!




TSplus Administration Tool overview

After , your server is immediately ready to go.
However, you can customize all the system parameters with a powerful Administrator Tool.

To do so, click on the following icon created on your Desktop:

(e [ Reiel)

The Administrator Tool will then be displayed:

TA TSplus - Administration Conscle

TS U Remaote Access Management Console

1 HomE

[ arpLicaTIONS Q @

E] PRINTER Computer name:  WIN-ATLOOCNOESS http:/localhost

Private [P 192,168,

: > o b

@ WEB PublicIP 78.193,

RDP port 3389 j' The built-in HTTP server is listening on port 80
m FARM Connections: 1 The HTTPS server is listening on port 443

° Session Manager

2, SESSIONS

% SYSTEM TOOLS System Audit - Mo issues found on 1/7/2020 4:27:20 PM

8 Apvancen
Wersion 12.60.1.4 - You are using the latest version Read changelog

4P ADD-ONS
License Activated - Enterprise edition - Unlimited users

(@7 LICENSE

End of support date: 7/11/2022

© ® ® ®

Help
English @

Want to get help on a feature of TSplus Admin Tool quickly? Just click on a tile or on a tab to
go to the matching help!


/tsplus-lts-14/installation
/tsplus-lts-14/installation




TSplus - Backup Settings

On the TSplus tab, you can configure TSplus settings.

You can Backup or Restore TSplus data and settings by clicking on the button “Backup/Restore”
on the top:

o

TS S Remote Access Management Console

1+ HOME

| Backup /Restore your Server Parameters

[ ArpLicaTiONS

TH TSplus - Backup / Restore your Server Parameters X
PRINTER
é Backup your Server Parameters
I Backup
@ wes
FARM
m Mo backup found
=]
2, SESSIONS

9—% SYSTEM TOOLS
£33 Apvancen
{7b ADD-ONS

@7 LICENSE

T

Backup your Server Parameters

Backup

Back
Festore your Server Paramet R X

2019-02-07_12-57-36 Restore
Backup completed

oK




The command usage is described below:

Backup:

TSplus.exe /backup [optional path to a directory] By default, the backup will be created in the
archives directory located in TSplus TSplus Security setup folder. However, the backup may
be saved in a specified folder. Relative and absolute paths are allowed.

Restore: TSplus.exe /restore [path to a backup directory] The specified backup directory must
contain a data and a settings folder, as created by the /backup command.

Please follow the steps below to migrate TSplus from computer A to computer B:

1.

On computer A, please click on the Backup button to create a new backup. Settings and data
will be saved in the archives directory, located on the C:\Backupparam folder.

. Copy the newly created backup folder (e.g. named backup-2021-01-29_15-01-29), including

all content, from the archives directory on computer A to the archives directory on computer B.

. On computer B, from the Backup / Restore window, in the “Restore” section, select the

relevant backup name to be restored.

. Then, click on Restore Settings Only to restore the settings. Alternatively, it is possible to click

on Restore to restore all data and settings, which is not recommended for a migration but
useful to restore TSplus on computer A.

. Please wait at most 2 minutes for the settings to be reloaded by TSplus features.




Advanced Features - Contextual Menu

Overview

Since TSplus version 12.50, a new “Send to Client” menu can be enabled under the Advanced
> Contextual Menu tab to easily send files to client workstation. This feature works with all

connections methods.

Tj‘ T5plus - Administration Console -

TS U Remaote Access Management Console

fx Home

Backup / Restore your Server Parameters

[ arpLicaTIONS

Advanced Settings

(P PRINTER
Product MName Value
Security Enabled Default {Ho)
@ WEB Session Pasition Drefault (Top)
Lockout
B ranu ] Contextual menu|
Logs
o
2, SESSIONS

Qk SYSTEM TOOLS
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By default, this feature is disabled. Select the “Yes” value then click on “Save”, in order to enable
it :



TE TSplus - Edit Setting et
Enabled
Description:
Add a button in the contextual menu displayed by right clicking
on a file, folder or a multiple selection in the File Explorer. It
allows users to quickly send selected objects to their local
computer,
YValue:
Yes o
Save Cance
You can also change its position. By default, it will show on top:
Tl TSplus - Edit Setting Ly
Position
Description:

Pasition of the button in the contextual menu,

Value:
Top

Lave

Cancel

This is a right-click contextual menu. Just select the desired folder or files, right-click on it, select



the “TSplus” tab and simply click on “Download”:

I 4 = | Products - [m] "
Home Share Wiew .
= w A » Docouments » Products w W Rechercher dans : Products 2
+  Documents and Settings A Mom - Modifié le Typ
Lags % Tiplus-Products-Catalog |
F g
Perflogs T TSplue
Products i
Print

You will find your download into the Webfile folder and into the “Downloads” folder of your web
browser:

== WehbFile sur MITUTIBDTYQ7H2 — O X
“ “ 4~ == » CePC » WebFile sur MITUTIBDTYOT7H2 v Rechercher dans: WebFile sur... @
Documents ~ Mom Medifié le Type Taille
= Images [£] TSplus-Products-Catalog Foxit Reader PDF ... 1061 Ko
J) Musique
‘ Téléchargements
B Vvidéos
== WebFile sur MITUTIBDTYOTH2
1 élément == =




Advanced Features - Lockout

Overview

On this tab, you can enable/disable and configure settings.

Tl TSplus - Administration Censole

TS U Remaote Access Management Console

fx Home

Backup / Restore your Server Parameters
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Advanced Settings

(P PRINTER
Product Name Value
Security Enabled Yes
® wes Session Limit 10
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By rarm Contextual menu Lockout Period 1800
Logs
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### Enable/Disable Lockout Feature

The Lockout Feature is enabled by default. You can disable it by changing the value from “Yes”
to “No” value on this window, then click on save.


/tsplus-lts-14/web-lockout
/tsplus-lts-14/web-lockout

TE TSplus - Edit Setting et

Enabled

Description:

T5plus prevents brute-force attacks by locking accounts

following repeated failed login attempts through the Web
portal.

Value:

fes s

Save Cancel

### Limit

The Lockout Limit defines the number of allowed failed login attempts from the Web portal before

the account is locked out (default is 10). You can modify this value by entering the desired value
into the corresponding field and click on save.



TE TSplus - Edit Setting et
Limit

Description:

The Lockout Limit defines the number of allowed failed login
attempts from the Web portal before the account is locked out
[default is 10}

Value:
10

Save Cancel

#it Interval

The Lockout Interval specifies an interval of time between failed login attempts. If a failed login
attempt occurs after the Interval defined, then the counter of failed login attempts is reset for the
relevant user (in seconds, default is 900 seconds). You can modify this value by entering the
desired value into the corresponding field and click on save.



TE TSplus - Edit Setting et

Interval

Description:

The Lockout Interval specifies an interval of time between failed
login attempts. If a failed login attempt occurs after the Interval
defined, then the counter of failed login attempts is reset for
the relevant user (in seconds, default is 900 seconds).

Value:
ErDD|

Save Cancel

#itt Period

The Lockout Period specifies the duration an account is locked out and unable to login (in
seconds, default is 1800 seconds). The period of time a user is locked out is the greatest value
between LockoutPeriod and Lockoutinterval settings. Therefore, when changing LockoutPeriod’s
value, one should update the Lockoutinterval setting with a smaller value to ensure a relevant

behavior. You can modify this value by entering the desired value into the corresponding field
and click on save.



TE TSplus - Edit Setting

Period

Description:

The Lockout Period specifies the duration an account is locked
out and unable to login (in seconds, default is 1800 seconds).
The period of time a user is locked out is the greatest value
between LockoutPeriod and Lockoutinterval settings. Therefore,
when changing LockoutPeriod’'s value, one should update the

Lockoutinterval setting with a smaller value to ensure a relevant
behavior,

Value:

1800

Save Cancel




Advanced Features - Logs

Overview

On this tab, you can configure TSplus Logs settings.
By default TSplus doesn’t create logs, to avoid performance issues.
Logs exist to find more easily the origin of the errors encountered on TSplus and you can enable
them by doing so:
go to C:\wsession

create the folder ‘Trace’. Logs will automatically be created there, per user.

You will need to activate the log generation in the AdminTool > Advanced > Logs
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There are 5 types of logs:

The Web Portal log,

The Session Opening log,

The Session control log,

The Load-Balancing log and

The AdminTool application (interface) log.

Log levels correspond to different components, our support team will tell you what value to put

according to the problem encountered.

Here are the different log file names and locations:

Web Portal log: “C:\Program Files (x86)\TSplus\Clients\www\cgi-bin\hb.log”

Session Opening log: “C:\wsession\trace”



Session control log: “C:\Program Files (x86)\TSplus\UserDesktop\files\APSC.log”

Load Balancing log: “C:\Program Files (x86)\TSplus\UserDesktop\files\svcenterprise.log”

AdminTool application log: “C:\Program Files (x86)\TSplus\UserDesktop\files\AdminTool.log”

RDS-Knight / TSplus Advanced Security: “C:\Program Files (x86)\TSplus-Security\logs”



Advanced Features - Product

Overview

On this tab, you can modify TSplus settings by adding an AdminTool Pincode, use the Windows
RDS role and customize the background color and language of the AdminTool.

Tj‘ T5plus - Administration Console

TS U Remaote Access Management Console

fx Home
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Advanced Settings
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Lockout AdminTool Language English

m FARM Contextual menu
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HH
Administrator Pin Code

The Administrator can secure the Administrator Tool access by setting a pin code which will be
asked at every start, on the Advanced tab of the AdminTool, under the Product Settings:



TS U Remote Access Management Console
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Backup / Restore your Server Parameters

[ appLicATIONS

Advanced Settings

(ep PRINTER
Product Mame Value
security Administrator pin code Default
@ WEB Session )
A Th TSplus - Edit Setting x
m FARM Al Administrator pin code
Description:
o
= SESSIONS AdminTool will ask for a password if this value is not empty.

% SYSTEM TOOLS
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{:} ADD-ONS Value:
[1234
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### Use RDS role

Multi-session role and Windows RDS role are not compatible. You can either select the Windows
RDS role, or TSplus Multi-session role.

e When using Multi-session role, the Windows RDS role must be uninstalled.
e When using the Windows RDS role, this Windows role must be installed.

WARNING: changing role requires to reboot the system. When selecting the Windows Remote
Desktop, only one user at a time will be allowed on a workstation system.



T8 TSplus - Edit Setting X

Use RDS role
Description:
Multi-session role and Windows RDS role are not compatible, s
You can either select the Windows RDS role, or TSplus Multi-
session role,
- When using Multi-session role, the Windows ED5 role must be
uninstalled.
When using the Windows RDS role, this Windows role must be
installed.
WARMIMG: changing role requires to reboot the system. >
Value:
M LT

Save

Cancel

To use the Windows RDS role, select the “Yes” value and Save.
Modify the AdminTool Background color

Customize AdminTool’s background color using an hexadecimal code (for example: OxFFFFFF).



TE TSplus - Edit Setting et

AdminTool background color

Description:

Customize AdminTool's background color using an hexadecimal
code [for example: OxFFFFFF].

Value:

OxFFFFFF

Save Cancel

### Modify the AdminTool Language

Select your preferred language for the AdminTool among the 21 available.



T8 TSplus - Edit Setting X
AdminTool Language

Description:

5et the AdminTool interface language.

Value:
English A

French
Geman
Dutch
Spanish
ttalian
Portuguese
Polish
Russian
Lkrainian
Hungarian
Czech
Turkish
Chinese
Traditional Chinese
Japanese
Korean
Arabic
Farsi
Hebrew
Armenian




Advanced Features - Security

Overview

On the Security section of the Advanced features, you can block, disable or customize
connection types for users.

T"J‘ T5plus - Administration Console

TS U Remaote Access Management Console

fx Home

Backup / Restore your Server Parameters

[ arpLicaTIONS

Advanced Settings

(P PRINTER

Product Mame Value

a EBlock standard RDP clients No

@ WEB Session Disable existing sessions web listing Yes
Lockout No Web for Admins Defauilt (No)
By rarm Contextuzl menu Block WAN RDP clients Default [Na)
Logs Only Web Partal Defauit (No)
Cnly Web Portal for Users Default (Mo)
& SESSIONS Only Users with Applications Default (Mo)
‘Whitelist Admin without Applications Default [Yes)

Qk SYSTEM TOOLS
8 ApvaNCED
4P ADD-ONS

(@57 LICENSE

##t Block Standard RDP Clients

Select the “Yes” value if you wish to deny access to standard RDP clients such as mstsc to your
users.



TE TSplus - Edit Setting et

Block standard RDF clients

Description:

Deny access to standard RDP clients such as mstsc,

Value:

Mo LT

Save Cancel

### Disable existing sessions web listing

This listing is required for Load-Balancing Sticky Sessions feature and is enabled by default. If
you wish to disable it, select the “No” value on this window, then click on save:

Tl TSplus - Edit Setting Ly
Disable existing sessions web listing

Description:

Do not list current sessions in public server heartbeat. This
listing is required for Load-Balancing Sticky Sessions feature,

Value:

Yes o

Lave Cancel




##t No Web for Admins

Disable the Web Portal for Administrators by selecting the “Yes” value:

TE TSplus - Edit Setting b

MNo Web for Admins

Description:
Web Portal is forbidden for Admins accounts.

Value:

Mo W

Save Cancel

### Block WAN RDP clients

Deny access from standard RDP clients connected from outside the LAN by selecting the “Yes”
value.



TE TSplus - Edit Setting et

Block WAN RDP clients

Description:

Deny access from standard RDP clients connected from owutside
the LAN.

Value:

Mo LT

Save Cancel

### Only Web Portal

Make Web Portal access mandatory for every user by selecting the “yes” value.

Tl TSplus - Edit Setting Ly

Only Web Portal

Description:

Web Portal access is mandatory for every users.

Value:

Mo o

Lave Cancel

### Only Web Portal for Users



Make Web Portal access mandatory for every user, except the Admins by selecting the “yes”
value.

TE TSplus - Edit Setting b

Only Web Portal for Users

Description:

Web Portal access is mandatory, except for Admins.

Value:

Mo W

Save Cancel

### Only Users with Applications

Allow access only for users with, at least, one assigned application by selecting the “yes” value.



TE TSplus - Edit Setting et

Only Users with Applications

Description:

Allow access only for users with, at least, one assigned
application.

Value:

Mo LT

Save Cancel

### Whitelist Admins without Applications

Allow access for admins even if they do not have any assigned application and “Only Users with
Applications” is enabled. This feature is enabled by default. If you wish to disable it, select the
“No” value on this window, then click on save:



TE TSplus - Edit Setting
Whitelist Admin without Applications

Description:

Allow access for admins even if they do not have any assigned
application and "Only Users with Applications” is enabled.

Value:
Yes

Save

Cancel




Advanced Features - Session

Overview

This section of the Advanced tab allows you to configure user rights and aspects on their

sessions.

T8 TSplus - Administration Console -

a2 REMOTE

1t HoMmE
[ appLicaTIONS

PRINTER

FARM

B @ m
5

SESSIONS

SYSTEM TOOLS

ADVANCED

ADD-ONS

@ o B L D

LICENSE

Backup / Restore your Server Parameters

Advanced Settings

Product
Security
Lockout

Contextual menu

Logs

MName

Desktop for all users

Application Command Line

Remote Application Menu

Remaote Application Menu Title
Background Color

Use "All Users™ desktop shorcuts
Fallback application path if no assigned application
Disable Motification Center

Disable the daughter process handler
Force logoff if no assigned application
Printer: Reset User Settings on logon
Allow screen saver

Download Target Folder

Upload Target Folder

URL on Client - Enable "tel” protocol
Use Windows Shell

Force WinXshell

Add a delay when the session is opening
Daugther Process Wait Duration

File Browser

Delete file after transfer

Use WinXshell when required

Default [Yes)

Default [My Remote Appli...
Default (10841658)

Default [No)

Default [Yes)

Default (Mo}

Default [No)

Default (Mo}

Mo

Default (2eDESKTOP)
Default [BeDESKTOPS)
Default (Mo}

Default [Yes)

Default (Mo}

Default [0}

Default (2000}
Default (Use Windows Ex...
Default (Mo}

Yes

#HH#
Desktop for all users

Enable a full Desktop for all users by selecting the “Yes” value on this window, then click on

save:




TE TSplus - Edit Setting et

Desktop for all users

Description:

All the users will have a full desktop.

Value:

Mo LT

Save Cancel

Hit#
Application Command Line

Application Command Line can be specified on client side. This feature is enabled by default. If
you wish to disable it, select the “No” value on this window, then click on save:



TE TSplus - Edit Setting et

Application Command Line

Description:

Application Command Line can be specified on client side,

Value:

Yes s

Save Cancel

### Remote Application Menu

Remote Application Menu will be added on user’s PC. This feature is enabled by default. If you
wish to disable it, select the “No” value on this window, then click on save:

Tl TSplus - Edit Setting Ly
Remote Application Menu

Description:

Femote Application Menu will be added on user's PC,

Value:

Yes o

Lave Cancel




### Remote Application Menu Title

You can modify the title of the Remote Application Menu. The default one is “My Remote
Applications”. If you wish to modify it, enter the desired title, then click on save:

TE TSplus - Edit Setting b
Remote Application Menu Title

Description:

Title to display in Remote Application Menu

Value:

My Remote Applications

Save Cancel

### Background color

Customize the user sessions background color using a COLORREF code (for example, the
default one is: 10841658).



TE TSplus - Edit Setting et

Background Color

Description:

Customize the user sessions background color using a
COLORREF code [for example: 10841658),

Value:
10841658

Save Cancel

### Use “All Users” desktop shortcuts

Copy the shortcuts existing in Windows shared desktop in the Taskbar and Floating Panel.
Enable this feature by selecting the “Yes” value on this window, then click on save:

Tl TSplus - Edit Setting Ly

Use “All Users" desktop shorcuts

Description:

Copy the shortcuts existing in Windows shared deskitop in the
Taskbar and Floating Panel.

Value:

Mo o

Lave Cancel




### Fallback application path if no assigned application

Run this application if no application is assigned to the user when he logs in. There is no value
by default. Enable this feature by entering a “Yes” value on this window, then click on save:

TE TSplus - Edit Setting b
Fallback application path if no assigned application

Description:

Run this application if no application is assigned to the user
when he logs in.

Value:

Save Cancel

### Disable the daughter process handler

Skip daughter process search when launching applications. It will cause premature logoff if a
published application uses daughter process. This feature is disabled by default. Enable this
feature by selecting the “Yes” value on this window, then click on save:



TE TSplus - Edit Setting et

Disable the daughter process handler

Description:

Skip daughter process search when launching applications. It
will cause premature logoff if a published application uses
daughter process,

Value:

Mo LT

Save Cancel

### Force logoff if no assigned application

The user will be automatically logoff if he has no application assigned to him. This feature is
disabled by default. Enable this feature by selecting the “Yes” value on this window, then click on
save:



TE TSplus - Edit Setting
Force logoff if no assigned application

Description:

The user will be automatically logoff if he has no application
assigned to him.

Value:
Mo

Save

Cancel

#it# Allow screen saver

This feature is disabled by default. Enable Windows screensaver by selecting the “Yes” value on
this window, then click on save:

IE T5plus - Edit Setting

Allow screen saver

Description:

Dizable Windows screensaver when set to "no”,

Value:
Mo

Lave

Cancel




### Download target folder

Downloaded files will be put on the Desktop by default. If you wish to modify it, enter the desired
download folder’s path, then click on save:

TE TSplus - Edit Setting b

Download Target Folder

Description:

Downloaded files will be put in this folder,

Value:

LOESKTOP%

Save Cancel

### Upload target folder

Uploaded files will be put in this folder. If you wish to modify it, enter the desired upload folder’s
path, then click on save:



TE TSplus - Edit Setting et

Upload Target Folder

Description:

Uploaded files will be put in this folder.

Value:

LDESKTOPY,

Save Cancel

### Use Windows Shell

Define Windows Shell as default shell. This feature is enabled by default. If you wish to disable it,
select the “No” value on this window, then click on save:

Tl TSplus - Edit Setting Ly

Use Windows Shell

Description:
Define Windows Shell as default shell,

Value:

Yes o

Lave Cancel




##Ht Force WinXshell

This feature is disabled by default. Force WinXshell alternate shell instead of the default shell by
selecting the “Yes” value on this window, then click on save:

TE TSplus - Edit Setting b

Force WinXshell

Description:
Force WinXshell alternate shell instead of the default shell.

Value:

Mo L

Save Cancel

### Add a delay when the session is opening

Add additional waiting time at user session logon to get everything initialized. Default value is 0.
If you wish to modify it, enter the desired value (in seconds), then click on save:



TE TSplus - Edit Setting
Add a delay when the session is opening

Description:

Add additional waiting time at user session logon to get
everything initialized.

Value:

Save

Cancel

### Daughter process wait duration

Time to wait (in milliseconds) before searching for a daughter process when lauching
applications.

Iﬂ T5plus - Edit Setting
Daugther Process Wait Duration

Description:

Time to wait [in milliseconds) before searching for a daughter
process when lauching applications.

Value:

Lave

Cancel




##Ht File browser

The selected application will be displayed to the user for file selection. Default browser is
Windows Explorer. You can use the TSplus file browser by selecting it, then click on save:

TE TSplus - Edit Setting b
File Browser

Description:

The selected application will be displayed to the user for file
selection.

Yalue:
Use Windows Explorer w

Save Cancel

### Use WinXshell when required

Authorize system to use WinXshell alternate shell instead of the default shell when
recommended. This feature is enabled by default. If you wish to disable it, select the “No” value
on this window, then click on save:



TE TSplus - Edit Setting
Use WinXshell when required

Description:

Authorize system to use Winkshell alternate shell instead of the
default shell when recommended.

Value:
Yes

Save

Cancel




TSplus Advanced Security

TSplus Advanced Security is available as an Add-On on TSplus AdminTool and is available on
the Add-Ons tab of the 12 version:

T TSplus - Administration Console

TS U Remote Access Management Console

{t HomE

TSplus Advanced Security - Protect your server

[ AppuicaTiONs
Protect your server from brute-force attacks and foreign intrusions,

Elock ransomwares before they destroy your files,
Restrict users access and lock them in a highly secured environment.

(Eh PRINTER
Q@ wes

m FARM Two-Factor Authentication - Confirm your users’ identity
Passwords can be lost, stolen by phishing attacks, and very often they can even be cracked in a matter of minutes.

Twao-Factor Authentication solves this problem simply and effectively, and provides an additional security layer - sending a code to

=]
SESSIONS
= the user mobile device.

ek SYSTEM TOOLS

@3 ADVANCED ServerGenius - Monitar your server

d:ﬂ) ADD-ONS Server Genius helps to aptimize software resources and to reduce unnecessary costs.
Give facts and data about server usage (CPU, Memary, 1/0, Disks).
Track changes, resources usage and events with real-time email alerts.

@3 LICENSE

You can find its full documentation

Lockout Event

monitors failed Web Login attempts on your TSplus server. TSplus Advanced
Security will show a Lockout Event, after any Web Portal failed attempt like the example below:

v 2 |
“A failed login attempt was detected from Web Portal for user ... 1 Failed login attempt were

detected for this user since...”



/advanced-security/
/advanced-security/
/advanced-security/
/tsplus-lts-14/web-lockout
/tsplus-lts-14/web-lockout

Brute-Force Attacks Defense

The Brute-Force attack Defender enables you to protect your public server from hackers,
network scanners and brute-force robots that try to guess your Administrator login and password.
Using current logins and password dictionaries, they will automatically try to login to your server
hundreds to thousands times every minute. Learn more about this feature on

On the Web Portal

Brute-force attacks on the Web Portal are blocked when users enter wrong credentials. After 10

attempts during a period of 10 minutes, the Web Portal will prohibit the user to logon for 20
minutes:

PLUS

Log on
‘ TSPLUS

John

‘ Headquarter

© HTMLS @ RemoteApp

Too many failed attempts.
Please retry later.

These are the default settings which are customizable on the of TSplus
Advanced Security AdminTool.

You can check all blocked connections and logs on the IP Addresses tile of TSplus Advanced
Security Ultimate Protection:


/advanced-security/bruteforce-defender
/advanced-security/bruteforce-defender
/advanced-security/bruteforce-defender
/advanced-security/bruteforce-defender

W T5plus Advanced Security

HOME

EVENT VIEWER

HOMELAND

BRUTEFORCE

IP ADDRESSES

PERMISSIONS

WORKING HOURS

¥ O 0OoOKXe p >

SECURE DESKTOPS

ENDPOINTS

RANSOMWARE

SETTINGS

LICENSE

® & > D

TSplus Advanced Security - Ultimate Protection

—+ Add IP Address

/" EditIP Address

> Remove IP Address(es)

Q, wrois

IPs in the whitelist will be ignored by TSplus Advanced Security and will not be blocked by Homeland Access Protection or Bruteforce Attacks Defender features.

IP Address

= 213.145.201.53
mm 176.34.152.180
B ss.244.117.214
= 49.14.95.70

BS 105.14.32.99
== 202.133.54.73
B 22.51.217.61
Bl 201.158.104,100
= 2.152.5.87

2 196.189.44.50
B 42.202.33.232
== 117.224,202,156
B 125,227.29.199
B 124.226.216.77
= 109.188.131.204
= 190,60,108.18
I+l 65.145.140.120
B 101.230.201.89
BH93.113.125.89
= 31.220.43.113

Status

Blocked - BruteForce Defender
Elocked - BruteForce Defender
Elocked - Homeland Protection
Blocked - Homeland Protection
Elocked - Homeland Protection
Blocked - Homeland Protection
Blacked - Homeland Protection
Elocked - Homeland Protection
Blocked - Homeland Protection
Elocked - Homeland Protection
Blocked - Homeland Protection
Blocked - Homeland Protection
Elocked - Homeland Protection
Blocked - Homeland Protection
Blacked - Homeland Protection
Elocked - Homeland Protection
Blocked - Homeland Protection
Elocked - Homeland Protection
Blocked - Homeland Protection
Blocked - Homeland Protection

Date

14 har 2019 040111
11 Mar 2019 21:38:55
11 Mar 2019 04:26:57
11 hdar 2019 03:10:33
11 Mar 2019 00:50:07
10 Mar 2019 23:43:50
10 Mar 2019 20:37:56
10 Mar 2019 17:35:18
10 har 2019 17:20:58
10 Mar 2019 17:19:15
10 Mar 2019 15:16:59
10 kdar 2019 141803
10 Mar 2019 08:13:40
10 Mar 2019 07:56:32
10 Mar 2019 D6:18:58
10 Mar 2019 05:46:16
10 kdar 2019 02:23:04
10 Mar 2019 00:50:43
04 Mar 2019 16:55:01
04 har 2019 180753

Description

blocked

This functionality is visible and active after the first Web Portal connection.

The complete TSplus Advanced Security documentation is available



/advanced-security/
/advanced-security/
/advanced-security/

TSplus App Configuration

Manage your servers

The user interface and configuration are simple and intuitive.

My Home PC

Head Quarter

Accountancy

CRM and Inventory

First, add a TSplus server by clicking on the bottom right button:



Please start by adding a TSplus server with the bottom right button.

Then, add your server information and configure it:

e Enter its its host name or IP address.
e SSL is disabled by default, but you can choose to enable it.

Warning: SSL Activation only works if you installed a valid SSL Certificate on your TSplus server.
See this documentation for more information.

e Enter its display name, which is optional.
e Enter your user’s credentials with the domain or user name and its password.


/tsplus-lts-14/free-certificate-manager
/tsplus-lts-14/free-certificate-manager

Edit TSplus server

TSPLUS SERVER

Host name or IP address
accountancy.tsplus.net

Use SSL7?

Display name (optional)
Accountancy

CREDENTIALS

Domainlusername

John

Password

Then click on the top right button to save. You can now click on your server to access your
applications:

Accountancy




= Tsplus =)

<  Accountancy

B/

Express Accouniz

Printing

Easily print on your local printer by using the Universal Printer. Since TSplus App 11.40 version,
printed documents open with the default PDF reader app.

Settings and Version

Under the top left menu, you can:

e Manage your servers
e Manage your settings
¢ See the legal information on the About section, and your TSplus App version.

# Servers

£ Settings

© About



/tsplus-lts-14/universal-printer
/tsplus-lts-14/universal-printer

Settings

Various settings are available on the Settings window:

GLOBAL
Language English v
DISPLAY
Zoom level 50% ~

Reduce network usage D

Mouse pointer size Medium ~

¢ You can change the language.
¢ Modify the display settings by changing the zoom level at your convenience, reduce network
usage or choose between 3 mouse pointer sizes: small, medium or large.

Version

On the About window, you can see the legal information as well as your current TSplus App



version :

1=

PLUS

TSplus

11.40.1

Copyright 2017-2018
JWTS
All FithE resenved




TSplus App

The TSplus App allows you to connect to your TSplus server from any device, anywhere! Just
like TSplus, it provides fast and stable remote connections from tablets and smartphones to
Windows desktops and business applications. Access your applications and business data in
real time and easily print any document and photo you need on the nearest local printer.

For more information and download links, go to the App page on our website.

Hardware Requirements and Operating Systems

The TSplus App is available on PCs, mobiles and tablets with the following OSs: Windows, iOS,
Android from 4.4 version and Linux.

Pre-requisites

The host site must be a TSplus Mobile Web or Enterprise system.

The 11.30 release (and over) must be installed on this host.






Application Publishing

Overview

TSplus supports 4 different kinds of Application Publishing:

J . The user will see the full Windows Remote Desktop in the
session.

. . Any application, folder, shortcuts, documents... copied on the user’s
Desktop folder will be published with the TSplus Remote Taskbar. In this case, the user does
not have any access to applications other than those decided by the administrator. Application
Control has a much finer grain.

. . All the applications can be published on a mini drop-
down list oron a which you can customize.

e Assigning one, two, three, or more specific applications to a user/group. In this case the user
will only see their assigned applications when opening a session.

There is a priority rule to remember: The Microsoft Remote Desktop has the highest priority,
then the TSplus Taskbar, then specific applications. If a user has a specific application assigned
and TSplus taskbar or Microsoft Remote Desktop, they will not see the specific application
because they have a lower priority.

Managing Applications using the Admin Tool

You will add, edit or remove applications using the AdminTool, by clicking on the “Applications”
tab -> “Publish”:


/tsplus-lts-14/remoteapp-seamless-connection-clients#desktop
/tsplus-lts-14/remoteapp-seamless-connection-clients#desktop
/tsplus-lts-14/remoteapp-seamless-connection-clients#desktop
/tsplus-lts-14/remote-taskbar-and-desktop-themes
/tsplus-lts-14/remote-taskbar-and-desktop-themes
/tsplus-lts-14/floating-and-application-panels
/tsplus-lts-14/floating-and-application-panels
/tsplus-lts-14/floating-and-application-panels
/tsplus-lts-14/floating-and-application-panels
/tsplus-lts-14/floating-and-application-panels
/tsplus-lts-14/folder

mTSpIus-Admlmstratlon Console — X

TSEE Remote Access Management Console

fr HOME Add Application Edit Appiication Remove Application Assign Application

[ appLicaTiONS Seiect an Application to Edit or Assign users/groups to it

Desktop, Taskbar, Floating Panel and Application Panel

Publish @ E\

Users -
Microsoft TSplus Remaote FloatingPanel Application Desktop folder

Remote Desktop Taskbar Panel
(P PRINTER

Published Applications

—
® vo 9 [ 9
Motepad Foxit OpenOffice

B rarm
=]
2 SESSIONS

% SYSTEM TOOLS
% Apbvancen

&7 ADD-ONS

(& LICENSE

Click on the “Add Application” tile in order to publish an app:

Tl Mew Application — X

Path/Filename:
|C:'-.F'n:|grarn Files (xB6)"Fouit Software Foxit Reader’\ Foxit Reader exe | =

Start Directorny:
|C:'-.F'n:|grarn Files (x86)"Fouit Software*Fowit Reader | =

Display Mame:
|F|:u:-c'rt Reader |

Command line option:
| |

Window State:

Default (Maximized i single application on Web/Mobile client) w

Folder:

ftopdevel) o @
Save Test Cancel

1. Foxit is published as an example. To publish an application, click on the “Add application”
button, then locate the path of the executable of your application by clicking on browse, then
set a name for this application in the dedicated field.

2. You must click on the “Save” button to store any modification.

3. After declaring a new application, we recommend to use the “Test (start selected)” button to



check that the application is functional before assigning it to your users.

4. You can specify for each application if it will be launched maximized, minimized, assigned
to all the users or if it will be hidden after launch.

5. You can add a command line option if you need to add some extra parameters which are
usually set in the shortcut properties of the application.

6. Since TSplus 12.40 version, you can now create a new folder in which you can publish
your applications. (See below for more information) By default, they are published on the
top-level folder.

Note: You can change the orders of applications by clicking on the left or right arrows, next to the
“Assign Application” button:

Add Application Edit Application Remove Application Assign Application

Managing Applications Folder using the Admin Tool

You can add, edit or remove Applications Folder on the same dashboard.
First by publishing an application, then by clicking on the "+” button at the bottom-right under the
“Folder” selection:

Tl Mew Application — X

Path/Filename:

|C:'-.F'n:|grarn Files (x36)"Foxit Software*Fouit ReaderFoxit Reader exe |

Start Directorny:
|C:'-.F'n:|grarn Files (x86)"Fouit Software*Fowit Reader |

Display Mame:
|F|:u:-c'rt Reader |

Command line option:

Window State:

Default (Maximized i single application on Web/Mobile client) e

Folder:

ftopdevel) o @
Save Test Cancel

Then enter the name of your new folder:



I} Mew Application

Path/Filename:

|C:"~.F‘mgmm Files pcB6)\OpenCffice 4'program®scalc exe

Start Directory:

|C:‘~.F‘mgmm Files (88

Display Mame:
|Spreadsheet5

Command line optig

Window State:
Default (Madmized i
Folder

T8 TSplus - New Folder

Folder name:

(Please use anly letters, digits, spaces, dots, hyphens and

underscores)

Dffice Prngrams|

Save

Cancel

ftopdevel)

Save

Test

Cancel

The Folder then appears under your published Applications:

TI TSplus - Administration Console -

TSPLUS

{t HOME

[ arpLicaTiONs

Publish

Users

(ep PRINTER
@ wes
i Farm

2, SESSIONS
K SYSTEM TOOLS
8 Apvancen
{7 ADD-ONS

(@7 LICENSE

Remote Access Management Console

+ Add Application Edit Application

Desktop, Taskbar, Fleating Panel and Application Panel

@ O O
Microsoft TSplus Remote FloatingPanel Application

Remote Desktop Taskbar Panel

Published Applications

%

Office Programs

o)

Motepad

Remowve Application

Assign Application

Select an Application to Edit or Assign users/groups to it

I A

Desktop folder

Double-click on it to see, edit or remove each published application:




Add Application Edit Application Remowve Application Assign Application

Select an Application to Edit or Assign users/groups to it

Published Applications - Office Programs

==} = 5]

Spreadsheets Writer Presentations

Each time you publish an application, you can select or create the folder in which it will be
published:

Databases Settings . w

Path/Filename:
|C:"xF‘mgmm Files (26 \OpenCffice 4'program*sbase exe | =

Start Directory:
|C:"1ngmm Files feBE)"OpenCffice 4%program | =

Display Mame:
| Databazes |

Command line option:

Window State:

Default (Maxdmized if single application on Web/Mobile client) w
Folder:

Sales v )

topdevel
Cffice Programs

Sales
Web

You can then assign the Folder to users or groups as an application, and publish it, like any
application with the TSplus Remote Taskbar, the The Floating Panel and Application Panel or
the \Web Portal.

See this documentation for more information on applications assignments.

Important remarks

After installation, the default setting is: Any RDP user will see the complete Microsoft Remote
Desktop.

The TSplus Taskbar publishes all shortcuts copied in the user’'s Desktop folder. When
selecting TSplus Remote Taskbar, you can request to automatically copy any of the shortcuts


/tsplus-lts-14/remote-taskbar-and-desktop-themes
/tsplus-lts-14/remote-taskbar-and-desktop-themes
/tsplus-lts-14/remote-taskbar-and-desktop-themes
/tsplus-lts-14/floating-and-application-panels
/tsplus-lts-14/floating-and-application-panels
/tsplus-lts-14/floating-and-application-panels
/tsplus-lts-14/floating-and-application-panels
/tsplus-lts-14/floating-and-application-panels
/tsplus-lts-14/floating-and-application-panels
/tsplus-lts-14/web-applications-portal
/tsplus-lts-14/web-applications-portal
/tsplus-lts-14/assigning-applications-to-users-or-groups
/tsplus-lts-14/assigning-applications-to-users-or-groups

available in the All Users Desktop folder and/or, to automatically create shortcuts from
applications assigned to the users with Application Control.

See on how to publish applications.


https://youtu.be/wF-2WpeaDls?t=205
https://youtu.be/wF-2WpeaDls?t=205

Assigning Applications to Users or Groups

Overview

Once you have , you can publish them to one or more users and/or
groups. To do so, double-click on the application you wish to assign or click on the application,
then on the “Assign Application” tile:

Tj‘ T5plus - Administration Console -

TS U Remaote Access Management Console

ﬁ HOME Add Application Edit Application Remove Application Assign Application

D APPLICATIONS Select an Application to Edit or Assign users/groups to it

Desktop, Taskbar, Floating Panel and Application Panel

Users
Microsoft Tsplus Remote  FloatingPanel Application Desktop folder

Remote Desktop Taskbar Panel
(Ch PRINTER
Published Applications

Q@ wes l E e

MNotepad Foit OpenOffice
] Farm

2, SESSIONS
ek SYSTEM TOOLS
3 Apvancen
<7 ADD-ONS

@3 LICENSE

The following window will be displayed. It allows you to assign applications to a selected user or
group:


/tsplus-lts-14/application-publishing
/tsplus-lts-14/application-publishing
/tsplus-lts-14/application-publishing

TS

1t HOME

[ appLicaTiONS

Fublish

Users

(P PRINTER
@ wes

B Farm

2, SESSIONS
t!k SYSTEM TOOLS
8 apvancep
7> ADD-ONS

(@7 LICENSE

Remote Access Management Console

Add Application Edit Application

Desktop, Taskbar, Floating Panel and Application Panel

B G © O

Microsoft TSplus Remote FloatingPanel Application Desktop folder

Remote Desktop Taskbar Panel

Published Applications

g @B 9

Motepad Foxit OpenOffice

Remove Application Assign Application

Select an Application to Edit or Assign users/groups to it

[@ Microsoft Remote Desktop User Assign... — [m} b4

Select which users and groups will be able to see and run this
application:

O All authenticated users
@ Specified users and groups

Users and Groups

DESKTOP-5CVIVHohn

Add.. Remove

Save Cancel

### How to Assign an Application to a user (or a group)

You can either assign an application for all authenticated users or to specified users and groups.
If you wish to assign an application to a specific user or group, just click on “Add”, then enter the
name of the user or group you wish to assign the application: On this example, Foxit will be
assigned to the Remote Desktop Users Group. Click on ‘Ok”:

TSE S Remote Access Management Console

HOME
ﬁ Add Application » Edit Application Remove Application Assign Application

D APPLICATIONS Sefect an Application to Edit or Assign users/groups to it

Desktop, Taskbar, Floating Panel and Application Panel

Publish E} E

Users :
Microsoft TSplus Remote FloatingPanel Application Deslgf=—s=ti=ss
Remote Desktop Taskbar Panel K Fouit Use

PRINTER
Published Applications Select which users and groups will be able to see and run this
application:

e -
@ WEB - j 9 O All authenticated users

@ Specified users and groups

Motepad Foxit OpenOffice
FARM

m Select Users or Groups X
& SESSIONS Select this object type:

|Users or Groups | Object Types...
R systemT00Ls From this location:

|DESKTOP-SCVIIVH | Locations...
@ ADVANCED Erterthe object names to select {(sxamples};

Remate Deskiop Users| Check Names
{7b ADD-ONS
@57 LICENSE Advanced. . Carcel
|
Save Cancel

Then on Save:



D Fouit User Assignment s O oy

Select which users and groups will be able to see and run this
application:

l:::l All authenticated users

@ Specified users and groups

Users and Groups

Add... Remove

Save Cancel

### Manage applications per Users/Groups in bulk

The Applications - Users submenu allows you to see which applications are assigned per user or
per group, by clicking on the “Select a User/Group” tile, then entering its name:



T

TSET

1+ HOME

[ appLicaTioNs

Remote Access Management Console

©_ Select a User/Group

Select @ user/group to display and change applications assigned to it

Desktop, Taskbar, Floating Panel and Application Panel

Publish . e
hraele Dediop Select User or Group e
Users kbar
Select this object type:
@ PRINTER O[T application Panel |Useermup | T
D Deskiop folder

From this location:

Published Applications 5
@ WEB CI@ st |DESKTOF‘ -SCVIIVH | Locations...
O Foxit Enter the object name to select (examples):
m FARM 0% cpenoriice Front Office] Check Names

-}
2, SESSIONS

Advanced Cancel

% SYSTEM TOOLS
% Apvancen
&7 ADD-ONS

(&7 LICENSE

On this example, you can see that the Microsoft Remote Dekstop, Notepad, Foxit and
OpenOffice where all assigned to the group “Front Office”:

T TSplus - Administration Console - & = X
TSPLUS Remote Access Management Console
ﬁ HOME -~ Select a User/Group Applications assigned to Group DESKTOP-SCVIIVH\Front Office

D APPLICATIONS Setect @ user/group to display and change applications assigned to it

Desktop, Taskbar, Floating Panel and Application Panel

Blbiish L‘)Mi(rosoft Remote Desktop
E“ |TSpIus Remote Taskbar

Users e
1l | FloatingPanel
DUAppll(atlnn Panel
é FRINTER D Desktop folder
Published Applications
@ WEB « | Notepad
M Foxit
m FARM %K~ OpenOffice
2 SESSIONS

ek SYSTEM TOOLS
8 aovancen
&> ADD-ONS

(&7 LICENSE

### Important remarks when using TSplus Seamless Client
With the TSplus Seamless Client, the users will not display the Microsoft Remote Desktop
windows. The applications can be found on the local desktop as if they were native local

applications. Users will only see the applications assigned by the administrator.

e [f a user has the right to use the default Microsoft Remote Desktop, the Seamless Client will



display a background color to avoid having both the Remote and the Local Desktop icons piled
on the screen.

The Seamless Client session is held open only when an application is running and being
pushed through to the local client. If no application has been assigned to this user, TSplus will
automatically use the TSplus Taskbar.

If a user has specific applications assigned, they will seamlessly see these applications when
the session is opened. When the last application is closed the session ends.

Rules for Microsoft Remote Desktop, TSplus Remote
Taskbar, Floating Panel and Application Panel

You can customize your user’s work environment by assigning one application out of these
four: Microsoft Remote Desktop, TSplus Remote TaskBar, Floating Panel and Application
Panel.

If no application is assigned to one user, he will see the Microsoft Remote Desktop which will
display the Desktop folder shortcuts.

If one user has several allocations plus the Microsoft Remote Desktop, he will see a remote
desktop.

If a user has several applications plus the TSplus TaskBar, he will see the TaskBar displaying
his Desktop folder’ shortcuts.

For more information on the Remote Taskbar, Floating and Application Panels, see these

documentations: ,

Running scripts/programs on session opening

If you want to start a script when the session opens, you must name it LOGON.BAT or
LOGON.CMD and copy this script:

¢ In the Application Data folder of All Users if this script applies to all users,

¢ In the Application Data of the user if this script applies to this user.

If you want to start a script on the client side when a session is opening, you just have to name
a program STARTUP.EXE and to copy it at the home drive of the user PC (C:\startup.exe).

If you want a program to be started as a service when the TSplus server reboots you have to
name this program STARTUP.EXE and copy it in the folder: C:\Program
Files\TSplus\UserDesktop\Files\ .

See on how to Assign Applications.


/tsplus-lts-14/remote-taskbar-and-desktop-themes
/tsplus-lts-14/remote-taskbar-and-desktop-themes
/tsplus-lts-14/floating-and-application-panels
/tsplus-lts-14/floating-and-application-panels
/tsplus-lts-14/floating-and-application-panels
/tsplus-lts-14/floating-and-application-panels
https://www.youtube.com/watch?v=exmsW7eqNpw
https://www.youtube.com/watch?v=exmsW7eqNpw




Assigning Applications to Users with Azure
Active Directory

Overview

To assign an Azure Active Directory user to an application from the AdminTool > Applications >
Users :

Select a UserfGroup

Seiact a usersgrauy ta ispidy ard changs applicatians assigned ta it

Desk[up' Taskbar Floatinn Panel and Annliratinn Panel

FET 2+ 5elect a User/Group M=l E3 |
O |_;J' klicrosoft
O |l| Tsplus Re

m |:|F|ﬂa'ringP Find local or Active Directary users ar groups
O [ epplicatic
O L}DESktnpf

Published Appl Or type directlhy the name of an Azure Active Directory usetr:

DJ faienea Azure.&D'l-.Thn:umasMnntalcmd

D _|:'|h-1w Apnplic

Select user ar group

Local or Active Directory users must be selected using the Find Local or Active Directory Users
or Groups button. Only external users can be entered directly into the text box.






Built-in Web Server Management

Your Remote Desktop Server must be available, easy-to-access and safe. That's why TSplus
utilizes a built-in Web Server which helps you easily manage its status and operations. A
Management Console is available in the Administrator Tool. This Management Console enables
you to view and configure the status of Terminal Service Plus built-in Web Server. When you

, web servers are listening on ports 80 and 443 by default. Make sure that the
defined ports are available and that Java is installed on the server.

See about Web Features.

Web Server Components Status

The status of the Web Server main components are displayed on the AdminTool Home
dashboard.

T;J‘TSpIus-Admimstratinn Console — X
TS Remaote Access Management Console
1+ HoMmE
[ arpLicaTIONS g @
E] PRINTER Computer name:  WIN-ATLOOCNOESE http:/localhost
Private [P 192,168,
4 a
@ WEB PublicIP 78.193, o
RDPport 3389 f' The built-in HTTP server is listening on port 80
m FARM Connections: 1 The HTTPS server is listening on port 443
Q, Session Manager

2, SESSIONS
Qk SYSTEM TOOLS (©)  System Audit - No issues found on 1/7/2020 4:27:20 Ph
ﬁ(‘):; ADVANCED

@ Version 12,60.1.4 - You are using the latest version Read changelog
4P ADD-ONS

@ License Activated - Enterprise edition - Unlimited users
(&7 LICENSE

(©)  End of suppart date: 7/11/2022

Help
English =

### Ports Considerations (Local Machine and Firewall / Router)

Terminal Service Plus only requires either Port 80 or Port 443 to be opened. Port 3389 can stay


/tsplus-lts-14/installation
/tsplus-lts-14/installation
https://www.youtube.com/watch?v=eImA7mRGC48
https://www.youtube.com/watch?v=eImA7mRGC48

closed.

T:.]‘ TSplus - Administration Conscle

TS Remaote Access Management Console
1+ HOME
[ appLicaTIONS g @
(ep PRINTER Computer name;  DESKTOP-SCVIIVH http://localhost
Private IP 192,168.1.22 b o8
@ WEB PublicIP 78
RDP port 3389 j' The built-in HTTP server is listening on port 80
m FARM Connections: 1 Q The HTTPS server is listening on port 443
o
2 SESSIONS

% SYSTEM TOOLS @ System Audit - Mo issues found on -
ADVANCED
g?:; @ Version -You are using the latest version
{7 ADD-ONS
@ License Activated - Enterprise edition - 25 users
(@7 LICENSE
@ End of support date:

Help
English @

### Restart / Stop the Web Server Service

If you see that a service is not running, you may need to restart the Web servers by clicking on
the “Restart Web Servers button” which is represented by an arrow on the right, the Web Servers
will be restarted and the service should be running again.

T TSplus - Administration Censaole

TS JHEE Remote Access Management Console
1t HOME
[ arpuicaTioNs g @
E,'—] PRINTER Computer name: DESKTOP-SCVIIVH http:/Mocalhost
Private IP 192.168,1.22 |
. - = [ P
@ WEB PublicIP 78, ==
RDPport 3389 2" The built-in HTTP server is listening on port 80
m FARM Connections: 1 Q The HTIPS server is listening on port 443
o
2, SESSIONS

Q% SYSTEM TOOLS System Audit - Mo issues found on °

3 Apvancen
Version .| - You are using the latest version

&b ADD-ONS

License Activated - Enterprise edition - 25 users

@7 LICENSE

© ® ® ®

End of support date:

) Help
English -

If you click on the “Stop Web Servers” button, placed on the middle, the Web servers will be
stopped. The HTTP and HTTPS server status will now display in red indicating that the HTTP /



HTTPS services are stopped:

T‘}]‘TSpIus-Admlmstratlon Console — X
TS Remaote Access Management Console
1+ HOME
[ appLicaTIONS g @
(ep PRINTER Computer name;  DESKTOP-SCVIIVH http://localhost
Private [P 192.168.1.165
. > [0] o
@ WEB FublicIP 78,
RDP port 3389 j' The built-in HTTP server is not listening on port 80
m FARM Connections: 1 Q The HTTPS server is not listening on port 443
o

2, SESSIONS
% SYSTEM TOOLS @ System Audit - Mo issues found on
8 Apvancen

@ Version You are using the latest version
{7 ADD-ONS

@ License Activated - Enterprise edition - 25 users
(@7 LICENSE

@ End of support date:

Help
English @
- X

T TSplus - Administration Console

TSE S Remote Access Management Console

{t HomE

Default HTTP web server

A built-in HTTP Web Server is provided with TSplus
D APPLICATIONS However, you can use a different one (IS or Apache for example).

@ Use the built-in HTTP web server

@ PRINTER O Use a different HTTP web server
When using IS or Apache, its HTTP port number must be set to 81,
[Tunneling forwards this 81 port into the public HTTP port 80}

Q@ ws

Web Portal Change the Web Server root path
You can change the Web Server default root path.
HTTPS The current Web Server root path is:
C:\Program Files (BE)\T5plus\Clients Select a new Web Server root path
‘Web Server
Lockout

B rarm

Web servers options
Change the HTTR/HTTPS port numbers

o

= SESSIONS Will not change IIS or Apache port settings
HTTP: (30 =

ek SYSTEM TOOLS T [FYE =

83 Apvancen

Save and Restart Web Server

&7 ADD-ONS

L& 1ICEMSE 87

You can change the ports during installation or at any time by clicking on the Web - Web Server
tab. On this tab, you can choose to use a different HTTP web server, modify the Web Server root
path and the HTTP/HTTPS port numbers. Make sure that these ports are available before
changing them: if a conflict occur TSplus web server will not work.



https://en.wikipedia.org/wiki/List_of_TCP_and_UDP_port_numbers

is a non-exhaustive list of TCP port that might be used by an application on your server. Once
these modifications done, click on save and the AdminTool will restart.

###Disable http only or http on https
See for more information on this topic.

For more in-depth information about servers customization and preferences, see these pages:


/tsplus-lts-14/enforce-https
/tsplus-lts-14/enforce-https
/tsplus-lts-14/webportal-preferences
/tsplus-lts-14/webportal-preferences
/tsplus-lts-14/webportal-preferences
/tsplus-lts-14/web-applications-portal
/tsplus-lts-14/web-applications-portal
/tsplus-lts-14/web-applications-portal
/tsplus-lts-14/web-credentials
/tsplus-lts-14/web-credentials

Choosing your Ciphers Suites to enhance
security

Overview

TLS/SSL, the security behind HTTPS, can use several different algorithms to secure, encrypt
and authenticate a connection.

The choice of the algorithm to use is decided by an agreement between the server and the client,
depending on which algorithms are available on each side.

A cipher suite is a named combination of authentication, encryption, message authentication and
key exchange algorithms.

Terminal Service Plus server can handle a lot of different ciphers suites. Some of them are more
secure than others, but some old/legacy browsers might require relatively weak algorithms to
connect.

This is the reason why Terminal Service Plus let you choose the ciphers suites you want to

enable. Of course, Terminal Service Plus also has an easy setting to disable the weakest
algorithms, thus enhancing your connections security.

HTTPS Protocols and Ciphers Selection

To see Terminal Service Plus Ciphers Selection, open Terminal Service Plus AdminTool, click on
the “Web - HTTPS” tab, where you will see HTTPS Protocols and Ciphers:



m TSplus - Administration Console -
TS L Remote Access Management Console

1+ HOME

Generate a free valid HTTPS certificate
[ appLicaTioNs

HTTPS Certificate Toolkit

(ep PRINTER
@ WEB
HTTPS Protocols and Ciphers
Web Portal
Protocols
HTTPS [ sstvs LS vi TS ¥l M nswiz TS ¥13
Web Server Ciphers
55L_DHE_DSS_WITH_3DES_EDE_CBC_SHA "
EII FARM SSL_DHE_RSA_WITH_3DES_EDE CBC SHA
S5L_RSA_ WITH_3DES_EDE_CEC_SHA
SEL_RSA_WITH_RC4_128 MD5
2, SESSIONS S

S5L_RSA_WITH_RC4_128_5HA
TLS_DHE_DSS_WITH_AES_128 CEC_SHA
t’.k SYSTEM TOOLS TLS_DHE_DS5_WITH_AES_128 CBC_SHA256
TLS_DHE_DSS_WITH_AES_128_GCM_SHA2586
TLS_DHE_DS5_WITH_AES_256 CBC_SHA

E§i ADVANCED TLS_DHE_DSS_WITH_AES_256_CBEC_SHAZ256 N
‘g}’ ADD-ONS Disable weak parameters Save
(@7 LICENSE

### Enabling/Disabling a Cipher Suite

You can easily enable a cipher suite by checking its checkbox and disable a cipher suite by
unchecking it.

When your selection is done, click on “Save”.
This will save your selection and reload the new configuration in Terminal Service Plus built-in

web server. Your new ciphers suites selection is instantly applied for every new connection to
your server.

Recommended Ciphers Suites Selection

We recommend to most administrators to use our recommended ciphers suites selection, by
simply clicking on the “Disable weak parameters” button and then on the “Save” button.

This action will disable all ciphers suites which are currently known to be weak.

You can check with : without those weak ciphers suites you should
get the maximum grade: Al


https://www.ssllabs.com/ssltest
https://www.ssllabs.com/ssltest
https://www.ssllabs.com/ssltest
https://www.ssllabs.com/ssltest
https://www.ssllabs.com/ssltest




Click-to-Help - Admin Tool - Addons

Want to get help on a feature of Terminal Service Plus Admin Tool quickly? Just click on a tile

or on a tab to go to the matching help!

TS

{t HomE

[ AppuicaTiONs
(Eh PRINTER

Q@ wes

] Farm

2, SESSIONS
ek SYSTEM TOOLS
3 Apvancen
{75 ADD-ONS

@3 LICENSE

T TSplus - Administration Console

Remote Access Management Console

TSplus Advanced Security - Protect your server

Protect your server from brute-force attacks and foreign intrusions,
Elock ransomwares before they destroy your files,
Restrict users access and lock them in a highly secured environment.

Two-Factor Authentication - Confirm your users” identity

Passwords can be lost, stolen by phishing attacks, and very often they can even be cracked in a matter of minutes.
Twao-Factor Authentication solves this problem simply and effectively, and provides an additional security layer - sending a code to
the user mobile device.

ServerGenius - Monitar your server

Server Genius helps to aptimize software resources and to reduce unnecessary costs.
Give facts and data about server usage (CPU, Memary, 1/0, Disks).
Track changes, resources usage and events with real-time email alerts.




Click-to-Help - Admin Tool - Advanced

Want to get help on a feature of Terminal Service Plus Admin Tool quickly? Just click on a tile
or on a tab to go to the matching help!

T TSplus - Administration Console

TS U Remote Access Management Console

{t HomE

Backup / Restore your Server Parameters

[ AppuicaTiONs

Advanced Settings

(Eh PRINTER

Product Hame Walue

@ weB Security Administrator pin code Default
Session Use RDS role Default (No)
Lockout AdminTool Language English
Contextual menu

] Farm
Logs

2, SESSIONS
ek SYSTEM TOOLS
3 Apvancen
<7 ADD-ONS

@3 LICENSE




Click-to-Help - Admin Tool - Applications

Want to get help on a feature of Terminal Service Plus Admin Tool quickly? Just click on a tile

or on a tab to go to the matching help!

TS

{t HomE

[ ArpLicaTiONs

Publish

Users

(ep PRINTER
® wes
Hy rarm

2, SESSIONS
ek SYSTEM TOOLS
% aovancen
4P ADD-ONS

(@7 LICENSE

T TSplus - Administration Console

Remote Access Management Console

Add Application Edit Application

Desktop, Taskbar, Fleating Panel and Application Panel

@ O B 0O

Microsoft TSplus Remaote FloatingPanel Application
Remote Desktop Taskbar Panel

Published Applications

) S

Motepad Foxit OpenOffice

Remowve Application

Desktop folder

Assign Application

Select an Application to Edit or Assign users/groups to it




Click-to-Help - Admin Tool - Farm

Want to get help on a feature of Terminal Service Plus Admin Tool quickly? Just click on a tile
or on a tab to go to the matching help!

T TSplus - Administration Console
TS U Remote Access Management Console

1Ar HomE A

Farm Manager
[ arpLicaTIONS

Local Server's Key

(P PRINTER CiklyZcACEYAMSZ65vNtZex9nGKJ0208

Q@ wes
f earm

Manage

On your Farm Controller, open Farm Manager and copy/paste this key to add the current server to your Farm.

Reverse-Proxy
Load Balancing

Assigned Servers

2, SESSIONS
% SYSTEM TOOLS
8% Apvancen

b ADD-ONS

(@7 LICENSE v




Click-to-Help - Admin Tool - License

Want to get help on a feature of Terminal Service Plus Admin Tool quickly? Just click on a tile
or on a tab to go to the matching help!

T TSplus - Administration Console — X
TS U Remote Access Management Console

{t HomE

Activate your License
[ AppuicaTiONs

Buy Mow

(Eh PRINTER
Q@ wes

License Status

m FARM Trial license & days - Enterprise edition - 5 users
senattiumoer: | P |

o

2, SESSIONS

ek SYSTEM TOOLS

3 Apvancen

Editions
<P ADD-ONS (@) system Edition
@7 LICENSE @ Printer Edtion

@ Mobile Web Edition

@ Enterprise Edition




Click-to-Help - Admin Tool - Printer

Want to get help on a feature of Terminal Service Plus Admin Tool quickly? Just click on a tile

or on a tab to go to the matching help!

T TSplus - Administration Console

TS

{t HomE

[ AppuicaTiONs
(Ch PRINTER

Q@ wes

] Farm

2, SESSIONS
ek SYSTEM TOOLS
3 Apvancen
<7 ADD-ONS

@3 LICENSE

Remote Access Management Console

(©) e Universal Printer - Ghostscript PDF - is installed

(©)  Tne universal Printer is Ready

(©)  The Universal Printer is set as Default printer

Universal Printer Manager

Install Universal Printer (CUSTPDF)

Remove the Universal Printer

View Printer

Paper size

PostScript Custom Page Size

Portrait

Install Universal Printer (Ghostscript)

Set it as Default Printer

Universal Printer properties

[ Reset User Settings on logon




Click-to-Help - Admin Tool - Security

Want to get help on a feature of Terminal Service Plus Admin Tool quickly? Just click on a tile
or on a tab to go to the matching help!



Click-to-Help - Admin Tool - Sessions

Want to get help on a feature of Terminal Service Plus Admin Tool quickly? Just click on a tile
or on a tab to go to the matching help!

T TSplus - Administration Console — X
TS U Remote Access Management Console

{t HomE

Session Management settings
[ AppuicaTiONs

Session Opening Preference

(Eh PRINTER
Q@ wes

By rarm Open Files on Client Side
2, SESSIONS Open URLs on Client Side
Settings
Permissions
Client Generator Hide Disk Drives

ek SYSTEM TOOLS
3 Apvancen

Seamless color settings

<7 ADD-ONS

@3 LICENSE




Click-to-Help - Admin Tool - System

Want to get help on a feature of Terminal Service Plus Admin Tool quickly? Just click on a tile
or on a tab to go to the matching help!

T TSplus - Administration Console — X
TS U Remote Access Management Console
{t HomE
Services

[ AppuicaTiONs

Users and Groups

(Eh PRINTER

@ WEB Server Properties

m FARM Windows System Toolkit
& SESSIONS Local Group Policy Editor
% SYSTEMTOOLS Event Viewer

3 Apvancen

¢+ ADD-ONS

@3 LICENSE

Reboot the Server




Click-to-Help - Admin Tool - Web

Want to get help on a feature of Terminal Service Plus Admin Tool quickly? Just click on a tile
or on a tab to go to the matching help!

T TSplus - Administration Console

TSEICU Remote Access Management Console

{t HomE

Generate a free valid HTTPS certificate
[ AppuicaTiONs

HTTPS Certificate Toolkit

(Eh PRINTER
@ ws

HTTPS Protocols and Ciphers

Web Portal
Protocols
LUIES [] sstv3 TLS v1 TLS V1.1 TS vi2 LS V13
Web Server Ciphers
Lockout [] 55L_DHE_DS5_WITH_3DES_EDE_CBC_SHA "

[] SSL_DHE_RSA_WITH_3DES_EDE_CBC_SHA
[] SSL_RSA_WITH_3DES_EDE_CBC_SHA

fi Farm [] S5L_RSA_WITH_RC4_128 MD5

[] SSL_RSA_WITH_RCA_128_SHA

2, sessions [] TLS_DHE_DS5_WITH_AES_128_CBC_SHA
TL5_DHE_DSS_WITH_AES_128_CBC_5HAZ256
TLS_DHE_DS5_WITH_AES_128_GCM_SHA256
% SYSTEM TOOLS TLS_DHE_DS5_WITH_AES_256_CBC_SHA
TLS_DHE_DSS_WITH_AES_256_CBEC_SHA256 v
83 Apvancen
Disable weak parameters Save

&7 ADD-ONS

L& 1ICENSE




Click-to-Help - Admin Tool - Web

Want to get help on a feature of Terminal Service Plus Admin Tool quickly? Just click on a tile
or on a tab to go to the matching help!

T TSplus - Administration Console

TS U Remote Access Management Console

{t HomE

Web Portal Design
[ AppuicaTiONs

Web Portal Preferences

(Eh PRINTER
@ ws

Web Portal Tsplus Web App

Applications Portal

HTTPS

Web Server
Web Credentials
Lockout

B rarm

RemoteApp Client
=]
2, SESSIONS

HTMLS Client

ek SYSTEM TOOLS

HTMLS Top Menu
83 Apvancen

< b ADD-ONS

L& 1ICENSE



How to modify the TSplus client's icon

Change your client’s icon

In order to change the generated client’s icon, just create a shortcut of the client and go to the
shortcut’s properties:

kY

jorCoTe Open
Open with...

Share with k

Restore previous versions
Send to *

Cut
Copy

Create shortcut
Delete

Rename

Properties




Tela I Open file location
S HOrtcur

Open with...
Restore previous versions

Send to




john.connect - 5

General | Shortcwt | Securty | Details | Previous Versions

(s ‘EI john.connect - Shortcut

Target type: Connection Client File

Target location: Desktop

Target: s Administrator. admin-PCDesktop®john.connect

Start in: C\Users' Administrator. admin-PCh\Desktop

Shortcut key:  MNone

Bun: | Normal window v
Comment:
| Open File Location | | Change lcon... Advanced... |

ok [Ccmea ] [ ooy




jchn.connect - Shortcut P 1

General | Shotcuwt | Securty | Details | Previous Versions

i ‘;I john.connect - Shortcut

Target type: Connection Client File
Change lcon

Targ

Look for icons in this file:
ystemRoot3e\system32\SHELL3 2. dll

Select an icon from the list below:

H ) e PaldE,
LeoxbeQ

L




TSplus Client Setup program

Installl

On client side, each user will have to run a signed program named “Setup-

ConnectionClient.exe” as a pre-requisite.

This program is available on your server, in the TSplus program folder: C:\Program Files
(x86)\TSplus\Clients\WindowsClient:

Organize = Open

Bl Desktop -
& Downloads o

©
1=l Recent Places

- Libraries
@ Documents
J‘ Music
[=| Pictures
B2 Videos

18 Computer
[y Local Disk (C:)

4

| Setup-ConnectionClient.exe Date modified: 7/30/2018 7:35 PM
¥<)) Application

Mew folder =~ 0 @
MNarme : Date modi.. Type Size
L ico 6/15/2017 ... Filefolder
| ClientGenerater.bin 7/30/2018 ... BINFile 639 KB
@ ClientGenerator.exe 77172017 1...  Application 96 KB
|% Setup-ConnectionClient.exe 7/30/2018 ... Application 9,389 KB
@ SWCTEXE 71/3/20171...  Application 047 KB

m

Size: 9.16 MB

Date created: 7/31/2018 7:55 PM

It is also available in C:\Program Files (x86)\TSplus\Clients\www\ConnectionClient, so your users
can just run the program once on your web server address: hitp://ooooooooood/ConnectionClient/
Setup-ConnectionClient.exe

ConnectionClient

W Clients
» webserver
» WindewsClient
v WWW
cgi-bin

ConnectionClient

1 item

6 MName

!g. Setup-ConnectionClient

&« v <« TSplus » Clients » www » ConnectionClient

-

v O

Date modified

6/25/2019 10:03 AM

- O
Search ConnectionClient 2
Type Size
Application 6,040 KB



http://xxxxxxxxxxx/ConnectionClient/Setup-ConnectionClient.exe
http://xxxxxxxxxxx/ConnectionClient/Setup-ConnectionClient.exe
http://xxxxxxxxxxx/ConnectionClient/Setup-ConnectionClient.exe
http://xxxxxxxxxxx/ConnectionClient/Setup-ConnectionClient.exe
http://xxxxxxxxxxx/ConnectionClient/Setup-ConnectionClient.exe

or by

Install for all users

You can now install the Connection Client for all users. This means that once installed, any user
on the computer will benefit from it, and will be able to connect in remoteApp mode from the Web
Portal, as well as with a generated .connect client file.

Select Setup Install Mode >

Select install mode

= 3=

Connection Client can be installed for you only, or for all
users (requires administrative privileges).

—» Install for me only (recommended)

% Install for all users

Annuler

Note: For this pop-up to appear, you will need not to have the Connection Client installed
already. You can also, during an installation using commandline, specify which mode you want to
use with the argument /ALLUSERS or /CURRENTUSER to install respectively for all users, or for
the current user.

Note: Since TSplus 12.40, The Client Setup Program and the have been
merged and can be deployed with one single setup - so if you download the Connection Client
Setup, there will be no need to download the RemoteApp Client one.


https://dl-files.com/Setup-ConnectionClient.exe
https://dl-files.com/Setup-ConnectionClient.exe
/tsplus-lts-14/remoteapp-plugin
/tsplus-lts-14/remoteapp-plugin
/tsplus-lts-14/remoteapp-plugin

How to completely customize the Web
Access Page beyond the Web Portal
capabilities?

Overview

By using the you can customize Terminal Service Plus Web Access Pages in an
extensive way.

However, in some cases, this is not enough. In these cases, you can completely customize the
Web Access Page, beyond the Web Portal capabilities, by modifying by yourself the Web Access
Page generated by the Webmaster Toolkit.

Warning, this documentation is intended only for skilled Web developers.

Generating mandatory settings

In order to include the mandatory settings in your Web Access page, we recommend that you
start by generating your Web Access Page by using the

Files location

The Web Access Page will be generated in the “C:\Program Files (x86)\TSplus\Clients\www”
folder, for instance if you choose “index” as the page name, it will be the file named “index.html”
in this folder. It is a standard HTML file, so you can use all your knowledge of HTML, JavaScript
and CSS programming languages to develop your custom page.

All the files inclusion are written relatively to the “C:\Program Files (x86)\TSplus\Clients\www”
folder. For instance, the main CSS styles file is located at “C:\Program Files
(x86)\TSplus\Clients\www\software\common.css”, so it is included in the HTML Web Access
Page file by the following line:


/tsplus-lts-14/webportal-preferences
/tsplus-lts-14/webportal-preferences
/tsplus-lts-14/webportal-preferences
/tsplus-lts-14/webportal-preferences

Minimal Web Access Page

Starting from an HTML file generated by the Web Portal Preferences, we will reduce it down to a
minimal Web Access Page. We advise you to use a text editor such as Notepad or Notepad++
(do not use Word).

After our work, it will look like the screenshot below:

Log on

® HTMLS client RemoteApp

First, you must keep everything that is between the and HTML tags:
e meta tags to force browsers to clear their cache
e js files inclusions

e JavaScript settings declarations

Then, you can reduce the content between the ‘body’ and ‘/body’ HTML tags down to these few
lines:

HTMLS client RemoteApp

Refresh the web page in your web browser, and you should get the minimal page of the above
screenshot.

We recommend you clear your browser’s cache after saving any changed file.
Finally, it is now up to you!

As long as you keep the calls to JavaScripts functions on specific events and the given identifiers
(id="...”), your fully customized Web Access Page will be working fine!






Edit or Delete the Parameters of a Generated
Client

There are many reasons why you would want to change the parameters of your connection
client: your TSplus server IP address changed, you need to add printer’s redirection, to change
the universal printer settings or so on...

¢ You first need to create a shortcut of the ConnectLauncher.exe file, located on the RDP6
folder of the user’s profile:

CHp > Computsr » LocsDak(©) 0 s jobn >~ ) 5]

Organize - = Open Include in library = Share with = MNew folder
& Favorites MNarme : Date modified

B Desktop AppData 3/14/2017 217 PM File folder
4 Downloads | applist 12/6/2017 12:29 PM File folder
£l Recent Places i Contacts 3/14/2017 2:33 PM File folder
m Desktop 7/3/2017 10:41 PM File folder
3 Libraries 4 Downloads 3/14/2017 3:33 PM File folder
3 Documents ir Favorites 3/14/2017 3:33 PM File folder

J'- Music @ Links 3/14/2017 3:33 PM File folder
k| Pictures El ocuments 14/2017 3: i ile folder
&= Pict My D 3/14/2017 2:33 PM File fold

B videos J My Music 3/14/2017 3:33 PM File folder

= My Pictures 3/14/2017 3:33 PM File folder

1M Computer & My Videos 3/14/2017 3:33 PM File folder
?{; Local Disk (C) . RDP& 8/1/2018 12:23 PM File folder
® Saved Games 3/14/2017 3:33 PM File folder

?ﬂ Metwork & Searches 3/14/2017 3:33 PM File folder

RDP& Date modified: 8/1/2018 12:23 PM
File folder




QOrganize *

- Favorites
PR Desktop
4 Downloads

v
=l Recent Places

- Libraries
@ Documents

J‘! Music

[ Pictures

B2 Videos

18 Computer
(il Local Disk (C:)

Gh! Metwork

[ )_(J/l Shortcut

e Then, right click on it and hit properties. Place your mouse at the end of the “target” field and

Share with =

=

Mew folder

LE.L‘
R Computr » Loca D ) » s » jom » ROP6—— <] =]

m=] Open

MName Date modified Type Size
& bkgsc.bmp 4/2/2016 10:16 AM  Bitrnap image B KB
& bkgschlue.bmp 4/2/2016 10:16 AM  Bitmap image B KB
| & bkgscgreen.bmp 4/2/2016 10:16 AM  Bitrnap image KB
& bkgscpink.bmp 4/2/201610:16 AM Bitmap image 8 KB
|| ConnectionClient.bin 7/30/2018 .35 PM BIN File 570 KB
@ ConnectionClient.exe 1/1/2017 10:19 AM Application 95 KB
@ ConnectionClientold.exe 7/7/2017 10:18 AM Application 96 KB
|| ConnectlLauncher.bin 7/30/2018 :35 PM BIN File 8,188 KB
@ Connectlauncher.exe 7/8/2018 9:04 PM Application 96 KB
|{2f) ConnectLauncher.exe - Shortcut 8/1/201812:13PM  Shortcut 2KB
+ | DroidSansFallback.ttf 4/2/2016 6:13 AM TrueType font file 3,749 KB
B icol.ico 4/2/2016 10:16 AM  Icon 161 KB
@ icon.ico 4/2/201610:16 AM  Icon 54 KB
4 | languk.ini 3/25/2017 8:27 AM  Configuration sett... TKB
%) librmupdf.dil 8/14/2016 5:36 AM Application extens.., 5,095 KB
| MyRemoteApp.bin 7/30/2018 :35PM  BIN File 6 KB
@ MyRemoteApp.exe 7/7/2017 10:19 AM Application 96 KB
2 | MyRemotelpp.ini 8/1/201812:09 PM  Configuration sett... 1KB

ConnectLauncher.exe - Shortcut Date modified: 8/1/2018 12:13 PM

Date created: 8/1/2018 12:15 PM

type in the client’s path followed by ”/?”, for example: “C:
\Users\John\Desktop\clienthame.connect /?”:

m




&% ConnectLauncher - Shortcut Properties =

Security Details Previous Versions
General Shortcut Compatibility
I"F\"j] ConnectLauncher - Shortcut
Target type: Application

Target location: RDP&

Target: her.exe C:\Users‘John“Desktop‘john connect /4
Start in: CAlsers’John*RDP6&
Shortcut key:  |Mone
Run: MNomal window w
Comment:
Open Fle Location Change lcon... Advanced...
oK Cancel Apply

Now click OK and double click on the shortcut. A list of switch appears :



Remote Desktop possible parameters -

Jolean s to reset user workstation parameters

Connection settings

-user: user logon

-pswi user password

-server: server I[P adress

-port: RDP port number [3385)

-domain: Domain name

Display settings

-colorn Enter 8, 15, 16 or 24 [bits)

-full: 2 for full screen, else enter 1

-width: enter 200, 1024 or 1280

-height: enter 600, 768 or 1024

-remoteapp: on/off to do Microsoft Remotelpp
-seamless: on/off to do seamless Remote Application
-dualscreen: on/off to use a dual screen

-alttab: 0/1 -0 means Alt-Tab on the client side
-localth: 0 or42 -0 means RDP will cover the local taskbar
-apppath: path of a specific REemotelpp

Local drives settings

-disk: on/off Disks

-printer: on/off Printers

-com: on/off COM ports
-smartcard: on/off Smart cards

Universal Printer settings

-preview: on/off Preview the prints on the local PC
-select: on/off Select a local printer

-default: on/off Print on the default local printer

-defaultsystem: on/off Print on the default local printer with the system
defined PDF reader

Security settings

-lock: lock the program on the workstation name
-serial: lock the program on the device serial number
-gatewayhostname: RD Gateway hostname
-gatewayusagemethod: RD Gateway usage method

Ok

Click OK, the list of all the parameters appears in a small window. You can now edit them to
match your preferences, you will need to log off and log on again to apply the changes.



@ Changing the connection settings of thislo.. — -

To modify the local connection settings
just replace the cument ones.

aith 42 full 2 remoteapp off seamless off -width 1024 -height 768 -smartzizing (0

] Cancel

Settings change X

Change saved

O

#it# Clean the Parameters of a Generated Client

After having launched the client at least once, you can clean the parameters by deleting the
client.txt file located in the RDP6 folder:

| & [} = | roPs — O X
Home Share View v o
« v » ThisPC » Local Disk (C) » Users » John * RDPG v O Search RDPG& pel
B Videos "~ Name Date modified Type Size o
= Local Disk (C) bkgsc 9/20/20182:21PM  BMP File
Perflogs &) bkgscblue 9 2:21 BMP File
Program Files @ bkgscgreen 9 } 2:21 BMP File
Pragram Files @ bkgscpink 9 ) 2:21 BMP File
tmp D ConnectionClient.bin 1 8 BIM File
U C_S' Connectlauncher - Shortcut 1 8 Shortcut
sers
D Connectlauncher.bin 1 k] BIM File
admin . R
@ Connectlauncher 9 Application
Default.mig s | DroidSansFallback 9 TrueType font file
John B ico2 0/20/2018 2: lcon
[25 Contacts D john 11/28/2018 214 PM  Text Document
&l | k 9/20/2018 221 PM  Configuration sett...
B Desktop g jngu lllll R .cnl.|gL!fa |cnl e
27items  1item selected 310 bytes




Enforce HTTPS protocol

Standard Case

Starting from Terminal Service Plus version 9.20, you can redirect every web request which uses
HTTP to the HTTPS secure protocol.

To activate this feature on a server, edit (or create) the file “C:\Program Files
(x86)\TSplus\Clients\webserver\settings.bin” and add the following line:

disable_http_only=true

Save the file and restart Terminal Service Plus web servers (AdminTool > Web > Restart Web
Servers or reread configuration by accessing ).

Once this feature is enabled, you can try to browse to the insecure web page at:

and it will automatically redirect your request to the secure Web Portal page at:

Special case: Custom Web Ports

If you are using a specific port to serve HTTPS, then edit the file “C:\Program Files
(x86)\TSplus\Clients\webserver\settings.bin” and use the following line instead of the line
described above:

disable_http_only="domain.com:4431”

where domain.com is your own server host name and 4431 is your HTTPS custom port.

Save the file and restart Terminal Service Plus web servers (AdminTool > Web > Restart Web
Servers).

Once this feature is enabled, you can try to browse to the insecure web page at:


http://127.0.0.1/w0j3?settings.bin
http://127.0.0.1/w0j3?settings.bin
http://127.0.0.1/w0j3?settings.bin
http://your-server
http://your-server
http://your-server
https://your-server
https://your-server
https://your-server

and it will automatically redirect your request to the secure Web Portal page at:

Comment: Even if this is not secure but you wish to disable ssl/https on http port then edit the
settings.bin file and add: disable_ssl_on_http=true, save and restart the servers.

Disable http on https

By default it is allowed to access , ,

So it allows http on port 443 or allow https on port 80, it does not have impact
on security and makes it easy to fallback to degraded xhr-connection when no websockets
support is possible But if wished to disable it, edit the settings.bin file and add the following line:

disable_http_on_https=true

Then restart Terminal Service Plus web servers (AdminTool > Web > Restart Web Servers or
reread configuration )

HTTPS Enforcement and Free SSL Certificate
Validation

Please note that this HTTPS Enforcement feature is fully compatible with our
feature.


http://domain.com
http://domain.com
https://domain.com:4431
https://domain.com:4431
https://my-domain.com
https://my-domain.com
https://my-domain.com
https://my-domain.com:80
https://my-domain.com:80
https://my-domain.com:80
http://my-domain.com:443
http://my-domain.com:443
http://my-domain.com:443
http://127.0.0.1/w0j3?settings.bin
http://127.0.0.1/w0j3?settings.bin
http://127.0.0.1/w0j3?settings.bin
/tsplus-lts-14/free-certificate-manager
/tsplus-lts-14/free-certificate-manager
/tsplus-lts-14/free-certificate-manager

Enforce the use of web portal to connect to
the server

Starting from Terminal Service Plus version 6.60, you can block/disable any attempt to connect
using mstsc.exe (or any RDP clients) over the open/redirected port (80 or 443).

This feature only allows accesses from the Terminal Service Plus Web Portal and disables any
other RDP connection on port 80/443.

To activate this feature on a server, edit the file C:\Program Files
(x86)\TSplus\UserDesktop\files\AppControl.ini and add/modify the following variable:

[Security] Block_rdp_splitter=yes



Error

This page does not exists.


/tsplus-lts-14/
/tsplus-lts-14/
/tsplus-lts-14/
/tsplus-lts-14/
/tsplus-lts-14/

Farm Manager

Overview

The Farm Manager is Terminal Service Plus centralized farm administration user interface.

The Farm Manager goal is that the Administrator will be able to administer all his Terminal
Service Plus servers from a centralized location, namely the Farm Manager application running

on the Farm Controller server.

To run the Farm Manager application, open an Administrator session on the server which will
become the Farm Controller, then Open Terminal Service Plus AdminTool, click on the “Farm”

tab, then on “Farm Manager” as shown below:

Th TSplus - Administration Console -
TSEL Remote Access Management Console

1 HoME "

Farm Manager
[ arpLicaTioNs

Local Server's Key
PRINTER -
= Cily 7

@ WEB On your Farm Controller, open Farm Manager and copy/paste this key to add the current server to your Farm,

g rarm

Manage
Reverse-Proxy
Load Balancing

Assigned Servers

o
2, SEssions
ék SYSTEM TOOLS
8% Apvancen

7> ADD-ONS

(& LICENSE v

Servers

The “Servers” tab is displayed by default when launching the Farm Manager:



TSr_)LMUé; Servers Sessions

|_E,_|_;, Connect to Server @ Details @Add 6 Remowve Enable EL Disable “;Sv Refresh
Active

LR =i=58) APP-5ERVER-Z2 AFP-SERVER-2 AFP-SERVER<4 APP-SERVER-5 APP-SERVER-6 AFPP-SERVER-7 AFPP-SERVER-S

In this tab, you can see the list of Application Servers in the Farm,
add a new Application Server to the Farm

and perform several actions on an Application Server by selecting it and clicking on one of the

following buttons:

e “Connect to Server”: open the default RDP client and connect automatically to the selected
server. If your credentials are saved in MSTSC they will be used, otherwise you will have to

enter your credentials.

e “Details”: show a window with the selected server details: name, hostname, ports, versions.
e “Remove”: permanently remove the selected server from the farm (you can still add it again

later with the “Add” button).
e “Enable”: set the state of the selected server to “Active” (this is the default state).

e “Disable”: set the state of the selected server to “Disable” (this state will be used later for

Load-Balancing feature and users-draining use cases).
e “Refresh”: perform a full refresh of the list of Application Servers.

Sessions

Click on the “Sessions” menu to display the following tab:


/tsplus-lts-14/farm-setup
/tsplus-lts-14/farm-setup
/tsplus-lts-14/farm-setup
/tsplus-lts-14/farm-setup
/tsplus-lts-14/farm-setup
/tsplus-lts-14/farm-setup
/tsplus-lts-14/farm-setup
/tsplus-lts-14/farm-setup

TS pEUS‘ Servers Sessions

=| Connect to Server | ¥ Disconnect Logoff . Send Message... View - Control = | %% Refresh
iy g = g ™~

EI-- Fam I User Diomain Status Session Client Name Client Address

| :EE?EE&E;@ 8 adienc Active Session#0 PEVERELL 192.168.0.13

APP-SERVER-2
APP-SERVER-4
APP-SERVER-S
APP-SERVER-6
i [| APP-SERVER7
‘.|| APP-SERVER-2

In this tab, you can see the list of User Sessions on any Application Server of the Farm, connect
to the selected Application Server and perform several actions on one or several User Session(s)
by selecting it/them and clicking on one of the following buttons:

“Disconnect”: disconnect the selected user session(s) (the user will still be able to connect

back to his session).

e “Logoff’: log off the selected user session(s) (every unsaved modification will be lost,
applications will be shut down abruptly).

e “Send Message”: display a window to enter a title and a text, then send this message to the
selected user session(s).

e “View”: View a selected user session.

e “Control”: Remotely control a selected user session.

e “Refresh”: perform a full refresh of the list of user sessions for the selected server.

The list of User Sessions is automatically refreshed every 5 seconds. This automatic refresh
stops if the selected server becomes unavailable. A click on the “Refresh” button will resume the
automatic refresh.

Settings

Click on the “Settings” menu to display the following tab:



TS ﬁf{jg Servers Sessions Settings

Edit.. | € Apply all...

Ei‘}:} S_eﬂings MName Value
@ F‘rodu_ct AdminTool backaround color Mot Corfigured
) Securty AdminTool Language Mot Configured

B Sessi
o Session

Visual Effect Mot Corfigured
Floating Panel sua '

Using this Farm Manager feature, you can configure all the Application Servers in your Farm
from a centralized location.

In this tab, you can see the list of all the settings which can be managed at the Farm level.

To edit a setting, either click on it in the settings list and click on the “Edit...” button or just
double-click on the setting. The following window will be displayed:



AdminTool Language

Description:

Set the AdminTool interface language.

Value:
() Not Configured
(@ Corfigured:
English v

Save Cancel

If you want to apply this setting to all the Application Servers in your Farm, click on “Configured”
and choose a value.

If you do not want to set this setting at the Farm level, click on “Not Configured”. In this case, the
existing values will not be changed on the Application Servers.

Once you have set all the settings you wanted to change, click on “Apply all...” to apply all your
configured settings on your Farm’s servers. The following window will be displayed:



Please select the servers on which you want to apply all the
Famn-configured settings:

Farm Cortroller

APP-SERVER-1
APP-SERVER-2
APP-SERVER-3
APP-SERVER-4
APP-SERVER-5
APP-SERVER-&
APP-SERVER-7
APP-SERVER-2

oK Cancel

Check all the servers on which you want to apply your configured settings, then click on “OK”.
The following window will be displayed, allowing you to monitor the task progress:

Applying all Farm-corfigured settings to the selected servers.

local’ server: apphving settings... Success!

'APP-SERVER-1" server: apphying settings... Success!
‘AP P-SERVER-Z server: apphying settings... Success!
‘AP P-SERVER-3 server: apphying settings... Success!
‘AP P-SERVER-4' server: apphying seftings... Success!
‘APP-SERVER-5 server: apphing settings... Success!
'APP-SERVER-6' server: apphying settings... Success!
‘AP P-SERVER-T server: applying settings... Success!
‘APP-SERVER-8' server: apphing settings... Success!

DK

All the settings marked as “Configured” have now been updated on all the selected Servers.



Load-Balancing

Click on the “Load-Balancing” menu to display the following tab:

TSPLMUS Servers Sessions Settings Load-Balancing

Connect to Server | %% Refresh

Mame Hostname Status Enabled Users CPU (%) Memary (%) 140 (%)
Z| APP-SERVER-1 demo tsplus.net Up Yes 0 2 26 0
El APP-SERVER-2 dema tsplus.net Up Yes 0 2 26 0
5| APP-SERVER-3 dema tsplus.net Up Yes 0 0 26 0
El APP-SERVER-4 dema tsplus.net Up Yes 0 2 26 0
E| APP-SERVER-5 dema tsplus.net Up Yes 0 2 26 0
EI APP-SERVER-6 demo tsplus net Up Yes 0 0 26 0
Z| APP-SERVER-7 dema tsplus net Up Yes 0 4 26 0
Z| APP-SERVER-8 demo tsplus.net Up Mo 0 2 26 0

In this tab, you can see the list of Load-Balanced Servers Status and perform several actions on
an Application Server by selecting it and clicking on one of the following buttons:

e “Connect to Server”: open the default RDP client and connect automatically to the selected
server. If your credentials are saved in MSTSC they will be used, otherwise you will have to
enter your credentials.

e “Refresh”. perform a full refresh of the list of load-balanced servers status.

The list of Load-Balanced Servers Status is automatically refreshed every 5 seconds. This
automatic refresh stops if the connection becomes unavailable. A click on the “Refresh” button
will resume the automatic refresh.



Farm Overview

Naming

The goal of TSplus Farm features is to allow the Administrator to manage all his TSPIus servers
from a single server. This server is named the Farm Controller.

The TSplus servers in the Farm are named the Application Servers, or just Servers.

Finally, the application which allows the Administrator to manage and monitor his Farm is named
the Farm Manager.

Farm Conftroller

Farm
Qr-.ﬂanager
(GUI)

] ] ]

Application Server Application Server Application Server
### Releases History

e API 1.4 (released with TSplus 10.10)

e | oad-Balancing centralized monitoring
Enable/Disable a Server in TSplus Load-Balancing Manager
Translations in multiple languages (TSplus language will be used)
Several settings added + display bugs fixed

e API 1.3 (released with TSplus 9.70)
e Settings centralized monitoring and management (Global settings / Floating Panel /



RemoteApp Client / HTMLS5 Client)

e API 1.2 (released with TSplus 9.60)
e Farm Manager
e Servers centralized management (add/remove)
e Sessions centralized monitoring and management (messages/disconnect/logoff)

e API 1.1 (released with TSplus 9.30)
e |oad-Balancing internals
e Load-Balancing Sticky-Sessions



Farm Prerequisites

Hardware Requirements

Farm Controller and Application Servers have the standard
for hardware.

Operating System Requirements

Farm Controller and Application Servers must use one of the following Operating System:

e Windows 7

e Windows Server 2008 R2
e Windows 8

e Windows Server 2012

e Windows 8.1

e Windows Server 2012 R2
e Windows 10 Pro

e Windows Server 2016

e Windows Server 2019

32 and 64-bit platforms are supported.
Network Requirements

Every Application Server must be accessible from the Farm Controller.
More specifically, the Farm Controller will issue requests to every Application Server on its API
port (19955 by default) and this port must be opened on any firewall standing between the Farm

Controller and Application Servers.

The network latency must be low between the Farm Controller and Application Servers. A
latency under 200 ms is recommended, a latency under 2 000 ms is required.

Software Requirements


/tsplus-lts-14/pre-requisites
/tsplus-lts-14/pre-requisites
/tsplus-lts-14/pre-requisites
/tsplus-lts-14/pre-requisites

.NET 2.0 or higher is required - this should not be a problem as a compatible .NET version is
enabled by default on every Operating System supported for Terminal Service Plus Farm.

Terminal Service Plus License and Version
Requirements

Terminal Service Plus must be in “Enterprise” edition on the Farm Controller and on all the
Application Servers.

All the servers must also run the same version of Terminal Service Plus.

Configuration Requirements

Farm Controller and Application Servers must have the same date/time configured. It is highly
recommended to synchronize the Windows clock of all servers with an Internet Time Server if not
already done.

Users Requirements

An Active Directory is not required, however if you do have an Active Directory, then your
Domain Administrators must also be Local Administrators of the Farm Controller to be able to
use Terminal Service Plus Farm Manager.



Farm Setup

Promoting a Server to Farm Controller role

Open an Administrator session on the server which will become the Farm Controller (usually
this is the “Gateway” server).

Open Terminal Service Plus AdminTool, click on the “Gateway” tab, then on “Farm Manager” as
shown below:

mTSpIus-Admimstratinn Console -
TSELUS Remote Access Management Console

1t HoMmE "

Farm Manager
[ arpLicaTions

Local Server's Key
PRINTER -
= Cily 7

@ WEB On your Farm Controller, open Farm Manager and copy/paste this key to add the current server to your Farm,

] Farm

Manage
Reverse-Proxy
Load Balancing

Assigned Servers

o
2, sessions
ek SYSTEM TOOLS
£33 Apvancen

&5 ADD-ONS

(& LICENSE 2

The following dialog box will be displayed:



CONTROLLER | |

Yes | | Mo | | Cancel

Click on “Yes” to promote the current Server: it will become the Controller of your Farm.

Next, the main window will be displayed: this is the Farm Manager, the
centralized farm administration user interface.

Adding an Application Server to the Farm

Once there is a Farm Controller, you can add Application Servers to the Farm.

To do so, open an Administrator session on the Application Server you want to add to the
Farm.

This is the server’'s “Key”. This Key is the “password” of your server for every Terminal Service
Plus farm related features. Treat this Key as a password: do not communicate it to anyone, do
not display it publicly.

m TSplus - Administration Console - = be
TSEUS Remote Access Management Consale
1+ HoME A

Farm Manager
[ arpuications :

Local Server's Key

PRINTER -
= cixyZ/
® WEB On your Farm Controller, open Farm Manager and copy/paste this key to add the current server to your Farm,
B rarm
Manage
Reverse-Proxy
Load Balancing
Assigned Servers
=]
&2 SESSIONS

9.!\ SYSTEM TOOLS

% Apvancep

> ADD-ONS

(@7 LICENSE o



/tsplus-lts-14/farm-manager
/tsplus-lts-14/farm-manager

Now open an Administrator session on the Farm Controller and open the Farm Manager on it:

TSﬁEUE; Servers Sessions Settings Load-Balancing

Connect to Server : Details @Add Remove | %% Refresh

On the default “Servers” tab, click on the “Add” button. The following window will be displayed:

Mame:

APP-SERVER-1

Hostname:

app-srv-1.example .org

Key:
R o D X F R X,

Port:
15955

Save Cancel

Enter the Application Server details, as well as the Key you retrieved just before, then click on



the “Save” button to add the Application Server to the Farm.



Fast and easy File Transfer between the User

and the Server

Overview

TSplus includes a unique method of transferring files:

e from the local user workstation => to the user Remote Desktop
e from the TSplus server => to the local user Desktop

Because the file transfers are based on a Virtual Channel, it is a lot faster than a file copy, and it
can be done even when the local user disk drives are not mapped.

FileTransfer program and Generated Clients

The File Transfer program is located in your TSplus program folder, under the name
“FileTransfer.exe” into the following path: “UserDesktop\files”

FileTransfer.exe Date modified: 7/7/2017 10:19 AM

[ (I R :
>_,f Application Size: 95.6 KB

Date created: 3/16/2017 6:42 PM

b files »

Organize = Open Mew folder g== « I@I
/¢ Favorites * MName : Date modified Type Size i
) || QUITECTION.|PQ HFAMANLD LINLID AV JFEL IMage £ kb

B Desktop ¥ Documentation.chm 3/10/2017 1013 PM  Compiled HTML ... 11,421 KB
T exitico 11/13/2016 9:05 AM  Icon KB —
&l Recent Places | FarmManager.ee 6/12/2018 10:54 PM  Application B

] 3 FarmManager.exe.config 10/11/2016 950 AM XML Configuratio... 1KBE

w4 Libraries =7 fileacl.exe 4/2/2016 10:16 AM  Application 92 KB

5 Documents || FileTransfer.bin 6/12/2018 10:52 PM  BIN File 598 KB

o Music | G9) FileTransfer.exe 7/7/201710:19 AM  Application 96 KB

=] Pictures n floating panel_16.ico 4/2/2016 1016 AM _ Icon 2Ke

B videos [ floatingpanel.bin 6/12/2018 1051 PM  BIN File 229 KB

~ @ floatingpanel.exe 7/7/201710:19 AM  Application 96 KB
1"—"ﬂf°mp“te_' || folder.bin 6/12/2018 10:53 PM  BIN File 293 KB

. ol Disk, (1) 3 folder.exe 7/7/201710:19 AM  Application 198 KB il

### Transferring files




Transferring files is very easy.

First, launch the File Transfer (for instance by using TSplus Floating Panel):

Remote App

</‘~:> FoxitReader

*;' Desktop folder

P o
| }" || File Transfer
i

.-"‘r
v~ Excel

Luguff

Then navigate to your file using the folders tree:

e server’s folders and files are on the left part of the window (server side)
* |ocal workstation’s folders and files are on the right part of the window (client side)

File Transfer
Serverside:  C:\Users\admin'.Desktop

Client side:  C:\Users'\Public'Pictures".Sample Pictures

-l Desktop

i | product

john
- L julia
£ | Public
i || Documents

Downloads
- . Music
Pictures

Sample Pictures

-- . Recorded TV

(|

MName Size Modified

[m7a-1.exe 266 MB 2015/01/28 17:05.02
|| AdminToal Ink 122 KB 2015/01/28 14:42.48
|| Portable Client GeneratorInk 1.28 KB 2015/01/28 14:42:49

Name

|i=| Chrysanthemum jpg
= Desert jpg

=] Hydrangeas jpg
| Jelyfish jpg

[=| Koala jrg

|i=| Lighthouse jpg

= Penguins jpg

= Tulips jpg

Size
858.78 KB
82611 KB
581.33KB
757.52 KB
762.53 KB
54812 KB
759.6 KB
606.34 KB

Modified

2005/07/14 05:52:25
2009/07/14 05:52:25
2009/07/14 05:52:25
2008/07/14 05:52:25
2009/07/14 05:52:25
2009/07/14 05:52:25
2009/07/14 05:52:25
2009/07/14 05:52:25

Finally, right click on the file that you want to transfer to the other side, and click on “Send to

server” (or “Send to client”):



EI ) Pictures
- Sample Pictures
[+-{5) Recorded TV

-7 Wideos

Name | Size | Modified |
]

i Chirysanthermum, pea-SSE SRSt L ~C3/07414 07:32:31
& Desertjpg Send to server | /0714 07.32.31
ﬂ Hydrangeas.|pg Fenarne /0714 075323
ﬂ Jellyfish.jpg Remove 9/07414 07323
ﬂ K.oala.jpg L TERTE A JO09,/07 14 0753231
ﬂ Lighthousze.jpg h48.12 KB 2009/07/14 07:32: 3
ﬂ FPenguinz.|pg FRA.E KB 200340744 0732431
.ﬂ Tulipz.jpg BOE. 34 KB 20090714 07:. 321

File Transfer works from the local workstation to the server, as well as the other way around
(from the server to the local workstation).

Note: When using the file transfer utility from an HTML5 session, you will be able to transfer your
files from server to client only. Please prefer the , where you can
upload files to the server, download to client and manage your file transfer listing.


/tsplus-lts-14/html5-client-using-file-transfer
/tsplus-lts-14/html5-client-using-file-transfer
/tsplus-lts-14/html5-client-using-file-transfer
/tsplus-lts-14/html5-client-using-file-transfer

Floating Panel and Application Panel

You can choose to enable the Floating or the Application Panel for your users or groups. These
two ways of publishing applications are available for any connection method.

###Floating Panel

If activated with the assigned applications, you can see on the middle-left of the user screen the
mini drop-down list of applications or floating panel (very much appreciated by TSplus users):

Assign it as an application:

TS [ Remote Access Management Console

ﬁ HOME Add Application Edit Application Remove Application Assign Application

D APPLICATIONS Select an Application to Edit or Assign users/groups to it
Desktop, Taskbar, Fleating Panel and Application Panel

(Ch PRINTER 9 D

Microsoft TSplus Remote FloatingPanel Application Desktop folder

@ 'WEB Remote Desktop Taskbar Panel E
FloatingPanel User Assignment - O X
Published Applications Select which users and groups will be able to see and run this
m FARM - l e application:
. 5 O All authenticated users
& SESSIONS Motepad Foxit OpenOfiice (8] SpEeTTiE M iisers A Qrat:
Users and Groups
% SYSTEM TOOLS DESKTOP-5CVIIVH\Remote Desktop Users
2 ADvANCED
{7 ADD-ONS
@7 LICENSE

Add... Remove

Select the Floating Panel, then click on the “Edit Application” tile you to customize the Floating
Panel at your convenience:




m TSplus - Administration Conscle
. - X
s oy Floating/Folder Panel
TSPLUS Remaote Access Management Console
(®) Floating Panel preference () Application Panel preference
Floating Panel
Remote App
1 Home - Add Application /" Edit Application P ———
D APPLICATIONS “fou are not allowed to start any Remote Application so far s to it
Please contact your administrator
Desktop, Taskbar, Floating Panel and Application Panel Remote Applications
Publish = = =
@ ‘j To remotely start one application
u
e Microsoft TSplus Remote FloatingPanel Application just click on ts icon or cick on s button
Remote Desktop Taskbar Panel Logoff
E] PRINTER ) o 'You are connected to:
P s ‘Would you like to logoff now?
wes = = ] '
@ ST DR cates Web ProZCts (®) Large size: Display lcons and Application Names
m () Small size: Orly lcons fno Application Names)
FARM
() Do not switch to Small Size (Only lcons) over 8 applications
Customize the Floating Panel logo
=]
= SESSIONS [[] Do not display the Foating Panel Logo
Select your own logo (bmp, 122¢74 pixels) | Select... Resst logo
SYSTEM TOOLS
% With or without Slider on the top right side
(®) Display the Slider (C) Hide the Slider
i§; ADVANCED With or without Minimize/Close buttons
() Display Minimize/Close (®) Hide Minimize.Close
&7 ADD-ONS With or without log off bution
(®) Display log off button () Hide log off button
LICENSE
e Background color: (xFFFFFF Select Preview
Teat color: l:l Select... Save




- R
Floating/Folder Panel

(®) Foating Panel preference () Application Panel preference
Floating Panel

Remote App

Your session name is:

You are not allowed to start any Remoate Application so far

Please contact your administrator
Remote Applications

To remotely start one application

just click on its icon or click on its button
Logoff

You are connected to:

Would you like to logoff now?

(®) Large size: Display lcons and Application Names
() Small size: Only Icons (no Application Names)
(") Do not switch to Small Size {Only lcons) over 8 applications

Customize the Floating Panel logo
[ ] Do not display the Floating Panel Logo
Select your own logo (bmp, 12274 pixels) | Select... Reset logo

With ar without Slider on the top right side

(@) Display the Slider () Hide the Slider
With or without Minimize/Close buttons

(") Digplay Minimize/Close (®) Hide Minimize/Close
With or without log off button

(®) Display log off button () Hide log off button

Background color: (FFFFFF Select... Preview

Text color: :I Select... Save

These various options can allow you to customize the end user’s experience.

Here are the different Floating Panel display options, where you can set ,

e Modify the displayed text,
e Choose your preferred size, between Large and small, where you can display only icons,
e Add your own Logo,



Customize color for the background and for the text,
Display the slider or not,

Display the Minimize/Close buttons or not,

Display the Logoff icon or not...

TSELUS H TSPLUS
Remats Azp e B || Remaie hpp

4mm h__a.-'u-mrnuu Jhmrﬂ. Lﬂn—mw- U
}{:I Exal }[:lmu Emﬂ ;}{:.mﬂ E
I Gjre o o G
(P v [Pl rworon [ — P ronepon
W s @ Ward @ W W siorg @I
Lmrr lﬂwlf u.mr L-mrr

Please note that over 8 applications, the Floating Panel automatically switch to small-size. If you
still want it to display the Applications names, select “Do not switch to Small Size (Only Icons)
over 8 applications.

The Folder Panel is customizable as well and enables to display the assigned applications, the
user Desktop folder or one specific folder content in your session with many display options:



Floating/Folder Panel

() Floating Panel preference  (®) Folder Panel preference

Folder Panel
(®) Display only Assigned applications
(") Display the user Desktop folder content
(") Display one folder specific folder content Sedech

[ ] Hide title bar [ ] Hide log off button
Fanel Size
() Small (® Medium () Large () Full screen

Panel position
(@) Center () Top left () Center aligned left side

(®) Pop-up style () Windows shyle Preview Save

You can change the Folder Panel size, position and style (Pop-up or Windows) at your
convenience:

"G Remote App E=n[EER |

e E e )

Desktop Excel FoxitReader  Notepad
folder

. JES ST (@™

Desktop Excel FoxitReader  Motepad

Powerpoint

Powerpoint

2 [©]ra

Pop-up style Windows style

#HtApplication Panel

The Application Panel gives you the possibility to organize the displayed applications, exactly like
on the Web Application Portal, but by simply assigning it to one user or group:



TS

1 Home

[ arpLicaTions
(Ch PRINTER

@ wes

HE Farm

2, SESSIONS
z’:g SYSTEM TOOLS
83 Apvancen
{7 ADD-ONS

(@7 LICENSE

Remote Access Management Console

Add Application Edit Application

Desktop, Taskbar, Floating Panel and Application Panel

@ @ B O

Microsoft TSplus Remote FloatingPanel Application
Remote Desktop Taskbar Panel

Published Applications

J) (=)

Motepad Foxit OpenOffice

Remove Application Assign Application

Select an Application to Edit or Assign users/groups to it

[ Application Panel User Assignment - m} had

Select which users and groups will be able to see and run this
application:

(C) Al authenticated users
@ Specified users and groups

Users and Groups

DESKTOP-SCVIIVHohn

Add... Remove

Save Cancel

The Administrator can customize it by choosing to display the TSplus logo or his own logo,
display the line header below the logo and the footer, change the color or choose to not display
any of it at all by unselecting the corresponding boxes. He can also adjust the number of
displayed applications by lines and columns by entering the number of applications displayed per

line, as well as the alignment and name of the Application panel.

W
TS

1+ HoMmE

[ arpLicaTioNs
(Ch PRINTER

@ wes

HE Farm

2, SESSIONS
% SYSTEM TOOLS
8 Apbvancen
¢{» ADD-ONS

(&7 LICENSE

Remote Access Management Console

Add Application Edit Application

Desktop, Taskbar, Floating Panel and Application Panel

@ B & O

Microsoft TSplus Remote FloatingPanel Application
Remote Desktop Taskbar Panel

Published Applications

J) )

MNotepad Foxit OpenOffice

Remowve Application Assign Application

Select an Application to Edit or Assign users/groups to it

Application Panel settings
Display TSplus logo

Display the line header below the loga
Display the footer on the Panel bottom

Select your own logo (bmp, 12274 pixels)
Select...

MNumber of application|s) displayed per line’

Application Panel display area
() Aligned center (®) Aligned left

My RemoteApp Title display name

For example, display six Apps in one column, without logo; or displayed on 2 columns and 3

lines, with the TSplus logo:







Secured Folder Sharing - Folder.exe

The Folder application will securely display the content of a folder that you will make available for
your users. First, create a folder on your server with Applications or documents that you want to
share. Open an explorer.exe and locate the folder.exe application in C:\Program
Files\tsplus\UserDesktop\files:

I = Application Tools  files - O o
Home Share View Manage 9
“« S <« Program Files (x86) » TSplus » UserDesktop » files v Search files P
TSplus 2 Name Date modified Type Size ™
Clients |= @ocumentatien I EXT UOCUMENT
] exit ICO File
UserDeskt
serveskiop & FarmManager Application
= || FarmManager.exe.config CONFIG File
ico [ fileacl Application
icons || FileTransfer.bin BIN File
themes ():‘:' FileTransfer Application
Windows Defender 4 floatingpanel.bin BIM File
Windows Mail '3_‘:' floatingpanel Application
|| folder.bin BIM File
Wind Media PI
incows Wedia Fayer folder 018222 PM  Application
Windows Multimedia Platform & folder_go 018 2:33 PM IC0 File
windows nt || FreeCertificateManager.bin BIM File
Windows Photo Viewer 'I;J, FreeCertificateManager Application
Windows Portable Devices || FullDesktep.bin BIN File
WindowsPowerShell (5% FullDesktop Application
ProgramData || GatewayReverseProxySetup.bin BIN File
H GatewayReverseProxySetup Application
Recovery [& group_16 ICO File
tmp |&| group_refresh ICO File
Users 1% groups.dll Application extens...
Windows 1% groups_x64.dll Application extens...
weession || hidedrives.bin BIM File w
} PN Mrinee DA il S >
213items 1 item selected 197 KB =

Create a shortcut of this file. Edit the properties of this shortcut by right clicking on it. Then
modify the target path of the shortcut by entering the path of your applications folder on the
“Target” line, after the original target path, for example:

“C:\Program Files\tsplus\UserDesktop\files\folder.exe” “C:\Shared Folder”



» ! folder - Shortcut Properties =

Security Details Previous Versions
General Shortcut Compatibility

g ol Folder - Shortcut

i

Target type: Application

Target location: files

Target: UserDesktop“files'folder exe™ "C:\Shared Folder'|

Start in: "C:\Program Files {(x86)%TSplus*serDesktopfiles

Shortcut key:  |Mone

Run: MNomal window w
Comment:
Open Fle Location Change lcon... Advanced...
oK Cancel Apply

When you open the folder.exe shortcut, it should look like this (with your own documents and
applications):



(59 C:\Shared Folder

[ B 0

Foxit Reader OpenOffice PowerPoint  RDS-Knight-D... TSplus

S

TSplus-for-Wi... TSplus-User-G...

1 ©
This shortcut can be copied to a user’s profile desktop folder or you can publish the folder.exe for
a user as an application. If you do the latest, you will have to indicate the path of your folder in

the Command Line option section:

]

{t HomE

[ appLicATIONS

& SYSTEM TOOLS

TSsE

Remote Access Management Console

Add Application Edit Application

Desktop, Taskbar, Floating Panel and Application Panel

Remowve Application

Users
Microsoft TSplus Remote FloatingPanel Application Desktop folder
Remote Desktop Taskbar Panel

(Ch PRINTER

T New Application - Pas
Q@ wes Path/Filename:

|C:'-.Prngram Files {x86)\TSplus\UserDesktop'files‘folder.exe | ~
HE Farm Start Directory:

|C.".Frugram Files {x86)\TSplus'UserDesktop“files | ~
g SESSIONS Display Name:

|Dncuments |

Command line option:

[c:\Shared Folded

ﬁ?:; ADVANCED Window State:

Default (Maximized if single application on Web/Mobile client) ~
{7 ADD-ONS
@z ucense et concel

Assign Application

Seiect an Application to Edit or Assign users/groups to it

There is an alternative way of sharing a Folder of documents.

Publishing a shared folder as a unique application :

Add a new application. In the display name type in the name of the shared folder or any name



you want. Click on the browse button located on the right side of the “Path/Filename” field and
locate C:\Windows\explorer.exe. The start directory will be filled in automatically with the path of
explorer.exe. In the Command line option field, type in the path of the shared folder, it can be a
local folder or a network shared folder using a UNC path (example : \data\shared folder) Fill in
the field below with your shared folder information:

TI Mew Application — -

Path/Filename:

|C OWindows \explorer exe | =

Start Directory:
|C ShWindows | =

Display Mame:

Windows Explorer |

Command line option:

|C:\Shared Folder |

Window State:
Default (Maximized if single application on Web/Mobile client) w

Save Test Cancel

Then click on “Save”.

Click on the “Assign application” tab. Check the TSplus Remote Taskbar and Shared Folder
boxes:

Tﬂ‘TSpIus-Admlmstratmn Console - - *
TSBI S Remote Access Management Console
far Home Add Application Edit Application Remove Application Assign Application

D APPLICATIONS Select an Application to Edit or Assign users/groups to it

Desktop, Taskbar, Floating Panel and Application Panel

Publish -

G B O O
Users

Microsoft Tsplus Remote| FloatingPanel Application Desktop folder

Remote Desktop Taskbar Panel

(P PRINTER

Published Applications
Q@ ws B

= |

shared Folder]
B rarm
o
2, SESSIONS

% SYSTEM TOOLS
83 Apvancen
&7 ADD-ONS

& LICENSE




Here is the result, when you open a session with an rdp client, you will see the TSplus taskbar
with the shared folder application:

g
C-""‘--._.--"I | v jebin k My Documnents - | g || Srarch My Docurents B
Ouganize = Ei}pcn - Share with + Esmnail Mlew folder = = i ﬁ
» - E &
ir Faverites Marmee Date modified Type
BB Desktop =] BYOD T4 2004 6:11 AM PLCF File
@ Dowenloeds &) TsplussUserGuide QIS 142 AN PDF File
= Recert Places 2 TSplus-white-papar oy29 2015 1:40 AM  POF File
= Libarasies
*| Docurnents
J: fusic
= Picturnes
B videos
1B Computer
i'il Metwork
" m . v
15 BYCHY  Dlate rmoddied TAdfa004 6:11 AM Date created: 62052014 1000 PM
m FIDF File Sares 486 KB

29 Leplembaer

You can also do this with the floating panel. Open an admin tool and click on the “Assign
application” tab. Check the Floating Panel and the Shared Folder boxes.

Here is the result:



‘_l-E ¥ john b My Documents

Include in library +

Organize = Share with =

- |4'-9 I Search My Documents o]

Mews folder =~ A &

e

3 Favorites Hame

Bl Desktop
@ Downloads
"2 Recent Places

@) BYOD

] Toplus-UserSuide
0] Taplus-white-paper
a Libraries

jl Decuments

o Music

|| Pictures

B videos

% Computer

€ Network

Date modified Type

14452014 G:11 Ak
942972015 1:42 AM
Q42972015 1:40 AM

PDF File
PDF File
PDF File

] ] ¥

Iv 3 items
.E




Free and Easy-to-install HTTPS Certificate

Overview

Starting with version 9.20, Terminal Service Plus provides an easy to use feature to generate of
a free and valid HTTPS certificate.

In 3 mouse clicks you will get a secured valid certificate, renewed automatically, and configured
automatically into Terminal Service Plus built-in web server.

This feature uses to provide a free and secure HTTPS certificate for your HTTPS
connections.

Prerequisites

Please ensure that your Terminal Service Plus server meet these requirements before using the
Free Certificate Manager:

You must use Terminal Service Plus built-in web server listening on port 80 for HTTP.
This is required by Let’s Encrypt domain ownership validation process.

Your server’s domain name must be accessible from the public Internet. This is required as
well to validate that you are the real owner of the domain.

You must run this program on the Gateway server or a Standalone server, not an
Application server (except if your Application Server is accessible from the public Internet
and has a public domain name).

It is not possible to get a certificate for an IP address, be it public or private. It is not possible to
get a certificate for an internal domain name (i.e. a domain which only resolves inside your
private network).


https://letsencrypt.org
https://letsencrypt.org

Free Certificate Manager GUI

To open Terminal Service Plus Free Certificate Manager GUI, open Terminal Service Plus
AdminTool, click on the “Web - HTTPS” tab, then click on “Generate a free valid HTTPS

certificate” as shown in the screenshot below:

m TSplus - Administration Console -

TS LU Remote Access Management Console

1t HOME

Generate a free valid HTTPS certificate
[ arpuicanions

HTTPS Certificate Toolkit

(Ch PRINTER
Q@ ws

HTTPS Protocols and Ciphers

Web Portal
Protocols
HTTPS [ sstv3 LS v1 TLS vl M s vtz TS v1.3
Web Server Ciphers
[] 55L.DHE_DS5_WITH_3DES_EDE_CBC_SHA ~
E FARM [[] 55L_DHE_RSA_WITH_3DES_EDE_CBC_SHA
[] 55L_RSA_WITH_3DES_EDE_CBC_SHA
£ sessions [] SSL_RSA_WITH_RC4_128_MDS
[[] SSL_RSA_WITH_RC4_128_SHA
[] TLS_DHE D35 WITH_AES 128 CEC_SHA
@_’k SYSTEM TOOLS TLS_DHE_DSS_WITH_AES_128 CBC_SHA256
TLS_DHE_DSS_WITH_AES_128_GCM_SHA256
TLS_DHE_DSS_WITH_AES_256_CEC_SHA
5§3 ADVANCED TLS_DHE_DS5_WITH_AES_256_CBC_SHAZ256 v
{r‘:}; ADD-ONS Disable weak parameters Save
(@7 LICENSE

The Free Certificate Manager GUI will open and remind you about the prerequisites, as shown in
the screenshot below:



.| Generate a free valid HTTPS certificate — »

Prerequisites

Plzase take a moment to read this waming

This feature uses Let’s Encrypt (http:/letsencrypt ong) to provide a free and secure HTTPS
certificate for your HT TPS connections.
Cur Support Team might not be able to support this feature.

Requirements:

- fou must run this program on the Gateway server or a Standalone server, not an Application
server

- You must use TSplus builtin web server listening on port 80 for HTTP

- Your server's damain name must be accessible from the public Intemet

Please only click "Mext’ if you fully understand the consequences.

: Back Mext = Cancel

Please read carefully and check that your server meet all the requirements, then click on the
“Next” button.

Step 1: Enter your Email

As shown in the screenshot below, you only need to enter a valid email address.

This email will not be used to spam you. Actually it will not even be sent to Terminal Service Plus
or any third party, except the certificate issuer: Let’'s Encrypt.

They will only contact you if needed, according to their Terms Of Service.



.| Generate a free valid HTTPS certificate — »

Registration

Let’s Encrypt account creation

Administrator Email:

laura grenier@teminalserviceplus com

Flease enter a valid address.
Let’s Encrypt will only contact you if required and only regarding the cerificate.

< Back Mext = Cancel

Enter a valid email, then click on the “Next” button.

Step 2: Accept the Terms Of Service

As shown in the screenshot below, you will be able to open Let’s Encrypt Terms Of Service by
clicking on the big button.



- | Generate a free valid HTTPS certificate — »

TOS Agreement

Let’s Encrypt Terms Of Service

Click here to read Let's Encrypt TOS

[+]il agree to Let’s Enerypt TOS

Back Mext = Cancel

To accept these Terms Of Service and continue, check the checkbox and click on the “Next”
button.

Step 3: Enter the server’s Domain Name

As shown in the screenshot below, you only need to enter your server’s public domain name.



- | Generate a free valid HTTPS certificate

Domain Validation

Automatic validation of domain ownership

Server Web Domain Mame:

temminalserviceplus ddns net

Flease enter the fully qualified domain name of the cument server.

and without part (4437

Example: serverl example.com
Example: example com www example com

m

ack Mext =

This iz the domain you are using to access this server from the Intemet, without protocal [hitp:/7)

Cancel

This is the public Internet accessible Domain Name, something like gateway.your-company.com.
You can also enter another domain name or a subdomain name, separated with a comma.

Example: “server1.example.com,

As explained in the GUI, do not add a protocol prefix and/or a port suffix, just enter the clean

domain name(s).

The certificate will be generated for this domain name, and it will only be valid on a web page

hosted at this domain name. If your users connect to your Web Portal using

, then you must enter “server1.example.com”.

Enjoy your Certificate!



http://www.server1example.com
https://server1.example.com:1234
https://server1.example.com:1234

Generate a free valid HTTPS certificate — *

Finished

Certificate installed successfully!

Your free cerfficate has been installed successfully.
it will be automatically renewed every 2 months, without amy downtime .

We stronghy advise you to make a regular backup of the 'C:\Program Files
(e@6)MT Splus*UserDesktop*files’ lego’ folder, as it containg your Let’s Encrypt account private key
and your domain private key.

[mm]
o

Finish |

W]
T

Terminal Service Plus Free Certificate Manager will now use all the data to connect with Let's
Encrypt, validate that you really own the domain name you typed, and get the matching valid
certificate.

Once the program receives the certificate, it will automatically handle all the required file format
conversions and softly reload Terminal Service Plus built-in web server in order to apply the new
certificate to every new connection. The web server is not restarted and no connection is
stopped.

Certificate Renewal

Let’'s Encrypt certificates are valid for 90 days.

Terminal Service Plus will automatically renew the certificate every 60 days for safety. A check is
done at every reboot of the Windows server, and then every 24 hours.

You can manually renew your certificate by opening the Free Certificate Manager tool. It will
display the domain name of the certificate and its expiration date, as shown in the screenshot
below.



Generate a free valid HTTPS certificate — *

Certificate Renewal

Renew an existing cerificate

Email: lzura.grenier@teminalserviceplus.com
Domain: terminalserviceplus.ddns net
Expire: Feb & 11:10:00 2019 GMT

Generated Cerificates are valid for 90 days.
They wil be automatically renewed every 60 days.

We strongly advise you to make a regular backup of the 'C:\Program Files
A6 T Splus*UserDesktoptfiles® lego’ folder, as it contains your Let’s Encrypt account private key
and your domain private key.

Reset Domain

< Back | Mest = | | Cancel

To manually renew your certificate, just click on the “Next” button.

The “Reset Domain” button on this window deletes the SSL certificate and reconfigure the Web
Server to its original state before using the Certificate Manager.

Best Practices

If no error occurs, Terminal Service Plus will renew the certificate automatically every 60 days.
We recommend that you check every 60-70 days that your certificate has been automatically
renewed.

We also recommend that you backup at least every month the following folder and its sub-
folders:

C:\Program Files (x86)\TSplus\UserDesktop\files.lego

This is an internal folder, containing your Let’'s Encrypt account private key, as well as the key
pair of your certificate.

Troubleshooting

In case of an error, please contact support and email them the following log file:



C:\Program Files (x86)\TSplus\UserDesktop\files.lego\logs\cli.log

This log file (and maybe the other log files in the same folder) should help our support team to
investigate and to better understand the issue.

If you want to restore a previously used certificate, go to the folder:
C:\Program Files (x86)\TSplus\Clients\webserver

It will contain every “cert.jks” files used. These are the “key store” files and we never delete them,
we only rename them with the date and time of their disabling.

Error Codes

Error 801: Free Certificate Manager was not able to register your Let’'s Encrypt account.
Check your Internet connection. Check that your email is not already registered at Let’s
Encrypt. Try again with another email.

Error 802 & Error 803: Free Certificate Manager could not retrieve Let's Encrypt Terms Of
Service URL address. This is a non blocking error: you can still continue and accept Let’s
Encrypt Terms Of Service - be sure to read them from your browser first of course.

Error 804: Free Certificate Manager was not able to validate your agreement to Let’s Encrypt
Terms Of Service with Let’s Encrypt servers. Check you Internet connection. Try again.

Error 805 & Error 806: Free Certificate Manager was not able to validate that you own the
domain you entered during certificate creation (Error 805) or certificate renewal (Error 806).
Check again all the prerequisites. Check your Internet connection. Check that your web server
is listening on port 80. Check that you do not use a third-party web server such as IIS or
Apache. Check that your domain name is accessible from the public Internet.



Gateway Server: Prevent RDP access and
allow HTTP

There are 2 ways to access the Gateway Server:

e HTML5/HTML
e RDP Session (via the Gateway IP/DNS — Port number)

How to LOCK DOWN HTML/HTML5
We can use mstsc with a PORT number and RDP into a TSplus Application / Gateway Server.
However, if we use these advanced Security tools located the TSplus Admin Console on the

Gateway Server, by going on the Security tile/tab, then clicking on the Advanced Security options
tile...:



m Server advanced security options i Elﬂlﬁ

Microsoft Remaote Desktop Client Restrictions

Deny access from Microsoft RDP client
Dery access from Outside {only LAN)

[ Limit access to the members of Remote Desktop Users
[ Encrypts end4o-end communications

[ Block all incoming access to this server

Disable UAC and enhance Windows access

Allow Windows Key

[ AMlow only users with, at least, one assigned application
Allow CUT/PASTE within a session

Web Portal Access Restrictions
i1 No Restriction

(") Web Portal Access is mandatory for everyone

[ Prohibit the Web Portal for Admins accounts

e

...the access is denied when trying to connect with RDP. To avoid this behavior, on the Gateway
Server, you will have to do the following:

e Go to Gpedit.msc, then under Computer Configuration, click on the Administrative Templates
folder, on the Windows Components folder and on Remote Desktop Services:
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[ [ Software Settings
> [ Windows Settings
a4 || Administrative Templates
» [ | Control Panel
B o] Network
| Printers
[ [] System
i || Windows Components
[ Al Settings
a % User Configuration
I [ Software Settings
> [ Windows Settings
> || Administrative Templates

Setting State

| Internet Explorer

[ Internet Information Services

[ Location and Sensors

] MetMeeting

] Metwork Projector

[ Online Assistance

[ Parental Controls

[ ] Presentation Settings

B termore Do sevices ]
| RSS Feeds

[ Search

[ Security Center

[ Shutdown Opticns

] Smart Card

"1 Sound Recorder

[ Tablet PC

"I Task Scheduler
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Extended )\ Standard /

e Then, click on the Remote Desktop Connection Client folder, double-click on the “Allow .rdp
files from unknown publishers” setting and enable it, as well as the “Configure server
authentication for client”:
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4 || Remote Decktop Connection Client
| RernoteFX USE Device Redirection
> [ Remote Desktop Session Host
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Setting State

[ RemoteFX USB Device Redirection
=) Allow .rdp files from valid publishers and user's default rdp ...

Mot configured
Enabled
Mot configured

Allow .rdp files from unknown publishers

]

i) De not allow passwords to be saved
\=| Specify SHAL thumbprints of certificates representing truste.. Mot configured
Mot configured

Enabled

=] Prempt for credentials on the client computer

=] Cenfigure server authentication for client

<
Extended ).\Standard //

m |

=

e Under the Remote Desktop Client menu, click on the Remote Desktop Session Host folder,
then on the Security folder. Enable the “Require user authentication for remote connections by
using Network Level Authentication” setting.
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State
Mot configured
Mot configured
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Mot configured
Mot configured
Mot configured
Enabled
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Gateway Feature

Terminal Service Plus Gateway has a lot of benefits.

It allows you to assign servers to users or groups.

Doing so, your users will be able to access their assigned servers on the web. This feature is
useful if you plan on having a large number of users and is required in any case.

Overview

A server can be set as the Gateway of your farm of servers.
e You can Add/Edit/Remove servers from your farm.
e You can assign one or several servers to a user / a local group / an Active Directory group.

Note: Assigning servers only works on the web, not with connection clients.

According to his credential, the user will be able to choose which server he wants to access in
the list of servers assigned to him.

If the farm is within a Domain, the Gateway will use his AD credentials and the user will connect
with Single Sign-On (SSO).
Otherwise, he must have the same local credentials on each server.

Managing the Servers of the Gateway

Open the Admin Tool and click on the Farm tab, then on Assigned Servers.
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Click on the “Manage Servers” button to open the Gateway Portal Servers Management tool:



Add, Edit or Remove Servers from your Gateway Portal

Servers

=L Add a new Server

US1 (192.1.245.245 )
Us2 (192.168.126.126 )

— Edit Server

@' ‘Q|

= REemowve Server

Manage Users

When you click on the “Add a new Server” button you can then add a Terminal Service Plus
Server by Display name and IP address (you can type an IP or a domain name, without a port
number):

Display Name: s

Server Address: 192.1.245.245

@ Cancel ‘ @ Save ‘

When you are done, please click the “Save” button to add the server to the Servers list.

To remove a server from the Servers list, click on the server you want to remove and then click
on the “Remove Server” button.
After a confirmation message, the server will then be removed from the list.

You can also edit a server by selecting it on the list and clicking on the “Edit Server” button.



Managing Gateway Users

Warning: Don’t add users or groups here if you aim to use . To manage the
users please click on the “Assign Servers to Users” button. The window “Assign Servers per

User or per Groups” will open:
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To assign a server to a user, simply click on the user in the “Users and Groups” list and then
check the server’s checkbox in the “Servers” list. To remove a server from a user, simply click on
the user in the “Users and Groups” list and then uncheck the server’s checkbox in the “Servers”
list.



Assign Servers - Local Users/Groups

Users and Groups Servers

E-& Users ~¥][E Usl(192168.212)
e & Administrator j Z1[E SAP Server (192.168.1.44 )
----- 2, John DU Headquarters {192.158.1.23 )

----- e Julia

- & Trent

-—E:; Groups

- Administrators

-3 Backup Operators

-2 Cryptographic Operators
-3 Distributed COM Users
- Event Log Readers

-2 Guests

-3 I5_IUSRS

- Network Configuration Operators
-2 Performance Log Users
- Performance Monitor Users
- Power Users

2 Remote Desktop Users
- Replicator

E,"_. Users

Lé@ Manage Servers

#i Notes

e The server must be added first to assign it to a user.

e The example above is for a Domain or a Workgroup.

e |f you use a workgroup the users logins must be the same on each Terminal Service Plus
server that you assign.

Example of what you will get when users connect to
the Gateway

John can select the server. He wants and he will get an auto-logon to this server:



Log on

‘ II:I|"|F'|

‘ Domain:

.............................................................................

Accounting

If he types a wrong password, John will have to retype his password:



a Log on

jo hn

‘ Domain:

‘ Headqguarter H‘

O HTMLS @ RemoteApp

Invalid credentials

Julia has a different list of possible servers:




‘ Domain:

DaasmsnmasmsnmsnmsnnsnnssnsnnssndTansnssnnsnssnnsnssnssnsensnnssnsnnsensnnnnnnana’®

Accounting

Someone tries to hack the Gateway. He does not see any server and the Gateway blocks his
web access.



. ” Log on

hacker

| Domain:

O HTMLS @ RemoteApp

TSplus Farm of Servers Architecture

There are 2 options to deploy a TSplus farms of servers:

Option 1: All your servers have public IP addresses and can be reached from the Internet. OR
Option 2: Only the Gateway Portal can be reached from the Internet. The Gateway is providing a
“‘Reverse Proxy Role”.

In both options:

e Every server has the same TSplus configuration.
e Every server has the same HTTP/HTTPS ports.
e To publish a new Application just add it to your users/groups of users on the AdminTool.

Of course, make sure that this application is installed on the targeted Application Servers.
All Web Access types are available without any specific configuration: RemoteApp and HTML5
clients.



In the Admin Tool, click on the Web tile, then click on the Web Portal Preferences tile.

m TSplus - Administration Conscle

TSEUS Remote Access Management Console

1+ HoME
?' ‘Web Portal Design
[ appLicaTIONS

U ‘Web Portal Preferences

(ep PRINTER
@ wes

= B
= Applications Portal

Web Portal
HTTPS
& .
Web Server G} ‘Web Credentials
i Farm
O  SESSIONS
= !:l RemaoteApp Client

% SYSTEM TOOLS

HTMLS Client
87 Apvancen

HTMLS Top Menu
{7 ADD-ONS
(@7 LICENSE

Check the “Generate a Gateway Portal enabled Web Page” box, then click on “Save”.



Preferences

Diefault Values
Login:

Password:

Domain:

Show the Domain field Remember last login

Advanced
Keyboard: as_browser

Access Type
Available Clients: HTMLS (iPad, iPhone, Android devices, computers)

Remotefpp  (Windows PCs)

Gateway Portal: Generate a Gateway Portal enabled Web Page

Upload: Folder to select files. Download: Folder for all received files
@ User Desktop {default) @ User Desktop {default)
) My Documents 73 My Documents
7 WebFile folder ) WebFile folder
(7 Custom folder: (7 Custom folder:
Select... Select...
Folder path from where the user will Folder where all downloaded files
zelect files to be uploaded. will be stored on the Server.

Downloaded files from the users PC will be stored in the specified folder.
(Drag/Drop from the user PC, Download button or File Transfer button)
@ Use Explorer to select files 71 Use TSplus GUI

o,
@ Help... ‘ @ Reset ‘ kﬁ% Preview @ Save ‘

On the Web Access page, your users will be able to choose between the servers that were
assigned to them:




' Y Log on

‘ | ohn

‘ Domain:

Accounting

### Option 1 - All Servers have their own Public IP Address and can be reached from the
Internet.

This is the recommended architecture to use Terminal Service Plus Gateway.

This architecture follows best practices and allows the IT Administrator to industrialize its
environment:

e Every server has the same Terminal Service Plus configuration

¢ Every server has the same HTTP/HTTPS ports

¢ Deploying a new Application server is only a matter of minutes (just add the server to the farm
in the AdminTool on the Gateway server)

With this architecture, all access types are available without any specific configuration:
Remoteapp and HTML5 clients.

This architecture is described in the diagram below:



Internet

Gateway

Public IP: 70.0.0.1
HTTP Port: 80
HTTPS Port: 443

Application Server A Application Server B
Public IP: 70.0.0.2 Public IP: 70.0.0.3
HTTP Port: 80 HTTP Port: 80
HTTPS Port: 443 HTTPS Port: 443

Option 2: Only the Gateway Portal can be reached
from the Internet and includes a “Reverse Proxy
Role”.



Terminal Service Plus Gateway can also be set up with only 1 Public IP Address.

The Gateway redirects any external connection request to any available server. If you do not use
the load balancing feature, users will connect to their assigned server(s).

This architecture is described in the diagram below:

Internet

= &

Client configured to connect to 70.0.0.1 Corporate Router

Public IP; 70.0.0.1
Port 80 is reuted to 192,168.0.1:80

Y
Private IP: 192,168.0.1
HTTP Port: 80
HTTPS Port: 443

o e T P
Legend i I -] [
——= Path took by the | = Q {\ @ =
=L .

client to access one of vy v o
Application Server A Application Server B Application Server C Application Server D
the farm servers. Private IP: 192.168.0.2 Private IP; 192.168.0.3 Private IP: 192.168.0.4 Private IP; 192.168.0.5

For more information about the Reverse Proxy Role, see the

TSplus farm of Servers without Load Balancing

You can set a range of Application Servers. Each of them with different types of applications
(Accountancy Server, Payroll Server, Office Automation Servers...). In such deployment, the
Administrator will enter a list of servers and will assign servers to users. For example, the user
John will be allowed to access to the 3 servers, but the user Paul will have access only to the
Payroll Server.

To setup this kind of Farm, please read the paragraph above on

Load Balancing and Failover :
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The Gateway Feature is not compatible with Load-Balancing. When load balancing is activated,
the user will not be able to choose the server on which he wants to open a session. It is the
TSplus load balancer which checks which server is less loaded and will assign it to the incoming
user request. To setup a load balanced Farm of Servers, please read


/tsplus-lts-14/load-balancing-feature
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TSplus: Get started

Step 1 : Installation.

Installing Terminal Service Plus is an easy process. Just download it from our web site, run the
Setup-TSplus.exe program and wait until the program asks you to reboot. We recommend you to
install Java prior to start the setup program. Java is mandatory to benefit from our great Web
Access technology.

See and for installation.

Files are decompressed and copied into:

e C:\Program Files\TSplus folder (32-bit systems)
e C:\Program Files(x86)\TSplus folder (64-bit system).

The trial version is a full TSplus Enterprise Edition and enables up to 5 concurrent users for a
period of 15 days.

After the reboot, you will see 2 new icons on your Desktop:

oo

The AdminTool is what you need to use TSplus.

I_ _( |
2
el
GEmereton

The Portable Client Generator will create a TSplus connection client for your users.

Pre-requisites:
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On Server side:
From Windows XP to W10 and Windows 2003 to 2019 Server with at least 2GB of memory.

The operating system must be on the C drive. On Windows Server Environment, please make
sure that the TSE/RDS role and the TSE/RDS licensing role are not installed to prevent conflict
with TSplus services.

It is mandatory to use a fixed private IP address and a fixed public IP address. If your ISP
(Internet Service Provider) did not provide you with a fixed public IP address, you need to
subscribe to a free DNS account, see for more information.

On Client side:

Microsoft workstation: Windows XP, W7, W8 and W10 are supported. A PDF Reader (like
Foxlt) and Java should be installed on the users PCs. Macintosh workstation: You can use any
MAC RDP client, or TSplus HTMLS5 clients.

Linux Workstation: You can use Linux Rdesktop RDP client or TSplus HTMLS5 clients.

Step 2 : Creating users.

After reboot, the TSplus host is almost ready to go. So the first action will be to create users and
the AdminTool will help you to do so. Go to the System Tools tab, then click on “Users and
Groups”. This will take you to the Local Users and Groups window:
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Server Properties

Windows System Toolkit

Local Group Policy Editor

Event Viewer

Reboot the Server



http://support.tsplus.net/kb/faq.php?id=30
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File Action View Help

e 2@ = H

§- Local Users and Groups (Local) || pame Full Name Desci| | Actions

= ey &'.Admin Users -
_| Groups

MNew User ? * More Actions

User name: |J0hn |

Full name: | |

Description: | |

Password: |"" |

Confirm password: |""| |

User must change password at next logon
User cannot change password
Password never expires
[ Account is disabled

Help Create Close

Each user must have a logon AND a password. Beware when you create users of the box
checked by default: “User must change password at next logon”, if you don’t want your user to
change his/her password each time, uncheck this box and check the “Password never expires”
or “User cannot change password”.

e For Windows 10 Home users, the process to create users is different, since you will get this
error message if you wish to create users with TSplus:

Open the Start menu and click on Settings, then on Accounts, select the ‘Family and other Users’
tab, and click on the ‘add someone else to this PC’ button:



& 1usrmgr - [Local Users and Groups (Local)] - ] -

File Action View Help

=7 HD
& | ocal Users and Groups (Local) e Actions
-ﬁ Lecal Users and Groups Local Users and Graups [Lo.. &
) Mc;r: Lctions - ]

This snapin may not be used with this edition of Windows 10, To manage
user acopunts for this computer, use the User Accounts taal in the Contral
Panel.

On the ‘How will this person sign in?’ window, click on the ‘I don’t have this person sign-in
information’ line at the bottom.On the next window: ‘Let’s create your account’, click on the ‘Add
a user without a Microsoft account’ line at the bottom and finally, fill-in the required fields to
create your user.

“— Settings = O *
03 ACCOUNTS Find a setting f
Your account X

Your family

Sign-in options Sign in with a Microsoft account to see your family here or add

any new members to vour family. Family members get their own
Work access sign-in and desktop. You cam help kids stay safe with appropniate
websites, time limits, apps, and games.

Family & other users Sign in with a Microsoft account
Sync your settings

Other users

Allow people who are not part of your family to sign in with their
own accounts. This won't add them to your family.

L Add someane else to this PC

Step 3 : Select the most suitable client for your needs.



TSplus complies with Windows RDP protocol. So, any user can connect locally or remotely with
a standard Remote Desktop Connection client (mstsc.exe) or any RDP compatible client. To fully
benefit from the TSplus advanced features (Seamless client, RemoteApp, Universal Printer...)
you can use a TSplus generated client or the TSplus Web Portal.

TSplus is a very flexible solution and offers multiple ways to open a session:

e Classic Remote Desktop Connection (MSTSC.EXE).

e Portable TSplus RDP client which will display a windowed environment for your remote
connection that you can minimize in the Windows taskbar.

e TSplus Seamless client which will only display applications and no desktop.

e MS RemoteAPP client which will display application using the native MS RemoteApp.

e Windows client over the TSplus Web Portal.

e HTMLS5 client over the TSplus Web Portal.

These clients give the user the following experience:
With Remote Desktop Connection (mstsc.exe)

e Connection: The connection is a very standard one. The Universal Printer is not supported
with this type of connection.

e Display: Users will see their session within a Remote Desktop window. This desktop displays
the content of the user’s desktop folder. If the administrator has assigned specific applications
with the AdminTool, only these applications will be displayed (no taskbar, no Desktop).

This is a unique TSplus solution, it empowers local and remote users to connect using one single
dedicated program.

It includes the connection program, the Universal Printing advanced feature, portability with high
level of security while keeping it very simple for the users. So, it is much better than a classic
Remote Desktop Connection. For more information about this client generation, see

Remote applications will exactly look like any local application. Instead of a classical Remote
Desktop window, you will be free to switch between your local and remote applications without
having to minimize a Remote Desktop window. If your TSplus host does not supports the MS
RemoteApp (for operating systems older than Windows 7 or Server 2008, and that you don’t
have RDP6), you can use the TSplus Seamless alternative for the RemoteApp technology. For
more information about these clients, see

Accessing your TSplus server from a remote location
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In order to access your TSplus server from a remote location, you will have to create a port
forwarding or port redirection rule of 3389/80/443 ports depending on your preferred connection
method. You can change the RDP port on the Home tab:

]

TSECU Remote Access Management Console

1t HOME

[ arpLicaTiONS Q @

(Ch PRINTER Computer name:  DESKTOP-SCVIIVH http://localhost
Private IP 192.168.1.22
: I = B
@ WEB PublicIP 73
RDP port 3389 The built-in HTTP server is listening on port 30
m FARM TJ,TSF”US b The HTTPS server is listening on port 443
Enter a port number
2, SESSIONS B3se :
&, srstemT001s @ e P o
ADVANCED
ﬁé:; @ Version - You are using the latest version
{7 ADD-ONS
@ License Activated - Enterprise edition - 25 users
(&7 LICENSE
@ End of support date:

Help
English ©

The 80/443 ports can be changed on the Web Server tab:

TI TSplus - Administration Censole

TSECU Remote Access Management Console

fx Home

Default HTTP web server
A built-in HTTP Web Server is provided with TSplus

D APPLICATIONS However, you can use a different one (II5 or Apache for example].
@ Use the built-in HTTP web server

@ PRINTER () Use a different HTTP web server

When using IS or Apache, its HTTP port number must be set to 81,
[Tunneling forwards this 81 port into the public HTTP part 80}

@ wes

Web Portal Change the Web Server root path
You can change the Web Server default root path.
HTTPS The current Web Server root path is:
C:\Program Files x86\TSplus\Clients' Select a new Web Server root path
Web Server
Lockout
i Farm
Web servers options
Change the HTTP/HTTPS port numbers
o
& SESSIONS Will not change 115 or Apache port settings
HTTP: |30 =
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Save and Restart Web Server
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More information about changing communication ports can be found
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Step 4 : Application publishing and Application
Control.

One of TSplus major benefit is the freedom to assign application to user(s) or to a group of users
using the AdminTool.

e [f you assign one application to a user, he will only see this application.
e You also can assign him the TSplus Taskbar, the Floating Panel or the Application Panel to

display multiple applications.
e You can of course decide to publish a full Remote Desktop if you want to.

Go to the Applications Tab to add, edit, remove and assign Applications.

T

TS U Remaote Access Management Console

ﬁ HOME Add Application Edit Application Remove Application Assign Application

D APPLICATIONS Select an Application to Edit or Assign users/groups to it
Desktop, Taskbar, Floating Panel and Application Panel

-
E] PRINTER {3 T5plus Remote Taskbar User Assignment — O Y
Microsoft Tsplus Remote Select which users and groups will be able to see and run this
@ wes Remote Desktop  Taskbar application:
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Published Applications
m FARM @) Specified users and groups

Users and Groups

Motepad Foxit DESKTOP-5CVIIVHWUohn

o
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Add... Remaove

Save Cancel

On this example, the administrator has decided that the user ‘John’ will get the TSplus Taskbar.
See for more information.

Please visit our support pages on our web site where you will find an , video
tutorials, a Support Center with an FAQ and a Forum.

ENJOY your use of TSplus !
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How To: Bind Web Server to Several
Network Cards

Overview

Some use case might require that Terminal Service Plus web server listens on more than one
network card, for instance if the server belongs to several different networks.

This feature answers this specific need.

Binding Web Server to Several Network Cards

To bind Terminal Service Plus web server to several network cards, you need to:
Create the file “settings.bin” in the folder “C:\Program Files (x86)\TSplus\Clients\webserver’
Add the following line with all the local IP addresses for all the network cards you want to bind
to, for instance:
bind_nic=“127.0.0.3",“127.0.0.4”

Restart webserver (AdminTool > Web > Restart Web Servers) to apply changes

Terminal Service Plus web server will now listen to all queries from all the binded network cards
(in our example case the binding would be done to 127.0.0.3, 127.0.0.4 and 127.0.0.1
automatically).






How To: Add a Custom HTTP Header

Prerequisites

This feature is very technical and this documentation is only for technical experts.

You should be familiar with HTTP protocol as well as HTTP Headers.

Overview

Some use case might require that Terminal Service Plus web server returns one or more custom
HTTP Headers in addition to the standard ones.

This feature answers this specific need.
Setting up a custom HTTP Header

To add your own custom HTTP Header, you need to:

e Create the file “headers.bin” in the folder “C:\Program Files (x86)\TSplus\Clients\webserver”
e Add the custom headers separated by new line, for instance case: header1=X-Frame-Options
e Restart webserver (AdminTool > Web > Restart Web Servers) to apply changes

Terminal Service Plus server will now respond to all queries with this custom HTTP Header in
addition to the standard ones.



HTML Pages and Customization

You can edit the provided HTML pages with Notepad or Notepad++ to customize it user
interface.

index.html page

The index.html is located in Web Server root folder path.
C:\Program Files (x86)\TSplus\Clients\www

Index.html page is the default web page. It’s like a front-end Portal page with links to the
connection pages which are located in \www\ folder. This web page can be copied and renamed
to allow multiple configuration and / or logon information. For example let’s copy and rename
index.html into index2.html, this page will be available using this url

2 items selected

e

Date madified: 1/27/2006 10:30 PR

Size: 28.9 KB

Date created: 1,26/2016 12-12 AM - 2/4/2016 6:34 PM
Shared with: Everyone

o o]
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& Downloads . downloads File folder
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. RemotedppClient ile folder
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*| Documents . ternplates File folder
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b= Pictures | index Firefox HTMIL Doc., 15 KE
B videos | indexhtrolbak BAK File 15 KE
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‘B Comguter | index_applications. ktml. bak EAK Fil= 5 KE
'-:-" Local Disk (C:) indlex_redinection Firefox HTRL Doc 1KE
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http://localhost/index2.html
http://localhost/index2.html
http://localhost/index2.html

Beware that if you change the “index.html” file name to “index2.html” and that you are using the
Web Applications Portal, then you must change the following variable on this file:
“‘page_configuration[“applications_portal”] = “index_applications.html” to
“‘index2_applications.html” then rename the “index_applications.html” file into
“‘index_2applications.html”.

The default index.html includes all possible options:

e RemoteApp access to applications, connection outside the Web Browser
e Connection using HTMLS5 from any device
e Local printing preferences

You will be able to change header and footer in the Web portal design feature on the web portal
preferences tile of the Web tab.

By editing the index.html web page, you will have access to various settings.

R Access Configuration --------------- var user =""; // Login to use
when connecting to the remote server (leave " to use the login typed in this page) var pass =
I/l Password to use when connecting to the remote server (leave " to use
the password typed in this page) var domain =""; // Domain to use when
connecting to the remote server (leave " to use the domain typed in this page) var server =
“127.0.0.17; /I Server to connect to (leave " to use localhost and/or the server
chosen in this page) var port = ""; // Port to connect to (leave " to use
localhost and/or the port of the server chosen in this page) var lang = “as_browser”; /l
Language to use var serverhtml5 = “127.0.0.17; /I Server to connect to, when using
HTMLS client var porthtmlI5 = “33897; /I Port to connect to, when using HTMLS client
var cmdline =""; // Optional text that will be put in the server’s clipboard once
connected // --------------- End of Access Configuration ---------------

For example | will preset demo/Psw as login/password by editing: var user = “Demo”; var pass =

i

“‘Psw’;
Doing so, pre-filled credentials are made visible at each visit of the portal.

Another very important configuration file is settings.js, located in C:\Program Files
(x86)\TSplus\Clients\www\software\htmi5:
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This file contains various settings for the HTML5 web client like disabling sound, clipboard or
allowing session reconnection if browser tab is closed.

Date created: 12602016 12:16 AM

e Disabling clipboard:
“W.clipboard = “yes”; //or “n0””

e Disabling sound is done with this setting:

“W.playsound = false;”

e Changing default resolution for Mobile devices:
“W.viewportwidth = “1024” ” - The height gets computed by browser.
e Forcing HTTPS for remote connection

“W.forcealways_ssl = true;”

e Allowing session reconnection when browser tab is closed:
“W.send_logoff = false;”

e Adding a warning pop up to prevent closing the browser tab:

search the “W.pageUnloadMessage = parameter.



| have set an example of message to be used below :

W.pageUnloadMessage = “Closing this tab will disconnect your remote session, are you

sure ?”; //Dialog to return when page unloads. //1. Important notice, own dialogs are not
supported in all browsers. //2. HTML standard does not distinguish between page refresh and
page close action, the dialog will popup on page refresh too.

S —

%] [ HTMLS

AR
Confirm Mavigation

Closing this tab will discormect your remote session, are you sure 7

Arg you gung you want 1o leave this page?

Leawe this Page Stay on this Page

The general settings for the RemoteApp web page is stored on the software folder, in two
different files: remoteapp.html and remoteapp2.js.
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Example of available settings present in remoteapp2.js :
/I Remote Desktop Server var remoteapp2_server = ”; var remoteapp2_port = ‘443’;

/ Windows Authentication var remoteapp2_user = ”; var remoteapp2_psw = "; var
remoteapp2_domain =";

/I Optional Command Line Parameters var remoteapp2_apppath =7,

/Il Seamless/RemoteApp mode var remoteapp2_wallp = ‘green’; var remoteapp2_seamless =
‘off’; var remoteapp2_remoteapp = ‘on’;

I/l Screen var remoteapp2_color = ‘32’; var remoteapp2_full = ‘2’; var remoteapp2_width = ”; var
remoteapp2_height = ”; var remoteapp2_scale = “100’; var remoteapp2_smartsizing = ‘1’; var
remoteapp2_dualscreen = ‘off’; var remoteapp2_span = ‘off’;

/I Disks mapping (required for printing) var remoteapp2_disk = ‘1’;

// Printing var remoteapp2_printer = ‘off’; var remoteapp2_preview = ‘off’; var remoteapp2_default
= ‘on’; var remoteapp2_select = ‘off’;

/l Hardware var remoteapp2_com = ‘0’; var remoteapp2_smartcard = ‘0’; var remoteapp2_serial =
‘off’; var remoteapp2_usb = ‘off’; var remoteapp2_sound = ‘on’; var remoteapp2_directx = ‘off’;

/I Miscellaneous var remoteapp2_alttab = ‘0’; var remoteapp2_firewall = ‘1’; var
remoteapp2_localtb = ‘32’; var remoteapp2_lock = ‘off’; var remoteapp2_rdp5 = ‘off’; var
remoteapp2_reset = ‘off’;



HTMLS : Changing language to Chinese

You need Windows 7 Enterprise or Ultimate / Windows 8 Enterprise or Professional to use multi-
language on one system. You can install every language on the system if you need.
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You could publish a language applet for users to change their own O/S language of Ul and add
IME (Input Method Editor).
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For Windows 7: control /name Microsoft.RegionAndLanguage

For Windows 8: control /name Microsoft.Language

Complete List: http://pcsupport.about.com/od/tipstricks/tp/control-panel-applets-list.ntm

Optional : this is how to restrict the Control Panel behavior for users by GPO :
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Users can change O/S language of Ul after logon system. (Users have to logout and logon again

to take effect after changing this setting)
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The user has to select Chinese IME first to input Chinese chars.
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HTML5 Client: What is the difference
between Websockets and XHR?

Websockets is the persistent connection that can be used to receive/send data without
sequential order and without http header.

Xhr-polling creates new request with http header and waits for answer with http header, also
sequential order.

Doing so, XHR data flow always looks like this:

HTTP_HEADER_REQUEST -> HTTP_HEADER_ANSWER HTTP_HEADER_REQUEST ->
HTTP_HEADER_ANSWER and so on

also before the data can be downloaded, it must be requested with HTTP_HEADER, therefore its
name: xhr-polling.

Websockets data flow may look like this:

FRAME_DATA_SEND FRAME_DATA_SEND FRAME_DATA_RECEIVE FRAME_DATA_SEND
FRAME_DATA_RECEIVE FRAME_DATA_RECEIVE

Also it is random data sending/receiving without special sequential order and without any http
header data.

That makes the usage with reverse proxies impossible due to the lack of Websockets support by
most known reverse proxies; but half of the xhr transport may work with Apache reverse proxy.

Also see:


/tsplus-lts-14/html5-client-supported-browsers
/tsplus-lts-14/html5-client-supported-browsers
/tsplus-lts-14/html5-client-supported-browsers
/tsplus-lts-14/html5-client-supported-browsers

HTML5 Client: RDP session resolution on
mobile devices

The common screen resolution by most devices, especially mobile phones is 320x480, but that is
obviously not sufficient to create the RDP session.

Therefore the resolution was preset to 800 in width. The height of resolution gets recomputed by
hidden browsers native logic. The higher the width the bigger the height.

e As an example, standard resolution is 320x480, now when you set the viewport to 800, the
browser recomputes the value for height for example to 800x904, when you set the width to
1280, then it's 1280x1160 etc.

The height and width depend on landscape/portrait view of your device, like 800x904 or 904x800
etc. Each browser can recompute it on its own logic to fit the rdp screen into the viewport of your
device and may differ depending on the browser even when used on same device.

If you set the height manually, then you will break the viewport ratio of your device and the final
RDP session will be out of your port view, and to reach these areas you will have to scroll to
wished positions.

e Therefore it is recommended not to set height manually, but let the device choose
automatically the height.

If you need more height, increase the width! By testing on mobile phone devices, the good value
for width was 800. Though you must pay attention : the CPU’s on most mobile phones are
usually slow, therefore when you increase the height, it will increase the CPU load. On tablet
devices the CPU’s are faster, therefore it is recommended to set the width to higher value like
1280 and allow the device to recompute the value for height.

Because some browsers like FireFox mobile do not allow the setting of viewport after page
loading, this value was set fixed into the Clients\www\software\html5.html file:

For example change it to:

to increase width and at same time height recomputed by browsers native internal logic.



As a second example, changing it to :

would break viewport area and RDP session would not fit the screen.



HTML5 Client: Parameters in URL address

When using Terminal Service Plus HTMLS5 client to connect to a remote server, you can specify
several parameters in the URL address to override default parameters, such as:

e user login
e user password
e program to run

e startup directory for the program to run
e command line for the program to run

Run a Specific Application

Here is an example of a full URL address to open a remote session for user “demo” with
password “demo” and by starting standard notepad upon session opening:

Please note that in the URL address all slashes characters must be repeated 4 times.

You do not have to specify all these parameters at the same time: the parameters not specified
will have their default configured value.

Connect with Web Credentials

If you want to use a to connect, you can pass it in an URL by adding an "@”
before the Web Login.

Here is an example of a URL address to open a remote session with the Applications Panel for
Web Credentials “1234” with password “demo”:

Restrict this usage to Users Default Applications


https://demo.tsplus.net/software/html5.html?user=demo&pwd=demo&program=c:%5C%5Cwindows%5C%5Csystem32%5C%5Cnotepad.exe&startupdir=c:%5C%5Cwindows%5C%5Csystem32&params=
https://demo.tsplus.net/software/html5.html?user=demo&pwd=demo&program=c:%5C%5Cwindows%5C%5Csystem32%5C%5Cnotepad.exe&startupdir=c:%5C%5Cwindows%5C%5Csystem32&params=
https://demo.tsplus.net/software/html5.html?user=demo&pwd=demo&program=c:%5C%5Cwindows%5C%5Csystem32%5C%5Cnotepad.exe&startupdir=c:%5C%5Cwindows%5C%5Csystem32&params=
https://demo.tsplus.net/software/html5.html?user=demo&pwd=demo&program=c:%5C%5Cwindows%5C%5Csystem32%5C%5Cnotepad.exe&startupdir=c:%5C%5Cwindows%5C%5Csystem32&params=
https://demo.tsplus.net/software/html5.html?user=demo&pwd=demo&program=c:%5C%5Cwindows%5C%5Csystem32%5C%5Cnotepad.exe&startupdir=c:%5C%5Cwindows%5C%5Csystem32&params=
https://demo.tsplus.net/software/html5.html?user=demo&pwd=demo&program=c:%5C%5Cwindows%5C%5Csystem32%5C%5Cnotepad.exe&startupdir=c:%5C%5Cwindows%5C%5Csystem32&params=
https://demo.tsplus.net/software/html5.html?user=demo&pwd=demo&program=c:%5C%5Cwindows%5C%5Csystem32%5C%5Cnotepad.exe&startupdir=c:%5C%5Cwindows%5C%5Csystem32&params=
https://demo.tsplus.net/software/html5.html?user=demo&pwd=demo&program=c:%5C%5Cwindows%5C%5Csystem32%5C%5Cnotepad.exe&startupdir=c:%5C%5Cwindows%5C%5Csystem32&params=
https://demo.tsplus.net/software/html5.html?user=demo&pwd=demo&program=c:%5C%5Cwindows%5C%5Csystem32%5C%5Cnotepad.exe&startupdir=c:%5C%5Cwindows%5C%5Csystem32&params=
https://demo.tsplus.net/software/html5.html?user=demo&pwd=demo&program=c:%5C%5Cwindows%5C%5Csystem32%5C%5Cnotepad.exe&startupdir=c:%5C%5Cwindows%5C%5Csystem32&params=
https://demo.tsplus.net/software/html5.html?user=demo&pwd=demo&program=c:%5C%5Cwindows%5C%5Csystem32%5C%5Cnotepad.exe&startupdir=c:%5C%5Cwindows%5C%5Csystem32&params=
https://demo.tsplus.net/software/html5.html?user=demo&pwd=demo&program=c:%5C%5Cwindows%5C%5Csystem32%5C%5Cnotepad.exe&startupdir=c:%5C%5Cwindows%5C%5Csystem32&params=
/tsplus-lts-14/web-credentials
/tsplus-lts-14/web-credentials
https://demo.tsplus.net/software/html5.html?user=@1234&pwd=demo
https://demo.tsplus.net/software/html5.html?user=@1234&pwd=demo
https://demo.tsplus.net/software/html5.html?user=@1234&pwd=demo
https://demo.tsplus.net/software/html5.html?user=@1234&pwd=demo
https://demo.tsplus.net/software/html5.html?user=@1234&pwd=demo

You can disable the Application Command Line for users by going on the Advanced —>
Session tab of the AdminTool, double-clicking on the “Application Command Line” setting and
setting the value to “No”.

TE TSplus - Edit Setting b
Application Command Line

Description:

Application Command Line can be specified on client side,

Value:

es w

Save Cancel
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HTMLS Client: Supported Browsers

If your browser shows red warning on start by using

HTMLS client

It means that your browser does not support Websockets or your browser does not support
Canvas. Such browsers that do not support these technologies are IEG, |IE7, IE8, IE9 and need

FLASH to emulate these features.

Browsers supporting Websocket and Canvas

Browsers Canvas | Websocket

FireFox Full Full starting with version 4

Chrome Full Full in most known versions on PC’s

Opera Full Full in newest versions

IE6 Flash Flash (emulated and no proxy support)
Flash XHR (with proxy support)

IE7 Flash Flash (emulated and no proxy support)
Flash XHR (with proxy support)

IE8 Flash Flash (emulated and no proxy support)
Flash XHR (with proxy support)

IE9 Flash Flash (emulated and no proxy support)
Flash XHR (with proxy support)

IE10 Full Full

Android native | Full XHR

Opera mobile | Full Full in newest versions

Firefox mobile | Full Full

Safari mobile | Full Full in newest versions up to i0OS4, else emulated via XHR

Also see:
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If your browser automatically reloads the pages to
HTTPS address

It means that Websockets transport is not supported. This is the case on several Android native
mobile browsers. It is due to the fact that the browser automatically switches to XHR transport.

But because this transport layers on long distances with HTTP protocol, each request creates
new connection. It is very slow and unstable to create new connections (up to 20 new
connections per second), therefore to avoid this instability the program is conceived so that the
page reloads automatically to HTTPS address to enforce HTTPS connection.

Physically you also get mostly persistent secured connection and much more stable on long
distances. So the logic of browser reuses already established SSL connection instead of creating

a new connection like by the use of HTTP protocol.

This behavior can be changed by the following option on the setting.js file located in the TSplus
program folder under this path: Clients\www\software\html|5\settings.js:

forcesslforxhr = false;
But it is absolutely not recommended to disable the use of SSL in XHR mode.
*If you do not have a file named “settings.js” in the “C:\Program Files

(x86)\TSplus\Clients\www\software\htmlI5” folder, then your TSplus version is older and this
documentation does not apply. Please update your system first or contact support.



HTMLS5 Client: Using Clipboard

The clipboard can be found on the HTML5 Top menu, with this icon:

Most browsers except older MSIE browsers do not support the direct clipboard reading and
writing due to security reasons.
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To copy the text from session to clipboard use Ctrl+C and to insert the text from clipboard use
Ctrl+V.

But pay attention when you copy the text with Ctrl+C, wait some time before releasing the
pushed Ctrl+C buttons, because if the requested clipboard text arrives after you release this key
combination, the text will not be added to your environment clipboard. This way uses a native
browser clipboard copy support initiated by Ctrl+C.

Alternatively you can use the clipboard menu to copy from and to insert the text into RDP
session clipboard.

There you can just insert the text into RDP session clipboard or add it to clipboard and auto-



initiate Ctrl+C on RDP session side to insert text. The clipboard menu can be opened via action
menu or Shift + F11.

e When you copy the clipboard with mouse inside a RDP session, the text gets sent to browser
and as soon as you go out of browser focus, the clipboard menu appears automatically to
inform you that there was a clipboard text and that you did not add it to your clipboard
environment.

To avoid this behavior set the following line on the Clients folder, by default, the path is: C:
\Program Files(x86)\tsplus\Clients\www\software\html|5\settings.js :

openonclipblur = false;
*If you do not have a file named “settings.js” in the “C:\Program Files

(x86)\TSplus\Clients\www\software\htmlI5” folder, then your TSplus version is older and this
documentation does not apply. Please update your system first or contact support.



HTMLS Client: Using File Transfer

File Transfer can be done in multiple ways on TSplus: since Version 12.50, a contextual menu
is available to download files from the server to the local pc:

I & = | Products - [m] x

Home Shars Wiew n

= w o » Doouments » Products w Rechercher dans : Products 2

-~

#  Documents and Settings ol Mem Modifi& le Typ

Lags % Tiplus-Preducts-Catale

q
Perflogs T TSplus
Open

Print

Products

More information can be found on
this documentation

Using the top menu for file transfer:

Unlike real RDP session the browsers do not allow to access the hard drives directly, the file
transfer is emulated.

The sub-folder of gateway gets mounted as a WebFile device into your RDP session. Inside the
RDP session you can access it via Explorer by clicking on “WebFile” or call “\\tsclient\WebFile”
directly:
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B Select one remote file to be transferred From Server --> To your local PC
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There are 3 different possibilities to transfer a file:

e From the local computer to the server:

&



[3 Open X

[ O - - Iﬂ « Users » john » Documents v O Search Documents o
[y 127.0.0.1/socket.io/uploadb?path=PLN
Organize = Mew folder ==~ O @
~
Click here to select your file! I This PC L MName Date modified Type
127.0.0.1/socket io/uploadb?path=PLNC6PQSKA... I Desktop @S] TSplus-for-Windows Micros it Word B

|| Documents TSplus-get-started Microsoft Word [

W W ow

% TSplus-solutions-for-BYOD-era Foxit Reader PDF
; Downloads =
% TSplus-User-Guide /15/2016 7:52 PM Foxit Reader PDF
D Music
=| Pictures
m Videos
. Local Disk (C:)
£ YN ' B >
File name: | TSplus-get-started V| All Files ~

e From the server to the local computer:
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e The file manager which enables you to transfer files from the local computer to the server, with
an history of the transferred files:



Click or drop files to upload
File Name Marl Size Action
TSplus-Flyer pdf 534 X
TSplus-User-Guide pdf 2135 X
TSplus-solutions-fer-BYOD-ara pdf 400.... X

On the browser side the files are showed inside the browser’s list menu. It can be opened via
action menu or with Shift + F12.

e When you copy files with Explorer into the WebFile folder, this triggers automatically the event
about the creation of a new file in the WebFile folder and the browser menu opens/refreshes
automatically to show the new file:
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B videos File Name Size Action
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TSplus-solutions-for....pdf * Show all downloads... %

When using a custom folder, make sure this folder exists on client and server sides. You can set
the upload/download destination folder on the Web Portal preferences tile on the web tab of the
Admin Tool:



Preferences

Default Values

Login:

Passwaord:

Diomain:
Show the Domain field Remember last login

Advanced

Keyvboard: as_browser

Access Type

Available Clients: HTMLS (iPad, iPhone, Android devices, computers)
RemoteApp (Windows PCs)

(GGateway Portal: [ Generate a Gateway Portal enabled Web Page

Upload: Folder to select files. Download: Folder for all received files
@ User Desktop {default) @ User Desktop {default)

) My Documents 1 My Documents

) WebFile folder ) WebFile folder

() Custom folder: () Custom folder:
Select. .. Select. .

Folder path from where the user will Folder where all downloaded files
select files to be uploaded. will be stored on the Server.

Downloaded files from the users PC will be stored in the specified folder.
(Drag/Drop from the user PC, Download button or File Transfer button)

@ Use Explorerto select files (7 Use TSplus GUI
—
i S
ave

o
@ Help... ‘ @ Reset Q Prewview

If you want to avoid this behavior, set the following line on the setting.js file which path is by
default: C:\Program Files (x86)\tsplus\Clients\www\software\htm|5\settings.js :

dropboxonnewfile = 0;



Additionally you can set:

sharedfolder = “yes”;

to show shared folder and share your files with other users (disabled by default).

If you do not have a file named “settings.js” in the “C:\Program Files
(x86)\TSplus\Clients\www\software\htmlI5” folder, then your TSplus version is older and this

documentation does not apply. Please update your system first or contact support.

e By default, explorer is used to transfer files. You can also directly download your files from
server to client by checking the “use TSplus GUI”, and copy any files into the webfile folder:



Preferences

Default Values

Login:

Fassword:

Domain:
Show the Domain field Remember last login

Advanced

Keyboard: as_browser

Access Type

Available Clients: HTMLS (iPad, iPhone, Android devices, computers)
Remotefpp  (Windows PCs)

Gateway Portal: 7| Generate a Gateway Portal enabled Web Page

Upload: Folder to select files.
@ User Desktop (default)
() My Documents
() WebFile folder
(71 Custom folder:
Select...

Folder path from where the user will
select files to be uploaded.

Download: Folder for all received files
i@ User Desktop (default)
() My Documents
() WebFile folder
(") Custom folder:
Select...

Falder where all downloaded files
will be stored on the Server.

Downloaded files from the users PC will be stored in the specified folder.
(Drag/Drop from the user PC, Download button or File Transfer button)

@ Save ‘







HTMLS5 Client: Using Gestures on mobile
devices (Touch)

Using screen area:

. Easy touch on screen = mouse move to touched position and left mouse click
. Fast double tap on screen = mouse move to touched position and left mouse double click
. Touch and hold for one second on screen = mouse move to touched position and right mouse

click

. Touch and move outside of cursor area = scrolling the visible session frame (this is native

browsers behavior for scrolling especially after pinch-zoom)

. Touch in cursor area and move = mouse cursor moving only
. Double tap inside cursor area and move = left mouse down and mouse moving Useful for

moving window, moving elements, resizing.

. Double tap on screen(outside of cursor area) and move finger down/up = middle mouse

scrolling Useful for scrolling pages or view pdf’s.

. Pinch zoom with two fingers = zoom the RDP session frame (this is native browsers behavior)

Using mouse pad area - additional functions in the middle point of mouse pad:

1.

Easy touch in the middle = left mouse click

2. Double tap in the middle = left mouse double click
3. Touch and move in the middle = mouse move and mouse pad moving
4. Touch and hold for one second = right mouse click

Keyboard mode on:

1.

Easy touch on screen = focus lose, keyboard disabled (this is native browsers behavior) but
this will fire mouse move and left mouse click.

. Fast double tap = mouse move and left mouse click (without keyboard disabling) Useful to

reposition the cursor, set focus on different character and stay at the same time in keyboard
mode.

. +Functions of mouse pad described above






HTMLS Client: Using two languages

By default the HTMLS5 client tries to recognize browsers default language and then use it inside
RDP session. This behavior is controlled by tag “as_browser” However you may find the full list
of available language tags in http://your_server/software/language.html under “Locale”

You have the choice to set fixed language either A: per client directly from HTML5 top menu.
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B:
or from portal by setting it in AdminTool GUI which will be effective for everyone.

Preferences

Default Values
Loagin: | |

Passwaord: | |

Domain: | |

Shaow the ain field Remember last login

Advanced
Keyboard: |as_|:un:uwser

You should restart session if setting another language as main.

Remember: when using HTMLS5 client in mulitple language scenario go sure that language used
inside Web-HTML5-RDP session is synchronized with the language actually set on your PC/
Laptop/Mac etc. Else some chars that are represented and crossing in every language map may
produce wrong char by sending scan code actual for another language. Also that means, if you
changed the language from English to German inside web-session then change it to German on
PC/Laptop/Mac too.



HTML5 Client: How to maximize the browser
window

Overview

The RDP protocol does not allow to resize while connected without a reconnection.

Please note that you will get the best experience possible from Terminal Service Plus
HTMLS5 client by connecting with a maximized browser.

However, if you want to force the browser window to be as big as possible, you can try to “force”

the HTML5 window to open with the maximum size (but not as a “maximized” window, due to
internet browsers security limitations).

Maximizing the browser window

You will have to modify the file “Clients\www\software\common.js” located in your Terminal
Service Plus directory. We advise you to use a text editor such as Notepad++ (do not use Word).

In order to have a browser window which uses all the screen, you will have to modify the line(s)
with “window.open” in it, and add the following text:
“screenX=0,screenY=0,left=0,top=0,fullscreen=yes,width="+(screen.availWidth-5)+“ height="+(sc
reen.availHeight-(55))

This allows IE/Chrome/Firefox/Safari to open the window with a screen size (minus Windows
bar). Unfortunately it is not possible to force a web browser to “maximize” the window in a
“fullscreen” Windows type.

Open the file and search “window.open(”

Then add the new at the end before the brackets, for example:

window.open(hostGateway + jwtsclickLinkBefore(getside(), p), window.opforfalse);



will become:

window.open(hostGateway + jwtsclickLinkBefore(getside(), p), window.opforfalse,
“screenX=0,screenY=0,left=0,top=0,fullscreen=yes,width="+(screen.availWidth-5)+“, height="+(sc
reen.availHeight-(55)));

And again:

tmpwin = window.open(p, ‘_blank’); //Chrome needs _blank

will become:

tmpwin = window.open(p, ‘_blank’,
“screenX=0,screenY=0,left=0,top=0,fullscreen=yes,width="+(screen.availWidth-5)+“ height="+(sc
reen.availHeight-(55))); //Chrome needs _blank

And again:

success = window.open(p, k);

will become:

success = window.open(p, Kk,
“screenX=0,screenY=0,left=0,top=0,fullscreen=yes,width="+(screen.availWidth-5)+“ height="+(sc
reen.availHeight-(55)));

And finally :

cpwin = window.open(“about:blank”, n);

will become:

cpwin = window.open(“about:blank”, n,

“screenX=0,screenY=0,left=0,top=0,fullscreen=yes,width="+(screen.availWidth-5)+“ height="+(sc
reen.availHeight-(55)));



HTMLS5 Server Memory Usage

Terminal Service Plus HTML5 Server runs on JAVA. Understanding how JAVA handles memory
help to understand Terminal Service Plus HTML5 Server memory usage.

Assigned memory

When Java runs, it tries to allocate 25% of the computer physical memory. This memory is
“assigned” but not directly used - it is not the real memory usage that one can see in Windows
Task Manager.

JAVA platform: 32-bit vs 64-bit
There is one big difference between these two platforms:

e JAVA 32-bit cannot handle more than 4GB of RAM by definition. Since it will allocate 25% of
all available memory, it will allocate at most 1GB, assuming there is 4GB physical memory. If
there is only 2GB physical memory, it will only allocate 500MB, etc.

e JAVA 64-bit can handle a lot more than 4GB (theoretically up to 16 exabytes), so the allocated
memory will only depend on physical memory.

JAVA memory management

JAVA is a “virtual machine”. It means that JAVA handles memory management on its own. Once
JAVA allocates some memory, even when it does not need it anymore, it will not automatically
give it back to the system. This is for performance reasons, as memory allocating and de-
allocating are CPU intensive tasks.

JAVA will usually wait until it has a big chunk of unused memory before giving it back to the
system. The size of this big chunk directly depends on the size of the computer physical
memory. The more physical memory on a computer, the more memory is allocated by JAVA.
Terminal Service Plus HTML5 Server Memory Usage

All these technical details are the reason why one can open Windows Task Manager and think
that Terminal Service Plus HTML5 Server uses a lot of memory, or that JAVA 32 bit uses less

memory than JAVA 64 bit.

Actually, the memory really used by Terminal Service Plus HTML5 Server is directly related to



the number of opened HTML5 sessions. The more available memory on the computer, the more
HTMLS5 sessions you can open.

HTMLS5 Session Memory Usage

The memory used by an HTMLS session depend on the user activities (applications and
programs used, Word/Excel versus drawing-intensive programs) and the connectivity method
established between the Terminal Service Plus HTML5 Server and the client computer.

In the general use case, an HTMLS session will use 30 MB of memory (standard use, binary
websockets connectivity). In the worst case, a session will use up to 100 MB of memory
(intensive use, “XHR” fallback connectivity for older browsers).



Certificates and Certification process

1. Certification Process

The certificates are delivered by the Certificates Authorities (CA). This is a 3-step process.

a. The generation of a Key Pair or Private Key in standard RSA 2048 bits. This key will be used
to generate a CA Request based on it.

b. The CA Request generated is transmitted to the CA. It contains all the necessary information
in order for the provider to deliver a certificate (Country Name 2 letters code, State or Province
Full Name, Locality Name, Organization Name e.g. Company, Organization Unit Name e.g.
Section, valid email address and Common Name (CN) e.g. MyDomainName.com).

c. The Certificate authority verifies the information you transmitted and returns the certificate, and
eventually also intermediate certificates that are required to access your certificate. The
certificate also contains the CA Reply (the validated Private Key). Once you have the certificate,
the CA reply, its key pair (private key), and the intermediates certificates, they must be imported
in the key store handled by Terminal Service Plus.

2. The Certificates

The delivery usually contains several files. Each file is a certificate. As said previously, the
authority delivers the certificate of your Domain name and intermediate Certificates that are
mandatory to access to your certificate.

The common format file is .cer or .crt. These extensions are recognized by the OS which
associates the certificate Icon.
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In our example above, we received 4 files (.crt). The first, second and third are intermediate
certificates (CARoot, TrustCA, DomainValidationCA). The fourth is our Certificate which certifies
our domain name MyDomainName.crt. They all have to be installed together.

For a better understanding of how to proceed, let’s examine the certificates.

3. Certificates Properties

The properties of the certificate CA Root show its path. Each certificate has a path from the root
to the certificate of your domain name.
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The properties of our certificate show all the general informations about the certificate (purposes,
addresses, issued to CN), issued by and validity. What is important to notice is the certification
path. It includes the entire path needed to access our certificate. It displays all the intermediate
certificates that are included inside ours.

This is a simple process. You must import this entire certification path, plus the Key Pair in the
Terminal Service Plus Key store file.

Use Windows certificate manager to import keypair and all certificates into Windows keystore as
described in Certificates and Certification process (make keypair exportable when importing!)
and then export that key back from Windows keystore by checking the option “Include all
certificates in the certification path if possible”. For the format choose per example *.p12 Now
create a new keystore in JKS format on Portecle, and go to Tools>Import Key Pair and import
that *.p12 file:
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### 4. Important notice about the Key Pair (Private Key)

The key Pair is the RSA 2048 Bit key generated for the CA Request of the certificate. It has been
generated either in the Portecle add-on we provide, or with another available generator like

openssl, 1IS, online sites, or CA provider’s applications.

You must keep this Private Key. It is either a flat file text format unsecured .pem or a secured
format .p12 or .pfx. The Private Key generated is mandatory to be able to generate the

certificates correctly.
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How to do a CA Request and Get a
Certificate

As a reminder, here is the certification process explained. This process can be done either in the
Portecle add-on we provide, or with another generator available like openssi, IS, online sites, or
CA provider’s applications.

1. Reminder - Certification process

The certificates are delivered by the Certificates Authorities (CA). This is a 3-step process.

a) The generation of a Key Pair or Private Key in standard RSA 2048 bits. This key will be used
to generate a CA Request based on it.

b) The CA Request generated is transmitted to the CA. It contains all the necessary information
to the provider to deliver a certificate (Country Name 2 letters code, State or Province Full Name,
Locality Name, Organization Name e.g Company, Organization Unit Name e.g Section, valid
email address and Common Name (CN) e.g. MyDomainName.com).

The main job consists in creating the Request which will correctly inquire a form asking for all the
information listed above.

c) The Certificate authority verifies the information you transmitted and returns the certificate,
and eventually also intermediate Certificates that are required to access your certificate. The
certificate also contains the CA Reply (the validated Private Key). Once you have the certificate,
the CA reply, its key pair (private key), and the intermediate certificates, they must be imported in
the keystore handled by Terminal Service Plus.

2. How to generate a CSR (Certificate Signing
Request)

In this tutorial, we will learn how to install a certificate in the Terminal Service Plus Web Server,
providing users the security of HTTPS, 2048 SSL encryption and Domain name certification. In
order to receive an SSL Certificate we recommend you purchase it from a trusted vendor as
GoDaddy or DigiCert. Please follow the this procedure to order and install your SSL on the



TSplus Gateway / Server.
To create a CSR with the DigiCert Utility, follow the steps below:

1. On your Windows Server, download and save the
executable (DigiCertUtil.exe).

2. Run the DigiCert Certificate Utility for Windows (double-click DigiCertUtil).

3. In the DigiCert Certificate Utility for Windows®©, click SSL (gold lock), and then click Create
CSR.

Q) DigiCert Certificate Utility for Windows© \L‘i-
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support@digicert.com  Live Chat r
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Issued To Expire D3te Serial Mumber Friendly Mame Issuer

A
| ‘T' ocalhost 10-5EP-2014 05 ocalhost DigiCert, Inc

551

",

Code Signing

N

Tools

-
i

Account

Wersion 2.3.7 Close

4. On the

Create CSR

page, provide the following information below and then click
Generate

Certificate Type: Select SSL. Common Name: Enter the fully-qualified domain name

(FQDN) (e.g., ). Subject Alternative Names: [f you are requesting a Multi-
Domain (SAN) Certificate, enter any SANs that you want to include (e.g., ,
, and )- Organization: Enter your company’s legally

registered name (e.g., YourCompany, Inc.). Department: (Optional) If you want, enter the
name of your department within the organization or you can simply leave the box blank. City:
Enter the city where your company is legally located. State: Use the drop-down list to select
the state where your company is legally located. Note: If your company is located outside the
US, you can type the applicable name in the box. Country: Use the drop-down list to select the
country where your company is legally located. Key Size: In the drop-down list, select 2048
(unless you have a specific reason for using a larger bit length). Provider: In the drop-down
list, select Microsoft RSA SChannel Cryptographic Provider (unless you have a specific
cryptographic provider).
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O DigiCert Certificate Utility for Windows@ -

Create CSR

Certificate Details Information

= —~ Cancel
Certificate Type: (® S5L () Code Signing

Press Cancel to cancel creating a new key and
Common Name: | Www.example CSR.

Subject
Alternative
MNames:

Organization: | Your Company |

Department: | T |

City: | Your City |
State: | Your State vl
Country: |USA v]
Key Size: | 2048 vl
Pravider: | Microsoft RSA SChannel Cryptographic Provider v

| Generate || Cancel

6. On the

DigiCert Certificate Utility for Windows®© - Create CSR page
, do one of the following and then click

Close

Click Copy CSR. Copies the certificate contents to the clipboard. Use this option if you are
ready to paste the CSR into the DigiCert order form. Note: Because the DigiCert Certificate
Utility does not store CSRs, we recommend you paste the CSR into a text editor (such as
Notepad) when using this option. If you close the CSR page and accidentally overwrite the
clipboard contents without doing this, you will need to generate a new CSR.

Click Save to File. Saves the CSR as a .txt file to the Windows Server 2012. (We recommend
using this option.)



(¢ DigiCert Certificate Utility for Windows® - Create CSR

Q The certificate request has been successfully created

MITCETCCAZOCARRweDEIMAREAITEBRMO W MHE s 2RBgHVEAGTC1 1vdE TgU3BhdE Tz
EJAQBgNVBACTCV 1 vdIgR2 1 0eTELMA RCA I UECHMC SV FTATEgNVEBACTDF 1wdiIg
HZ29tcEFueTEUMBIGAITEARMLAZd 3 TmV4 YW lwhEIwggE iMAOCECSgES T3 DQEBAQUR
R4 TEBDwAWggEF R IBAQCrD1Crkgl f2na]1 +400DEJeBB3r 057 VgSFue FvyHEmYdyoL
feprbgl3Zoyx5k88bZ/orikiglgekPINMAhgT ZE0bydr PSaull9eCEREZgE /S JeMIEL
2kEhFalbel pCE8 rEHoNa{mepJrROZ+HAF fgPe kuaJxd+i KgEASyDpd+pl1 2E/BRE
HedMVidejirecTVnCS jwHui SrFHakupbelx1 CRgClocy kAT FgEBwYe+4rwZ+54 k1T
wlNeBjlacUIlcpydZAICTyayed3oiHEH1p TEEVEFhtBEFENndE4FgIVNRFNO3wrTog
eHenctWE/+Pgl/ Wz /BkZ0yzFoSczTyindd/ avlorAgMBARCgADENBgkghkiE3wlE
OO CAOEAR /WsBl115HeBldTe i iNEEcELre¥HS rghTEP0+PdWDe 70 kmL4 37 AM e
srpDoEbPomsXa P2 kocvaGUIDZclkGEVOEHYzetiTef4wBa SpJiHvHIQwhre JNS0
zgEHsxLamlm¥veabOLyweH 1 LEQI o JLg7 BnRRdnC7wvENt TEkngBADgotul fpySuw
HogpBTZ2ZAuITllmI4zDWV1isarkThllat+elg] eKrmBaa 5331 R4 vhhMt ZYae JSWEFZN
mHe TOvELoXbEl1 St ¥ k4WjgIN4gBkl fiebemVijuM7aRNev Ul ££twBapOYHOHEYCHT
Fr+dz8JpCY35ELfRT11AEechhB3Tno8oFd4g=—

Close
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tags, and paste it into the DigiCert order form.

After you receive your SSL Certificate from DigiCert, you can use the DigiCert Certificate

Utility for Windows to install it.

3. How do | generate what | need for TSplus?

1. Open the DigiCert Application a) click on SSL b) Import your SSL You will now see the cert

that you have installed is highlighted:



(9] DigiCert Certificate Utility for WindowsE& [

- - -
Odng:ert CERTIFICATE UTILITY for windows {0 1.800.896.7973
support@digicert.com ive Chat r\
- /; Certificates B createcsn 2 mmport € Refresh
|Ya Issued To Expire Date Serial Number Friendly Mame Issuer
- S 3. com 22MAY-2018 00A2989B14691CE400 i"cnadd""mm’
= o = Eemlegmie =, COM 20-DEC-2017 OACFOFEFC40468324D27. .. DigiCert Inc
]
ﬁ [ __ - - | | n - - = .. .- — -
Code Signing
Tools
Account
Export Certificate ‘ ‘ TestKey ‘ ‘ View Certificate ‘
Version 23.7 Close

et S|
Certificate Export

This wizard will export a certificate and optionally its private key from the
certificate store to disk.

¥ou must select the private key option if you wish to install this certificate on
a different computer.

Do you want to export the private key with this

@ Yes, export the private key
@ pfx file Indude all certificates in the certification path if possible

() key file (Apache compatible format)

(") Mo, do not export the private key

Ensure that “Yes, export the private key and pfx file / Include all certificates in the certification
path if possible are checked off.



Next, Save the file in the folder with the certs that you have unzipped.

You MUST USE THE PASSWORD ‘secret’.

4. How do | install the certs on the the TSplus Web
Server?

1. Copy the un-ziped file which now contains .pfk and crt files to the TSplus Server Program Files
(x86)\TSplus\Clients\webserver

2. Make a copy of the cert.jks

3. From the TSplus Admin Console / Web / HTTPS / HTTPS Certificate Toolkit / File / Open
Keystore File “cert.jks” Password is secret Delete the jwts Tools Import Key Pair (you will find
it in the folder you have just copied) When prompted for the Alias name it must be

jwts and the password secret
Tools Import Trusted Certificate and import the crt that you have in the folder. Close the tool and

ensure that the cert.jks is saved with the password secret. TSplus Admin Console / Web and
restart the services. You have now completed the SSL Cert procedure.

-

1)
TSE Remote Access Management Console

{ar HomE

Generate a free valid HTTPS certificate
[ appLicaTIONS

HTTPS Certificate Toolkit

(CR PRINTER
@ WEB U C:\Program Files (x86)\TSplus\Clients\webservericert.jks - Portecle = m} x
File Tools Examine Help
Web Portal [ e
BRI EIREREREIRE
T e | Bttt R sl |
)| Alias Name Last Madified |
Web Server 2 jwis Jul 6, 2012 5:57:56 PM CEST
B Farm
2, SESSIONS

ek SYSTEM TOOLS

@ ADVANCED

&> ADD-ONS

Keystore type: JKS, provider: SUN, size: 1 entry

(&7 LICENSE
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Trouble shooting

1. I received only one file (.crt or cer) which contains
MydomainName.com Certificate

Look at the path in the certificate properties. If your certificate is at the root, then you don’t have
any intermediate certificate. You must only import the .cer ou crt you received.

If the path contains others intermediates certificates, then they will be needed. You can export
theses certificates included in yours and create a file by certificate.

Certificate [ x|

General | Detals Certification Path |

Certification path
) USERTrust

) COMODO RSA Certification Authority
L}
gy 'COMODO RSA Domain Wabdation Secure Server Ci

o MyDomainklame . com

You can export each certificate listed in the path and get one file per certificate.

Double click on the certificate you want to export. Then go to Details / Copy to file.



Certificate Export Wizard Ed

Welcome to the Certificate Export
Wizard

P i This wizard helps wou copy certificates, certificate krusk
g_‘ list= and certificate resacation lisks From a certificake
stare bo your disk,

& certificate, which is issued by a certification autharity, is
a confirmation of wour identity and contains information
used to prokeck data or ko eskablish secure nebwork,
connections, & certificate store is the syskem area where
cettificates are kepk,

To conkinue, click Mext,

= Back Mext = Cancel




Certificate Export Wizard |

Export File Format
iZertificates can be exported in a wariety of file Formats,

Select the Format you wank ko use;
{+ DER encoded binary %.509 {.CER)
" Base-64 encoded ¥.509 {.CER)
" Cryptographic Message Synkax Standard - PECS #7 Certificates (P7E)

[T Include all certificates in the certification pathif passible

£ Personal Information Exchange - FECS #12 (PR

[T Include all certificates in the cerbification pathif passible
[T Delete the private key if the export is successtul
™ Export &l extended properties

£ Microsoft Seriglized Certificate Stare (55T

Learn more about cerkificate file Farmats

< Back. Mext = Zancel

Click next. Default values are ok. Click next until you have to give a name. Confirm your
exportation. The result is a file .cer containing only the certificate exported. Repeat this
exportation for each level of the path.

2. My private key is .pem. | cannot import my private
key in Portecle

You can convert your .pem in pfx format with Tools or online sites. For example, on this site:

You must have your Private Key and your certificate (e.g. MyDomainName.com)

Browse to select the certificate to convert and the Private Key that goes with it. Current certificate
type is PEM. Type to convert to is PFX (PKCS#12). As .pfx is a secured format, you must enter a
password. You can choose whatever you want, but, at least, you will have to set it to ‘secret’. So
you should enter the password ‘secret’.

The result is a .pfx format that you will be able to import in Portecle. As we saw in the installation
section, this Private Key imported in Portecle must receive a CA Reply. See section Installation /
CA reply for further information.
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SSL Converter

Use this S5L Converter to convert SSL certificates to and from different formats such as pem, der, p7b,
and pfx. Different platforms and devices require S5L certificates to be converted to different formats. For
example, & Windows server exports and imports .pfa files while an Apache server uses individual PEM (.crt,
.cery files. To use the SSL Converter, just select your certificate file and its current type (it will try to
detect the type from the file extension) and then select what type you want to convert the certificate to
and click Gonwvert Gertificate. For more information about the different SSL certificate types and how you
can convert certificates on your computer using OpenSsL, see below,

Certificate File to Convert Browse.. | tiyDiomainMame_com.crt ‘fou have chosen to open:
N . X MyDomainName_com.pfx
Private Key File Browse.. | ptiviate ke, pern whichis: pFx File (2.9 KB}

from: https: /funam, sslshopper.com

Chain Certificate File (optional): | Browse.. | Mo file selected bt <houid e do it ths s
Chain Certificate File 2 (optional): | Browse. | Mo file selected O openwith _ Browse...

@ ! Save File

Type of Current Certificate; |SendardPEM =] petectzd type from file

extension

Type To Convert To: |PR4PRCS#12 -I

PFX Password: [essess

I | Do this automatically For files like his From nov on,

encel

& Your private key is intended to remain on the server.

wihile we try to make this process as secure as possible by ~ ConvertCertificate |
envert Certificate

using SSL to encrypt the key when it is sent to the server,

3. HTTPS errors

SSL error no cypher overlaps.

() Secure Connection Failed

A error occurred during a connection to sbscccloudserver .com, Cannot
communicate securely with peer: no commeon encrypton algorithrm(s ), (Error
code: ssl_error_no_cypher_overlap)

¢ The page you are rying to view cannot be shown because the authenticity
of the received data colld not be verified.

¢ Please contact the website owners to inform them of this problem.

The Private Key or the Key Pair has not been imported in cert.jks or is invalid. Other errors types
give the same screen with another error code. Take a look at this code error. It concerns the
certificate and something with it that goes wrong. It is usually because one of the fields of the
certificate is not valid or blank. Have a look to your certificate Properties and Request. Verify that
all the fields are correct. Report to section how to do a Request for more information.

4. Notice concerning Terminal Service Plus and
Microsoft IIS web server

Please refer to
However, here is some important information about 1IS and certificates:
When using IIS, the certificate has to be installed in the keystore cert.jks. This must be done in

the same way as if we were using Terminal Service Plus Web Server, and as described in the
previous chapter.
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Don’t bind the 443 HTTPS port IN IIS, as this is the Terminal Service Plus Web server that
handles the HTTPS protocol, the certificate and its encryption. Not any bind has to be created on
port 443. So, IS must only have port 81 bound.

We are free to use IIS Request Tool to create the Private Key and the CA Request. It is simple to
export the Private Key from IS (lIS/Default site/Certificates) in the .pfx format and import it in
cert.jks as described in the previous chapter.
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HTTPS & SSL Certificates Tutorial

Terminal Service Plus HTTPS & SSL Features

The Web Server included with Terminal Service Plus can manage HTTPS protocol, SSL
encryption with either self-signed certificate or CA certificate delivered by a Certificate Authority
(CA).

The HTTPS protocol encrypts the communication between the client and the server.

The unique certificate, generated from a 2048 Bits RSA key, includes the encryption key and the
certification of the Server or the Domain Name on which the user is connected.

The user is informed that the communication is encrypted and the Server or Domain name is
certified by a Certification Authority. This information appears in the address bar of the navigator,
as a green padlock.

: * i GoCaddy.com, LLE (UST  htkps:f fress, godaddy, com

You are connecked ko
godaddy.com
which is rur by

GoDaddy.com, LLC

Scotksdale
Arizona, U3

Yerified by GoDaddy.com, Inc.

4
]

: The connection to this website is secure,

In this tutorial, we will learn how to install a certificate in the Terminal Service Plus Web Server,
providing users the security of HTTPS, 2048 SSL encryption and Domain name certification.

In order to receive an SSL Certificate we recommend you purchase it from a trusted vendor as
or

Please follow this procedure to order and install your SSL on the TSplus Gateway / Server.


https://www.godaddy.com/
https://www.digicert.com/ssl-certificate.htm

Tutorial Content

Certification Process

The Certificates

Certificates Properties

Important notice about the Key Pair (Private Key)

. Reminder - Certification process

. How to generate a CSR (Certificate Signing Request)
. How to get a SSL Cert

. How do | generate what | need for TSplus?

A OON -

| received only one file (.crt or cer) which contains MydomainName.com Certificate

My private key is .pem. | cannot import my private key in Portecle

HTTPS errors

Notice concerning Terminal Service Plus and Microsoft IIS web server

Note: You can use this in order to validate the good quality of a web portal
in HTTPS.
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How to identify your TSplus Edition

On the License Tile under the Serial Number, you can see the type of License you purchased as
well as your number of users next to the number of connections:

T TSplus - Administration Console -

TSEICU Remote Access Management Console

{t HomE

Activate your License

[ AppuicaTiONs

Upgrade Edition or Add Users

(Eh PRINTER
Q@ wes
License Status
m FARM I License Activated - Enterprise edition - 25 users I
° senattuumper, | FOE
2, SESSIONS

End of support date: !
Qk SYSTEM TOOLS

83 ApvANCED

Editions
> ADDONs @ System Edition
@7 LICENSE @ Printer Edtion

@ Mobile Web Edition

@ Enterprise Edition

TSplus has merged old licenses into one in order to gain more clarity. System and Printer
editions have migrated to Desktop Edition.
The Desktop Edition has the basic features:

TSplus Administrator Tool (AdminTool),

Concurrent connections support,

Application Control per user and/or per groups,



TSplus Remote Taskbar and/or TSplus Floating Panel,

Remote Desktop access,

TSplus Portable Client Generator,

RemoteApp and Seamless connection clients,

Fully compliant with RDP protocol,

Dual Screen support, bi-directional Sound, RemoteFX when compatible with Windows version,

Local and Remote connection support,

Workgroup and Active Directory users support,

Device/Disk redirection.

Virtual Printer, enables you to print from any location, without having to install any specific
driver and allows printer redirection.

The Mobile Edition enables you (in addition to all the System and Printer editions features) to:

Connect from any web browser with TSplus HTTP Web Server,

Entirely secured connection from any web browser with TSplus HTTPS Web Server and SSH
server,

HTML pages includes Windows and HTML5 web access clients,

Easily connect from iPhone/iPad and Android devices, also with the ,


/tsplus-lts-14/app-pre-requisites
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Customize logon web page with TSplus easy-to-use Webmaster Toolkit,

With TSplus Web Applications Portal, users can access their application list inside their web
browser,

Instead of Windows Credentials, TSplus Web Credentials allows users to connect with only an
e-mail or a pin-code,

Universal Printer enables you to print from any location, without having to install any specific
printer driver,

The Enterprise Edition includes all of the previous features plus these ones:

Support an unlimited number of servers within each TSplus Farm (requires one license per
server),

Thousands of users working concurrently on a scalable Load-Balanced architecture,

Single Enterprise Portal to access all your TSplus servers,

Ability to assign one or several Application Server(s) to users or groups of users,

Load Balancing and Failover support included.

The Possibility to add an extra-layer of security with the
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¢ TSplus Virtual Printer
s Advanced printing option: Universal Printer
¢ Printing with Standard RDP Printer-Mapping Feature

_-!.'_I:
TSplus Connection Client

e Portable Client Generator

e TSplus Client Setup program

e Edit or Delete the Parameters of a Generated Client
e RemoteApp and Seamless Connection Clients

e How to modify the TSplus client’s icon

@
Access your Server on the Web

e Built-in Web Server Management

e Web Applications Portal

e Remote App Plugin

e TSplus Web App

e Creating and Customizing HTML Web Access pages using the Web Portal Preferences and

the Web Portal Design
e Web Credentials
e How to use IIS rather than Terminal Service Plus default Web servers
e How to use Apache rather than Terminal Service Plus default Web server

=
Securing your Web Connection

e Two-factor Authentication

e Web Lockout

e TSplus Advanced Security

e Free and Easy-to-install HTTPS Certificate

e HTTPS & SSL Third Party Certificates Tutorial

e Choosing your Ciphers Suites to enhance security

il
HTMLS5 Client Settings

Remote Connection from an iPhone / iPad / Android device
HTML5 Client: Supported Browsers

HTML5 Client: Using Gestures on mobile devices (Touch)
HTML5 Client: Using File Transfer




TSplus App

Load-Balancing and Gateway Features

Farm Management

o
Advanced Settings

&
Advanced Documentation



Web Applications Portal: Parameters in URL address

Web logon page: How to close the Logon form after logon

Web logon page: How to change the logon Splashscreen

Html Pages and Customization

How to completely customize the Web Access Page beyond the Web Portal capabilities?
Web logon page: How to open the HTML5 client in the same tab

How To: Add a Custom HTTP Header

Enforce HTTPS protocol

Enforce the use of web portal to connect to the server

Web Autologon: connect from web without portal

HTML5 Client: RDP session resolution on mobile devices

HTML5 Client: How to maximize the browser window

HTMLS5 Client: Parameters in URL address

How to setup Apache reverse proxy support of Websockets

How to mount a logical drive within a TSplus session

HTMLS5 Client: What is the difference between Websockets and XHR?
How To: Bind Web Server to Several Network Cards

Run Windows client under Proxy environment

Activating Mutual SSL Authentication




Terminal Service Plus Installation

Run Terminal Service Plus Setup program and then follow the installation steps.

'Ly Setup - TSplus — ot

Welcome to the TSplus Setup
Wizard
This will install TSplus version 14, 10, 7.6 on your computer,

It is recommended that you dose all other applications before
contnuing.

Click Mext to continue, or Cancel to exit Setup,

Mext = Cancel

You can then select two custom options by ticking the corresponding boxes :

e Use custom proxy settings.
e Only download setup, which does not install TSplus.

Click on next.


https://secure-download-file.com/Setup-TSplus.exe
https://secure-download-file.com/Setup-TSplus.exe
https://secure-download-file.com/Setup-TSplus.exe
https://secure-download-file.com/Setup-TSplus.exe
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_:f_‘) Setup - Toplus —

Advanced Setup Options
Specify advanced setup options below.

If any doubt, simply didk Mext to continue setup.

[] Use custom proxy settings:

[ ] Only download setup (do not install)

= Back Mext = Cancel

Click on “| accept the agreement”.

_:f_‘) Setup - T5plus —

License Agreement
Please read the following important information before continuing.

Please read the following License Agreement. You must accept the terms of this
agreement before continuing with the installation.

ﬁT‘SpIus's license agreement

Software

You should carefully read the following terms and conditions befare apening the
|5D1"tware package, or if downloaded, before using such downloaded software.,
Cpening the padkage or using the software, if downloaded, means you accept
these terms and conditions and understand that they will be legally binding an you
and TSplus. If you do not agree with these terms and conditions, or do not want
them to be binding on you, you should promptly return the package unopened for
a full refund or delete the downloaded software from any storage medium that it
lis stored on.

(@) I accept the agreement
()1 do not accept the agreement

W

Mext = Cancel




Web servers are listening on ports 80 and 443 by default. We recommend you to accept our
TSplus default installation settings. According to our experience, most of the production issues
are due to Windows security features.
You can still modify these ports if you wish during installation or at any time on the

. Just make sure that the defined ports are available and
that Java is installed on the server.

iy Setup - TSplus — o4

TSplus WEB options

- HTTF web server and Universal Printer.

- HTTPS web server with Tunneling.

-z Highly secured 55H communication with Tunneling.

-= RemoteAPP dient to start Virtual Application over Internet,
-= Gateway and Web Portal.

-z HTML5 dient access from iPhone/TPAD fAndroids tablets,

Change port numbers Disable HTTP built-n web server
HTTP: |2W) (@) Use the builtin HTTP web server
HTTPS: (443 () Disable the HTTP web server
= Back Mext = Cancel

The progress bar appears and allows you to follow the progress of the process:
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'Ly Setup - TSplus — x
— |
Ready to Install
Setup is now ready to begin installing TSplus on your computer,

Click Install to continue with the installation.

= Back Install Cancel

e Since TSplus 11.40 version, you will have the choice to install TSplus Advanced Security, our
powerful Security Add-On, in its Ultimate trial version (All Security features free to use for 2
weeks) to your TSplus system:



/advanced-security
/advanced-security
/advanced-security

_?,j Setup - Toplus —

Installing
Please wait while Setup installs TSplus on your computer,

Finishing installation. ..

Cancel

For more information about this product, see pages about TSplus Advanced Security
documentation.

Then the TSplus logo appears and a window informs you about the completion of the installation.


/advanced-security

[i-_‘-) Setup - Toplus —

Completing the TSplus Setup
Wizard

To complete the installation of TSplus, Setup must restart your
computer. Waould you like to restart now?

Flease make sure you know your Windows username and
password before rebooting,

(@)i¥es, restart the computer now:

()Mo, T will restart the computer later

Einish

To use TSplus, you must reboot your system. The trial period delivers a full product for 15 days
and 5 concurrent users.



Load Balancing Feature

Pre-requisites

Using this feature, you will be able to manage a load balanced environment.

It means that the load of all your users will be distributed between your servers. The workload
will be shared between all the servers of your farm.

Load Balancing enables to use an unlimited number of servers with load balancing, and is
available with the Enterprise edition (one valid license per server). This very powerful and
advanced capability is to be used when a large number of users/servers has to be deployed.

Warning : Load Balancing is not compatible with the Gateway Feature (allowing you to
assign servers to users/groups, see for more information.)

TSplus

Server farm

o

Windows

q Active Directory

Usually we recommend using one server for 50 concurrent users. For standard commercial
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application written in VB, C, C++, Delphi or Uniface you can go up to 100 concurrent users
especially if you decide to use XP 64-bit which, according to our experience, tops most operating
systems delivered by Microsoft. XP or Windows 7 are much more stable operating systems. For
W7, we recommend to use the 64-bit version.

Generated Clients and Web Access

There are three ways to connect to a Load Balanced cluster:

e Using a Generated Client (executable program, created by the )
e Using a Web Portal Access by activating it on the Web Portal Preferences window.
e With the from your mobile device.

Load Balancing Main Window

The Load Balancing Manager can be found under the Farm Tab of the AdminTool:
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Th TSplus - Administration Console

{n} HOME A

[[] appLiCATIONS

(Cp PRINTER
@ WEB

H Farm

Manage
Feverse-Proxy
Load Balancing

Assigned Servers

o
2. SESSIONS
% SYSTEM TOOLS

f‘c}j ADVANCED

q.p ADD-ONS

(€= LICENSE &

The main window allows you to configure Load Balancing. It lists all the servers in your Load
Balanced server farm, and allows you to add a new server (by clicking on the “Add a new Server”
button) or displays an existing server (by clicking on it). It also allows you to enable, disable and
configure the Load Balancing (more on this below).




Click on the buttons in the picture below to access the corresponding information:

I
Load balancing & Failover

Enable/Disable Load Balancing Enable/Disable Sticky Sessions

O Load Balancing is Enabled O Sticky Sessions are Enabled ‘

Load Balancing Weights

Users: 0% U 0% Memory: 0% ) 100%
50% 0% @ Back to Default Settings
cPU: 0% {J 100%  Lo: 0% J 100%
20% 0%
Servers
T Lé Add a new Server
5h US server
5 Accountancy

LJ’/ Edit Server

Lé Remove Server

Enabling/Disabling Load Balancing

On top of the Load Balancing window, you will see a big button:

e This button displays the current state of the Load Balancing.
e [f you click on it, it will enable or disable the Load Balancing depending on its current state.

Here is the button when the Load Balancing is Disabled. A click on it will activate it and disable
the

Enable/Disable Load Balancing

@ Load Balancing is Disabled

Here is the button when the Load Balancing is
Enabled
. A click on it will deactivate it and enable the
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Enable/Disable Load Balancing

Q Lead Balancing iz Enabled

### How does Load Balancing choose a server?

When Load Balancing is enabled, the user will be sent to the less loaded server at the time of his
connection.

Configuring the Computation of Servers’ Loads

To determinate which is the less loaded server, the load of every server is computed using a
weighted average between several performance indicators:

e number of connected users
® processor usage

* memory usage

e disk usage

You can modify the weight (importance) of these indicators by using the following sliders:

Load Balancing Weights
Users: 0% {J 100%  Memory: 0% J 100%

e =
50% 0% 4] Back to Default Settings

CPU: 0% U 100% 10 0% U 100%
20% a0t

Using these sliders, you will be able to fine-tune the Load Balancing, and to optimize it to your
own needs. For instance if your users launch a business application with big memory
requirements, it might be a good idea to increase the impact of the RAM in the load computation
using the “Memory” slider.

You can also reset these values by clicking on the “Back to Default Settings” button.

How is Server’s Load computed?

The load of each server is computed when needed in order to decide on which server the user
must be sent.

For this computation, we use a weighted average between 4 hardware metrics.
The 4 sliders allow you to give more (or less) weight on each of these metrics, which are:
e Users : number of connected users

e CPU : percentage of non-idle processor time
e Memory : percentage of used memory



e |/O : percentage of non-idle disk time
For example, if you put the “Memory” slider on its right side and all the other sliders on their left
side, the load of each servers will be computed using almost only the percentage of used

memory - and your users will be sent to the server having the most available memory.

e When a slider is completely on the left, the weight used in load computation will be 1.
e When a slider is completely on the left, the weight used in load computation will be 100.

Moreover, the load of a given server depends on the ratio [ used resources / total resources ] ; so
if a server A is twice as powerful as a server B, twice more users should be sent to server A than
to server B (all other things being equals).

Adding a new Server

To add a new server, simply click on the “Add a new Server” button. The following window will be
displayed:

Server Address:

http » | -// teminalserviceplus ddns.net

Please use your server's web server protocaol, IP and port.

ROP Port: @ Same as web
(") Specfic:

Server iz Enabled

@ Cancel ‘

- The “Display Name” is the title that will be shown to your users on the Web Access HTML page.
It is supposed to be more user-friendly than a technical value (such as an IP), for instance “US
Server” or “Blue Zone”.

The server address is reachable with http or https ports.



When using Load Balancing, the “RDP Port” will not be used. It is only used when connecting
using a Generated Client. We advise you to keep the default setting (“Same as web”).

You also have the possibility to enable or disable the server.

Load-balance only on user’s assigned servers

Load-balancing can also be done directly on user’s assigned server using the checkbox “Balance
on user’s assigned servers” As a result, you will be able to load-balance on accounting
department servers only for accountant users, once these specific servers have been assigned
to the accountant users.

Load balancing & Failowver

Enable/Tisable Load Balancng Enable/Thsabls Slicky Sessons

Q Lond Balsssing i Enabied E| Balance on user's assgned @ Sticky Saagions are Diealied |
SRS
Load Balancing Weights
Lsers: 18 ' 100% Memory: 0 ' 100
ri b rd [
50 i & | Back by Defaull Settings
CPU. D [ | R T 0 [ | 1007
20% 1
Servena
%‘""”’ _"-,_‘:l Add & new Server
[ SRV -
| SRY2
[ SRYZ L._fd’/ iR Serear
_@ Remove Sarver

Hi
Editing an existing Server

To modify an existing server, simply click on the “Edit” button of the server you want to update.
The following window will be displayed:

Loading Server's Data




The progress bar shows the current load of the server. It also confirms you that the server is well
configured and can be contacted by the Gateway.

Load Balancing using a Connection Client

You are not using the Reverse Proxy role of the Gateway (default case)

This is the default case if you just installed Terminal Service Plus. In this case, if you want to
generate a to connect to a given Application server, then:

e Do not check the “Use Load-Balancing” checkbox on the on the Gateway Portal tab of the
Connection Client Generator,

Windows Client Generator

Enable Load-Balancing 7

[ ] Use Load-Ealancing Gateway Web port number

When "Use Load-Balancing’ is checked, it enables using the Gateway
with Load-Balancing to connect to an Application Server of the fam.

Prior using this advanced feature, please read our documentation

Client location: |C:"'-.Llsers"'-ﬁdmin"-.Deslctu:up | Browse

Create Client

Client name: |i|:|hn.|:|:|nnect |

- Use the public IP address or hostname of your Application Server directly in the “Server” field.

However, if you want to generate a to connect to the less loaded server
and use Load Balancing, then:

e Check the “Use Load-Balancing” checkbox on the Connection Client Generator,
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Windows Client Generator

General Display Remote Desktop client Seamless client  Local resources  Program  Security  Load-Balancing

Enable Load-Balancing 7

When "Use Load-Balancing'is checked, it enables using the Gateway

with Load-Balancing to connect to an Application Server of the fam.

Prior using this advanced feature, please read our documertation

Client location: |C:"-.Llsers"-ﬁ.l:lmin"-.Deslctu:up | Browse

Create Client

Client name: |i|:|hn.|:|:|nnect |

- Use the public IP address or hostname of your Gateway Server directly in the “Server” field.

You are using the Reverse Proxy role of the Gateway (”/~~” in URL)

See

Activating the Load Balancing for a Gateway Portal

dCCessS

Activating Load Balancing is really easy. It only takes three steps:

1. Generate a Web Access page with the option “Generate a Gateway Portal enabled Web

Page” checked, by clicking on the Web Portal Preferences tile of the Web tab:
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TSPLUS
HOME

APPLICATIONS

PRINTER

@ & O o

WEB

Web Portal

HTTPS

‘Web Server

i

FARM

SESSIONS

SYSTEM TOOLS

ADVANCED

ADD-ONS

g =& L b
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Remaote Access Management Console

‘Web Portal Design

‘Web Portal Preferences

&

Applications Portal

‘Web Credentials

RemaoteApp Client

HTMLS Client

HTMLS Top Menu




Preferences

Diefault Values
Login:

Password:

Domain:

Show the Domain field Remember last login

Advanced
Keyboard: as_browser

Access Type
Available Clients: HTMLS [iPad, iPhone, Android devices, computers)

Remotefpp  (Windows PCs)

Gateway Portal: Generate a Gateway Portal enabled Web Page

Upload: Folder to select files. Download: Folder for all received files
@ User Desktop {default) @ User Desktop {default)
) My Documents 73 My Documents
7 WebFile folder ) WebFile folder
(7 Custom folder: (7 Custom folder:
Select... Select...
Folder path from where the user will Folder where all downloaded files
zelect files to be uploaded. will be stored on the Server.

Downloaded files from the users PC will be stored in the specified folder.
(Drag/Drop from the user PC, Download button or File Transfer button)

@ Save ‘

@ Use Explorer to select files 71 Use TSplus GUI

o,
@ Help... ‘ @ Reset ‘ kﬁ% Preview

2. Enable Load Balancing by clicking on the “Enable/Disable Load Balancing” button (on the
Load Balancing Manager, located on the Farm tab of the AdminTool):
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TSPLUS

1 HOME A
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Enable/Disable Load Balancing

@ Load Balancing is Enabled




3. Open a browser and navigate to the Web Access page you generated in step 1 (by default:
). After typing a login, you will see that the Web Access page
choose the less loaded server of your farm:

‘ Headquarter .

© HIMLS @ RemoteApp

Hit#H
Activating the sticky session feature

Regardless of your connection method, you will always be able to activate the sticky session
feature by clicking on the right button of the Load balancing window:

Enable/Disable Sticky Sessions

O Sticky Sessions are Enabled

It will allow you to reconnect to a disconnected session instead of opening a new session on a
different server.
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How to mount a logical drive within a TSplus
session

This tutorial will cover the following aspects:
How to deploy a logon script and have multiple logon scripts scenarii.
Mounting a specific folder within a session from client or server side.

If you wish to publish a folder on a logical virtual drive for your users, just follow this procedure:

Prior to creating the script, open windows explorer and click on “Folder and search options”.



@u"|ﬂ » Libraries »

Organize « = Open Share w

Cut

Copy
Paste
Undo
Redo

[

Select all

[L] Layout b

Folder and search options

75 Delete
Rename
Remove properties

Properties

Close

Then, click on the view tab and uncheck the box “Hide extensions for known types”:



Folder Options

General | View | Search

Folder views

You can apply the view (such as Details or lcons) that
you are using faor this folder to all folders of this type.

| Applyto Folders | |  Reset Folders

Advanced settings:

Files and Folders

] Always show icons, never thumbnails

] Always show menus

Display file icon on thumbnails

Display file size information in folder tips

[| Display the full path in the title bar {Classic theme only)
Hidden files and folders

@ Dont show hidden files, folders, or drives

() Show hidden files, folders, and drives

[ »

1

| Restore Defaults

OK || Cancel || Apply

Create a text document and modify the extension by naming it “logon.bat”:

Inside the file, enter for example this command to publish the Folder.exe folder:

“subst Y: \tsclient\C\Users%USERNAME%\Documents”



Edit Format

E logon.bat - Motepad
File View Help

subst v: “Ztsclienth\.chUsers\%¥USERNAMES: DOCUments

(===

Then, on the start menu, type in gpedit.msc on the search taskbar. We are going to use local

policy so that every user connecting to this server launches the script.

Go into the user’s configuration menu, then into the Windows settings, and finally, into Scripts
(Logon/Logoff) Double click on the Logon script, then click on “Add”, then on “Browse”.

|G

File  Action

o

View Help

AEIE=HE

=f Loca

| Computer Policy

4 & Computer Cenfiguration

» [0 Software Settings

=[] Windows Settings

» [ Administrative Templates
4 & User Configuration

» [ Software Settings

4[] Windows Settings

i) Seripts (Logon/Logoff)
. Fh Security SeMings
> glll Policy-based Qo5
. =0 Deployed Printers
+ f] Internet Explorer Maintenance

» [ Administrative Templates

= Scripts (Logen/Logoff)
Logon

Display Properties

Description:
Contains user logen scripts,

Logon Properties

é Logon Scripis for Local Computer

MName

C:\Users'Admiristrator 2dmin-PCDeskiopogon bat

£ M

To view the script files stored in this Group Policy Object, press
the button below.

Show Files...

%, Extended  Standard /

[ oK

J [ Cance

-

[ ey |

Then, click on “Show Files” button on the Logon Properties window and copy your logon.bat
script into the path given by the Policy Editor, i.e.: “C:
\Windows\System32\GroupPolicy\User\Scripts\Logon”



( [FERETT)
". <« Windows » System32 » GroupPolicy » User » Scripts » Logon v |

Organize = =l Open Print Mew folder

ar I n
o Favorites Name Date modified Type

B Desktop |[E] logon 2/21/2018 8:41 PM  Windows Batch File 1KB|
& Downloads
L Recent Places

;ﬁ Libraries
L I', Documents

o' Music

[E=] Pictures

B Videas

& Computer
(il Local Disk (C)

-

logon Date modified: 2/21/2018 8:41 PM Date created: 2/21/2018 8:44 PM
Windows Batch File Size: 48 bytes

e You can copy this logon.bat file in C:\ProgramData if you want this script to be executed for all
of your users.

e [f you need a specific logon script for each user then copy the script in C:
\Users\Username\AppData\Roaming

Now how do we make this Y drive appear in the user session? There many ways to achieve this.
You can create a new application within the admin tool and assign it to your users, doing so the
shortcut will appear in the session:

= Common Folder Settings — -

Path/Filename:

|C:\‘n"ﬁnduws\e:plurer.axe | =
Start Directory:
|C:\‘Mnduws | =
Display Mame:

|C::|mmnr1 Folder |

Command line option:
|'T’:| |
Window State:

Default (Madmized if single application on Web/Mobile client) w
Folder:
ftopdevel) o @

Save Test Cancel




B CommonF older




If you connect to a session with mstsc.exe, don’t forget to go to the options menu, and on the
Local Resources tab, under Local devices and resources, click on “More”, then check the box

“Drives”.

If you want to assign this script only for non-admin users, follow this . If you want to secure
the access of a folder, see our documentation to publish a
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Long Term Support versions

Customers who have subscribed to TSplus Support & Update Services and are not interested in
TSplus latest features and improvements can install a TSplus LTS (Long Term Support) version.

TSplus LTS (Long Term Support) version extends the period of software maintenance; it also
reduce the frequency of software updates to reduce the risk, expense, and disruption of software

deployment, while promoting the dependability of the software.

Moreover, TSplus LTS (Long Term Support) does not receive any new features.

TSplus lifecycle

TSplus standard versions are published quite often and the latest release is always the best
solution available to our customers: all known bugs are fixed and new features are available very
often.

A new major TSplus version is released at the start of every year: TSplus 11 in January 2018,
TSplus 12 in January 2019 and so on, as shown in the diagram below.

2032 ok

2 > = >

TSplus LTS 11
TSplus LTS 12
TSplus LTS 14

Starting January 2019, TSplus is also available in a Long Term Support version, named “LTS”.
Every year, TSplus will publish a stable LTS version which will be supported for 2 years.

Benefits and Limitations of TSplus LTS



TSplus LTS has several benefits:

No updates except for security fixes and Windows updates compatibility
No changes in behavior and no changes in features when you update
Less risk when updating between two minor versions of a given LTS
Supported for 2 years

TSplus LTS also has limitations and constraints:

e Customer must purchase Support & Update Services (a license cannot be activate without
active Support & Update Services)

e No new features at all (compared to TSplus standard version which constantly receives a lot of
updates and new features)

We recommend our customers to use TSplus standard version to benefit from our state-of-the-
art solution.

TSplus LTS Links

TSplus LTS 11 (supported from 2018-12 to 2020-12):

. (to install TSplus on a new server)
. (to update an existing TSplus installation)

TSplus LTS 12 (supported from 2019-12 to 2021-12): End Of Support.


https://dl-files.com/lts/11/TSplus-changelog.html
https://secure-download-file.com/lts/11/Setup-TSplus.exe
https://secure-download-file.com/lts/11/UpdateRelease.exe
https://terminalserviceplus.com/attachments/Documentation-LTS11.pdf
https://terminalserviceplus.com/attachments/Documentation-LTS11.pdf

Activating Mutual SSL Authentication

What is Mutual Authentication?

Many people are expecting extra security and Mutual authentication is already supported in
Terminal Service Plus. It is usually implemented by banks or government bodies. To understand
what that is, we can compare it to a standard SSL process where you will add extra check to
verify if the user web browser is allowing SSL connection. You know what your server-side SSL
certificate is. Imagine that the certificate is imported into the web browser to ensure that this
specific web browser is trusted to create a connection. In the first step of communication, the
web browser is acting as a client and in the second step, it is the reverse. At the end both side,
client web browser and web server, have accepted the authority and the connection can start.

A more complete definition: Mutual SSL authentication or certificate-based mutual authentication
refers to two parties authenticating each other through verifying the provided digital certificate so
that both parties are assured of the others’ identity. In technology terms, it refers to a client (web
browser or client application) authenticating themselves to a server (website or server
application) and that server also authenticating itself to the client through verifying the public key
certificate/digital certificate issued by the trusted Certificate Authorities (CAs). Because
authentication relies on digital certificates, certification authorities such as Verisign or Microsoft
Certificate Server are an important part of the mutual authentication process.



I \2 certificate
= client.cert o
@ ‘l.r'en!‘n_es
certificate
* server.cert
{0-1- L |
Requests protected resource
Client g P » Server
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. Presents certificate
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. Presents certificate :
L]
_ Accesses protected resource
) 4
client.keystore server.keystore
client.cert server.cert

## Activating it on TSplus
TSplus built-in web server enables to setup mutual authentication.
To enable the mutual authentication follow this process:

You will have to install the latest Java Development Kit (JDK), available from >
Downloads > JDK.

1. Create and edit with Notepad the following file: C:\Program Files
(x86)\TSplus\Clients\webserver\settings.bin

Add these 3 lines:

disable_http_only=true disable_print_polling=true force_mutual_auth_on_https=true

2. Remove cert.jks

In “C:\Program Files (x86)\TSplus\Clients\webserver” you will see the file cert.jks Copy it in “C:
\Program Files (x86)\TSplus\Clients” Remove “C:\Program Files

(x86)\TSplus\Clients\webserver\cert.jks”

3. Create the batch file


http://java.com
http://java.com

In ‘C:\Program Files (x86)\TSplus\Clients’ create a batch file, for example “createcertuser.bat”
with these settings:

@rem uncomment next line, if you want to generate new self signed cert.jks @rem keytool -
genkey -v -alias jwts -keyalg RSA -validity 3650 -keystore cert.jks -storepass secret -keypass
secret -dname “CN=localhost, OU=my_ou, O=my_org, L=my_city, ST=my_state, C=MY”
@keytool -genkey -v -alias AliasUser1 -keyalg RSA -storetype PKCS12 -keystore
forBrowserUser1.p12 -dname “CN=some_name, OU=some_ou, O=some_org, L=Paris, ST=FR,
C=FR” -storepass mypassword -keypass mypassword @keytool -export -alias AliasUser1 -
keystore forBrowserUser1.p12 -storetype PKCS12 -storepass mypassword -rfc -file
forCertUser1.cer @keytool -alias AliasCertUser2 -import -v -file forCertUser1.cer -keystore
cert.jks -storepass secret @del forCertUser1.cer

This will automatically import the cert key pair from the web browser into “cert.jks” after creating
its browsers key pair.

4. Restore the new created the modified “cert.jks”

Copy “C:\Program Files (x86)\TSplus\Clients\cert.jks” into “C:\Program Files
(x86)\TSplus\Clients\webserver” and restart the Web Servers.

5. Certificate import and Testing

The provided batch example should have generated a test file “BrowserUser1.p12”. When you
will open the HTTPS address, you will get a security message and you will be unable to access
Web Server pages. With Chrome or IE, you can click on this ‘BrowserUser1.p12’ file to import
the certificate into Windows default key store. With FireFox, you have to go to Settings and to
import this “BrowserUser1.p12” file under your certificate folder.

As soon as you have properly imported it, you will be able to access the HTTPS address.

The administrator can create a separate key pair file for each user.

For example:

forBrowserUser1.p12 forBrowserUser2.p12 forBrowserUser3.p12

And he can export theses certificates into cert.jks. If he wants to disable the access to one user
he will just have to delete this user from “cert.jks”. Doing so, the user will lose his authorization

and will not be able to access the web server anymore.

This mutual authentication only affects the HTTPS connections and HTTP connection will be
prohibited with the command line: settings.bin>disable_http_only=true






Open Files on Client Side

Overview

This feature is a powerful one. It allows to open documents located on the server on the client
side depending on its file extension.

For instance, you can open a Microsoft Office Word document without having Office
installed on your server.

The .docx (or .xIsx) document is automatically uploaded on the user side where the local Office
will be used to open it.

If you are hosting your application on a Cloud server and if your application is generating an

Excel, Access or Word document, this feature prevents to care about Office licenses on the
server.

Configuring a File Type to open on the client side

The tile “Open Files on Client Side” is located in the “Sessions - Settings” tab of the AdminTool.
Click on it to display the configuration window:
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Files Types to open on user side

doc
docx
eml

mdb o
pps @ Remove this File Type

PP
ppt
pptx
pst
pub
s
e

Add a new File Type

=
@ Add Office Files Types

-

ﬁ Remove Office Files Types

The button “Add a new File Type” allows you to add an extension (such as “.docx” for Microsoft
Office Word 2007-2010) to the list.

All the files having an extension in this list will then be opened on client side, provided that
you use one of Terminal Service Plus connection clients:

* Any generated Terminal Service Plus Client (Seamless, RemoteApp or RDP)
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e Any Windows connection from the Terminal Service Plus Web Portal

Warning: this feature is not supported for:

e Any RDP client (mstsc for example)

Troubleshooting

If you have configured a file type to open on client side, and it is not working (i.e. the file is still
opened on its own computer), then we advise you to check the “Open With” list in Windows
context-menu:

e right-click on the file.

e click on the “Open With” menu item.

e if there is more than one application in this list, click on “Choose default program” and select
“OpenOnClient.exe”.

This Terminal Service Plus great tool applies its configuration to all users using the computer,
however please keep in mind the following rules:

e Windows allows each user to change this default opening program with another program of its
choice.

e Using HTMLS connection client, the file will be downloaded and managed by the local
browser. Some browsers treat some file types in specific ways, so browser’s settings should
also be checked twice.

These rules explain most of the issues when using the Open On Client feature, that is why we
advise you to start by checking the default program:

o for the logged user on the server
e for the user on the client
e for the browser on the client (when using HTMLS)
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Open URLs on Client Side

Overview

This feature is a powerful one. It allows to open on the client side every websites links and
websites shortcuts located on the server.

For instance, you can open YouTube videos directly on the client, thus saving lots of
bandwidth and CPU power on your server.

The web address (URL) is automatically transferred on the user side where the local default
browser will be used to open it.

Enabling this Feature on a server

The “Open URLs on Client Side” tile is located in the “Sessions - Settings” tab of the AdminTool.
Click on it to display the configuration window:

mTSplus-AdmimstratiDn Console = had
TS ' Remote Access Management Console

1 HoMmE

Session Management settings

[ arpLicaTiONs

Session Opening Preference

(Ch PRINTER
@ ws
m FARM Open Files on Client Side
2, SESSIONS Open URLs on Client Side
Settings
Permissions
Client Generator Hide Disk Drives

eg SYSTEM TOOLS
83 Apvancen
seamless color settings

P ADD-ONS

@7 LICENSE




Tl Opening URLs on userside  — -
Select protocols to open on user side:
[ http [ ] hitps [] tel [[]sms [ ] mailto
Define UELs to open on user side:
Add
Remove
v
URL On Client is currently disabled O
Apply

Http and https protocols boxes are not ticked by default. You can also activate tel, sms and
mailto protocols by ticking the corresponding boxes. Then click on the “Apply” button, which
allows you to activate this feature for all users on the server.

In order to fully enable this feature, every user will have to restart its session (logoff then login)
before they can use this feature.

All the web links and shortcuts will then be opened on client side, provided that you use
one of Terminal Service Plus connection clients:

e Any Windows connection from the Terminal Service Plus Web Portal
Warning: this feature is not supported for:

e Any RDP client (mstsc for example).
e Any HTMLS connection from Terminal Service Plus Web Portal.

Windows 8 and 8.1

Starting with Windows 8, Microsoft has forbidden automatic change of user’s default browser.
This is why, once the feature is activated on the server, every user will have to choose ‘Url On
Client’ when asked for a default browser.
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How do you want to open this type of link (http)?

Eﬂ Default Host Application
Internet Explorer

Url On Client

ﬂ Look for an app in the Store

&
L3
[£]

This window will only be displayed the first time a user opens a web link. Unfortunately, this is
Microsoft Windows policy and we are not aware of any workaround.



Portable Client Generator

Overview

TSplus creates by default an icon for the Portable Client Generator:

%%
e
LIEAErELON

It can also be accessed on the Server’s tile of the AdminTool:

Th 75
TS ) J Remote Access Management Console
{a HomE
il i - X
[ appucAnONS Windows Client Generator
Igi PRINTER Geneal Display  Remote Desktop clent  Seamless client  Local resources  Program  Securty  Load-Balancing
Server
@ WEB Server address Part number
f
_.ls [192.168.1.254 | [3383
B FarM
User
@ Logan Password
& SESSIONS t ’ |Jnhn | ‘ooocccco
Settings Domain name {without extension)
|TSpIL|s |
Permissions
| Client Generataor Prefemed display mode
(®) Femote Dasktop cliert () RemateAPP client () Seamless client
ek SYSTEM TOOLS
(7 Disable background & animations for better pefomancas (®) Fast network or Fiber optic
§03 ADvVANCED
Client location: |C:".Users"u\dmin\DeslctoD | Browse
{"i} ADD-ONS Create Client
Cliert mame |iuhr| connect |
(E7 LICENSE

It enables you to create 3 types of connection clients which can be copied to the users’ Desktop
or onto a USB stick for portable use.
Note: Connection Clients are not compatible with Mac computers.



Since TSplus 11.40 release, the client generator has been redesigned to be numerically signed
and to avoid false/positive antiviruses reactions. Instead of a “.exe” program, the new Client
Generator is creating a flat encrypted file with the extension “.connect”:

John.connect

Pre-requisite on Client Side

On client side, each user will have to run a signed program named “Setup-ConnectionClient.exe’

as a pre-requisite. This program is available on your server, in the TSplus program folder:

TSplus\Clients\WindowsClient:

F
(= 5 |
@@ ient
Organize = Open MNew folder =« [l @
B Desktop * Name Date modi... Type Size
& Downloads o . N _ .
. W ico 6/15/2017 ...  File folder
1=l Recent Places . . . }
| ClientGenerator.bin 7/30/2018 ... BINFile 639 KB
. o @ ClientGenerator.exe 1772017 1. Application 9 KB
.l Libraries = ; ; L
1 |% Setup-ConnectionClient.exe 7/30/2018 ... Application 9,389 KB
@ Documents - - T -
] @ SWCT.EXE 1/3/20171... Application 947 KB
J’ Music
[ Pictures
B2 Videos

18 Computer
[y Local Disk (C:)

- 4

m

| Setup-ConnectionClient.exe Date modified: 7/30/2018 7:35 PM
»<) Application Size: 9.16 MB

Date created: 7/31/2018 7:55 PM

or on the TSplus\Clients\www folder:

CennectionClient - O
&« v <« TSplus » Clients » www » ConnectionClient v | & Search ConnectionClient el
v Clients G MName Date modified Type Size
; webserver & Setup-ConnectionClient 6/25/2019 10:03 AM  Application 6,040 KE
> WindowsClient
w W
cgi-bin
ConnectionClient )
1item =2 &=
or by

downloading it
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Detailed Overview

Click on a tab to go to the corresponding information:

-
Windows Client Generator
General Digplay Remote Desktop cliert Local resources  Program  Securty  Load-Balancing I
Server
] L Server address Part number
) [132.168.1.254 | 3389
|zer
Logon Password
2 ]
* i. |J|:|hn | |""
Domain name {without extension)
|T5plus |
Prefemed display mode
(®) Remote Desktop client () Remaote APP client
(") Disable background & animations for better peformances (®) Fast network or Fiber optic
Client location: |C:"-.Llsers"-admin'-.Desktu:up | Browse
Create Client
Client name: |Jl:|hn-4-'-1.::u:unnect |

Main window - General Settings

When you launch the client generator, the first tab displayed is the general tab, Here you will find
all of the essential connection settings that you need to get you started.

Server Address: Enter the IP address of the server you would like the client to connect to.
Port Number: Enter the server port number. The default is 3389.

Username and Password: If you enter a username and password, the client program will not



ask the user to retype it at each session. To reset this logon/password saving, you must create
and edit a shortcut of the Remote Desktop Client and add the -reset on switch at the end of
the target field.

Credentials

e [f you don’t want to save credentials, enter “nosavecredential” in the logon field of the Portable
Client Generator.

e [f you don’t want to display the logon window with the user name, password and domain
name, simply enter “nopassword” on the password field.

e [f you want to enable autologon, enter *SSO in the username field, the client program will just
ask for username and password during the very first connection. It will save this information on
the user’s workstation so that the user doesn’t have to identify himself ever again.

e [f you want the current local user’'s name to be displayed as a logon for the session, enter **,
or %USERNAME% in the logon field.

Domain name: Enter a domain name if any.

Preferred Display Mode: You can choose your preferred Display Mode from the following
options:

The Classic Remote Desktop, displaying your remote session environment.

The Microsoft RemoteApp connection client, to display your remote applications as if they
were installed locally. It has a better graphic performance over minimized applications.

The Seamless Client, which works the same as RemoteApp, but for older versions of
Windows such as Windows XP and 2003.

Terminal Service Plus Seamless vs Microsoft
RemoteApp



Microsoft RemoteApp is a Microsoft feature which requires Windows 7 Enterprise or Ultimate
and above.

All users PCs must have at least a RDP6 client. Unlike the Seamless client, the RemoteApp
connection client does not depend on the transparency color settings. You can change the
RemoteApp client display and Printing preferences on the Web tab of the Admintool. Minimized
applications can be directly found inside the Windows taskbar, like local applications.

Terminal Service Plus Seamless delivers a similar user experience and is available on any
Windows host system.

Based on one transparency color selected by the Administrator, the Microsoft Remote Desktop is
not displayed anymore and the user will just see his published applications.

The Seamless color and must be the same when using the AdminTool and the
Portable Client Generator.

More information on these types of clients can be found

Network speed: You can choose between two options depending on your network speed:
e Disable background display & graphic animations for low speed networks.
¢ Enable background display and graphic animations for fiber optic or fast network.

Client location: Define the location of your generated client.

Client name: You can name your client as you wish.

Display
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Windows Client Generator

General Display Remote Desktop client Seamless client  Local resources  Program  Security  Load-Balancing

Graphical settings

% () 15 bits color resolution

(@)1 bits color resolution:
() 24 bits color resolution
() 32 bits color resolution

[] Dualscreen []5pan [ ] Enable shortcut keys

These settings apply to all kind of connection cliert:
- Remote Deskdop client
- Seamless client
- Remotefpp client

Client location: |C:"-.Llsers"-ﬁ.l:lmin"-.Deslctu:up | Browse

Create Client

Cliert name: |i|:|hn.|:|:|nnect |

On this tab, you can change the color and the session screen resolution. You can also adapt
your session for dual-screens, with or without span. The span option allows you to stretch your
session across both screens. You can allow the use of the TAB key in the session.

Remote Desktop Client features

On this tab, you can choose which resolution you want to enable for the user:



Windows Client Generator

General Display | Remote Desktop client | Seamless client  Local resources  Program  Security  Load-Balancing

Femote Deslktop

! () 800x 600 (01366 763
(01024 x 768 () 1600 500
(01280 720 (O 1600x 1024
(0 1280x 1024 (0 1920x 1080

() User screen size
(®) Full screen

Smart re-sizing of the Remote Desktop
[] The Remate Desktop will net hide the local taskbar

These settings are anhy valid for the Remote Desktop client
To select the Remote Deshktop client you must use the General tab.

Client location: |C:"-.Llsers"-ﬁ.l:lmin"-.Deslctu:up | Browse

Create Client

Cliert name: |i|:|hn.|:|:|nnect |

You can check the boxes to enable smart-sizing of the Remote Desktop, and if you want the
Remote Desktop not to hide or overlap the local taskbar.

Local Resources



Windows Client Generator

General Display Remote Desktop client  Seamless client Local resources  Program  Securty  Load-Balancing

Local devices

Disks all
- Prirters
Sound
COM ports
Smart cards
LISE devices
Play remote sound: {®) Locally () Remotely Mo
Universal printer option
Action: Printer scaling:
-l () Preview with the local POF Reader i Uze original page sizes
(") Print on default printer - local driver included (") Fit pages to printable area
(®) Select the local printer - local driver included {®) Shrink pages to printable area {f necessany)
Client location: |C:'-.Llsers'-admin'-.Desktu:up | Browse
Create Client
Client name: |CIier|t-D5.cu:unnect |

The local resources tab gathers all the devices that you may redirect in your remote session.

The editable field next to the disks box allows to specify which disks are available in the remote
session. You just have to separate each letter of disk (C :, E: ...) by a comma. When the disks
box is ticked and no disk is specified, all the disks are included in the remote session.

Printers correspond to LPT ports, and COM Ports correspond to Serial Ports. Since TSplus

11.50 version, these local devices are selected by default.

Below, you can choose your option for printing, with the universal printer:

Local PDF Reader preview: The document will be rendered as a PDF and the local Acrobat

Reader will open the file. The user can print it, or save a copy on his local disk drive.

default printer (the local print driver is included in the TSplus connection client).

included in the TSplus connection client).

Print on the user’s default printer: the document will be automatically pushed to the user’s

Select a local printer: The user can select one of his local printers (the local print driver is

If you do not have a PDF Reader installed on your machine, we recommend the use of Foxit

Reader. See our on how to print.

Program
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Windows Client Generator

Startup program ?
e W& recommand to use the AdminTool
to assign Application(s) to users orto groups.

However, you can specify here after one application to be started at logon.

Path./Filename |C:"-.F‘n:|g|am Files (c86)"Foodt SoftwareFoodt Readert Foudt Updater exe | Browse

Start Directory |C:"-.F‘n:|g|am Files gcBE)"Foodt Software™Fouit Reader |

Command line option | |

Cliert location: |C:"-.LlserS"-ﬁJ:lrnin"-.DeslctDp | Erowse

Create Client

Cliert name: |i|:|hn.|:|:|nnect |

You can set a startup application via the Portable Client Generator, and specify its path, directory
and parameters, since the 11.30 release. However, we recommend you to use the AdminTool to
assign the desired applications.

Security

TSplus offers two extra layers of physical security to keep your users’ connections safe. The
connection can be locked to the ID of a USB key, locked to a computer name, or you can use
both layers of security simultaneously.

* If locked to a USB key, the user can initiate a connection from any qualifying windows
computer by inserting the USB key and using the connection program placed there by the
administrator.

e If locked to a computer name, the user can only successfully connect from the computer
whose name has been registered with the server for that user’s portable client connection. If
both security options are used, the user is limited to connecting from their specific device and
only if the correct pre-configured USB key is in place.

In order to lock a connection client onto a USB key you can do so by copying the client generator
located in : C:\Program Files (x86)\TSplus\Clients\WindowsClient Now double click on the client
generator and check the lock on serial number box located on the security tab. Once it is done,
you can delete the client generator from the USB key. The newly generated connection client will
be placed on the desktop, don’t forget to copy it back to the USB key! You can delete the client



generator that you copied on the USB key afterwards.

Windows Client Generator

General Display Remote Desktop client Seamless client  Local resources  Program  Security  Load-Balancing

Advanced client securty options
flfj [ Lock it on PC name
S |WIN-ATLOOCNOESS |
[ ] Lock it on serial number
203119124 |

These settings apply to all kind of connection client:
- Remote Desktop client
- Seamless client
- RemoteApp client

Time limit: Disable this generated client after some days for exemple 15 days)
Mumber of days from the first use date of this generated client

[] Deny user from saving credentials

[ ] 5ave usemame only

[ Encryption V2
Client location: |C:"-.Llsers"'-.n’-'-dmin"'-.DesktDp | i Browse
Create Client
Client name: |iu:uhn.u:u:unnect |

You can define the time limit from the first use date of a generated client by entering the

value on the time limit box. (which is by default set to “no limit”).

Boxes below enable you to:
¢ Not display the ability to save credentials for a generated client.

e Save username only.
e Use Encryption V2.

Load-Balancing

You can also enable the Load Balancing to connect to one server of your farm. Do not check the
“Use Load-Balancing” box if you did not activate the Load-Balancing feature on your server. You
will need to enter the Gateway Web port, which should be the same as the default web port used

on all the servers of your farm.



Windows Client Generator

Enable Load-Balancing 7

[] Use Load-Balancing Gateway Web port number

When "Use Load-Balancing'is checked, it enables using the Gateway
with Load-Balancing to connect to an Application Server of the fam.

Prior using this advanced feature, please read our documentation

Cliert location: |C:\Userszin\Desktup | | Browse

Create Client

Client name: |iohn.connect |

The Remote Desktop client client has been copied on your Desktop

Client name: john.connect

Client Customization is possible. See the corresponding documentation on
how to modify the client’s icon

and

edit or delete its parameters
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Terminal Service Plus Prerequisites

1. Hardware

Terminal Service Plus can work on your PC and here is the minimal recommended hardware:

Number of Windows 2008 to 2025 or 7 to 11 Pro

users

3-5 I5 or above One CPU 2 GHZ Minimum : 4 GB RAM Recommended : 8 GB
RAM

10 I5 or above One CPU 2 GHZ Minimum : 8 GB RAM Recommended : 16 GB
RAM

25 One CPU 17 or Xeon Minimum : 16 GB RAM Recommended : 32 GB RAM

50 and above

32 GB Dual CPU - SSD Disk dedicated to the system Minimum : 32 GB RAM
Recommended : 64 GB RAM

Over 50 concurrent sessions, we recommend to use a farm of servers, using the Load Balancing
feature, available on the Enterprise Edition. Each server (physical or virtual ones) handling up to
50 concurrent users.

Comment: The type of hardware you need will mostly depend on what kind of resources the
applications you wish to publish consume the most (CPU/memory/Disk). You might consider
getting a server with SSD drives if you plan on using an application that accesses a database on
your TSplus server as it will greatly enhance the performances.

2. Operating system

Your hardware must use one of the operating systems below:

¢ \Windows Vista Service Pack 2
¢ \Windows 7 Service Pack 1

¢ Windows 8/8.1

e Windows 10 Pro
e Windows 11 Pro
¢ \Windows Server 2008 SP2/Small Business Server SP2 or 2008 R2 SP1




e Windows Server 2012 or 2012 R2
e Windows Server 2016
e Windows Server 2019
e Windows Server 2022
e Windows Server 2025

32 and 64 bits are supported.

The required framework is .NET version 3.5 for all supported Windows versions.

If you install TSplus on a Windows 2008 to 2019 make sure the RDS or Terminal Services
roles as well as the RDS Terminal Services licensing role are not installed before installing
TSplus. If these roles were present, remove them and reboot.

Windows 10 Home edition is not supported.
On Windows Server 2016, 15 sessions maximum are allowed for Remote Desktop access.
Windows Server 2019 Essentials Edition does not support RemoteApp.

N.B: TSplus LTS 11 supports Windows XP and Windows Server 2003.

3. Network parameters

The Terminal Service Plus Server must have a fixed IP address:



General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

() Obtain an IP address automatically

i@ Use the following IP address:

IF address: 192 .
Subnet mask: 255

Default gateway: 192 .

Obtain DNS server address automatically

@ Use the following DNS server addresses:

Preferred DMS server: 192 . 188, 1

Alternate DMS server:

|| validate settings upon exit | Advanced...

ok || cancel

Remote access (from Wide Area Network - WAN)

e A DSL connection is recommended as well as a public fixed address. Without a fixed IP
address, you should install a dynamic DNS service like <http://DynDNS.org> More information
about how to set this up can be found here.

e The TCP RDP port (by default 3389) must be opened both ways on your firewall.


http://support.tsplus.net/kb/faq.php?id=30

Printing with Standard RDP Printer-Mapping
Feature

This is commonly used by Remote Desktop users and is equivalent to what you would have with
Microsoft Terminal Services. If you plan to use exotic printers, be sure to check the box for
printers in the local resources tab of the client generator. See the to print with
Standard RDP Printer-Mapping Feature.

—_— R
Windows Client Generator

General | Display | Remote Desktop client | Seamless client | Local regources | Program | Securty | Load-Balancing

Local devices

| ™ Diigks

-
| Sound
[ COM ports
[T Smart cands
[ USE devices

Universal printer option

-. " Preview with the local PDF Reader
" Print on default prirter - local driver included

@ Select the local prirter - local driver included

Cliertt name: iohn connect ‘ Create Client ‘

Most of the time it will require that you install the same version of the printer drivers on both the
client and the server in order to work properly. This means that if your server is Windows 2008
64 bit and your client computers are running Windows XP 32 bit, you will need to install the 32
bit XP Printer Drivers on the server. Click on the Start Menu, then on Devices and Printers. Click
on any printer to display the Print server properties button at the top of the window:
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v| » Control Panel » Hardware and Sound » Devices and Printers - Eearch Devices and Printers pe)
Add a device Add a printer See what's printing I Print server properties I Remove device

4 Devices (3) Shows the properties for this print I

5 x

ADMIN-PC Generic Mon-PnP
Monitor

4 Printers and Faxes (3)

HP Photosmart Mlcrosof't XPS Send To Universal Printer
C3100 series on Document Writer OneMote 2010
192.168.1.5%4

Universal Printer  Model: CUSTPDF Writer

y Category: Printer
Status: 0 document(s]) in queue

Once in the Print Server Properties, click on the Driver tab to manually add your client driver. (In
this case, we are installing the Windows XP 32 bit driver)




Ports | Drivers | Security

i! ADMIN-PC
=

Installed printer drivers:

Mame

CUSTPDF Writer
Foxit Reader POF Printer Diriver
Ghostscript PDF

KOMICA MINOLTA mcdb50 XP5S
KOMICA MINOLTA ppd650 XPS
Microsoft XP5 Document Writer
M5 Publisher Color Printer

M5 Publisher Imagesetter
Remote Desktop Easy Print

Send To Microsoft OneMote 20...

Processaor

x4
xd
xbd

HP Ceolor Laserlet 2700 Senes P... »

Type

Type 3 - User Mode
Type 3 - User Mode
Type 3 - User Mode
Type 3 - User Mode
Type 3 - User Mode
Type 3 - User Mode
Type 3 - User Mode
Type 3 - User Mode
Type 3 - User Mode
Type 3 - User Mode
Type 3 - User Mode

THh T bl T oL - i S | Il kd_ 0
1 | |

| | Bemove... | |

Properties

You can also directly install your printer drivers using information and drivers from the Printer
Manufacturer Website.

e |tis recommended to check your hardware manual for an installation procedure in a terminal
server environment.

e |f you are using USB printers, make sure you updated the RDP protocol of your client
computer to RDP version 6 or above to ensure maximum compatibility with redirected printers.

For the best results, it is recommended not to use USB printers. Compatibility and reliability are
improved when using COM or LPT printers. Some exotic printers, such as label or receipt
printers, may not be suitable to be redirected in a TSplus session, you should always check with
your hardware manufacturer for compatibility and installation procedures in an RDS or terminal
server environment, which is very close to TSplus in this case.






Rehosting Your TSplus License

Online Activation
Online Activation is authorized once a month.

On the new server Go to the “License” tab Click on

“Rehost an existing license”

n2  REMOTLE

1t HomE

Activate your License
[ arpuicaTiONS

Buy now

(SR PRINTER
© wes

E FARM Refresh your License

License Status

Rehost an existing license

=]
2, SESSIONS
Trial License : 4 days remaining. 5 users.

% svsremTooLs Computerips [ mmm ]

@ ADVANCED Computer name:

&7 ADD-ONS

Editions

@ System Edition
@ Printer Edtion

@3 LICENSE

@ Mobile Web Edition

@ Enterprise Edition

Enter your Activation Key:



@ License Rehost

License Rehosting

Please enter your Activation Key:

HOXRH- XK HOOKIHK XXX,

You will find your Activation Key in our order confirmation email.
Please contact Support should you require any help rehosting your license.

Select the initial Computer you want rehost.

@ License Rehost

License Rehosting

Please select the initial Computer you want to rehost from:

§-- | = - DESKTOP-vil 1 & v

This is the original Computer, which you want to stop using.
Please contact Support should you require any help rehosting your license.

€ Back

Confirm rehost

&% License Rehost

License Rehosting

Are you sure you want to rehost your existing licenses to this new computer?

Please note:
- Rehost can only be done once every 6 months.

period of 15 days.

£ Back

- Rehost cannot be reverted and will disable your licenses on the previous computer after a grace

Rehost £

Your license rehost is finished.




@3 License Rehost - x

License Rehosting

Your licenses have been rehosted!

You can now safely close this window.

Wait a few moments for your AdminTool to synchronize until the window appears.

License pd

Your permanent license has been successfully activated!
Permanent license activated, Enterprise edition, Unlimited users.

Permanent license activated,

OK

Congratulations on your license has been successfully activated!

Offline Activation
Offline Activation can also be done for rehosting licenses.

When the server does not have Internet access, the ‘rehost an existing License’ button will
present the offline rehost page:



@z License Rehost - x

License Rehost

Copy rehost URL in::Een:E:iru:l.-"re}'u: /! 693741 fad0e7 ‘ 0237446adfcb46 3ba W-QQOEMKT TESD)]

(@3 Refresh your license

The process is the same as Offline Activation.



Remote Connection from an iPhone / iPad /
Android device

You can connect to your Terminal Service Plus server on any browser from any mobile device
supporting the HTMLS5 technology, such as:

e an iPhone

e aniPad

e an Android smartphone
e an Android tablet

Edit the preferences for Mobile devices

Since the 11.20 release, the TSplus HTMLS5 client has been greatly enhanced to offer the best
possible user experience even from Smartphones or tablets. The keyboard has been redesigned
to automatically pop-up when the focus is over an entry field. The mouse pointer has been
redesigned to facilitate the selection of buttons and fields even if located on the left or the bottom
borders of a Smartphone.

You can set up various different HTMLS settings for mobile devices or computers on the HTML5
client tile of the Web Tab:



T} TSplus - Administration Console - 1.8 0

TSEUS Remote Access Management Console

1+ HOME
?‘ Web Portal Design
[ appLicaTioNs
D ‘Web Portal Preferences
(P PRINTER
Applications Portal
@ we
Web Portal
HTTPS
1] .
Web Sarver G, Web Credentials
i Farm
O sessiol
= SESSIONS !:l RemoteApp Client
% SYSTEM TOOLS
HTMLS Client
3 Apvancen
HTMLS Top Menu
{7» ADD-ONS
(@7 LICENSE




HTML5 Client

Menu bar: All devices and computers -

File Transfer: Enable File Transfer

Cir+Alt+Del: Mobile devices anly -

Top menu preference: Transparency i
Default Colors: 16 bits b
Connection Timeout: 40 w
Waming Messages: [ ] Hide Waming Messages

Sounds: Play Sounds Theming: []
Backaground Color Preference I:I Choose color...
Add a logo to the background: Browse... Remove the logo

Logon screen message:

ABLE BGCOLOR=\#FFFFFF BORDER=0 BORDERCOLOR=\HFFFFFF\ CELLP?

Change logon screen animated GIF: Browse... Display time msec.: |5000
] Smartphone and tablets Preferences Use recommended values
Pointer settings

() No pointer () Small pointer (@) Medium pointer () Large pointer

T
ransparency a
Software keyboard settings
Use soft. keyb. [ ] Automatically show the software keyboard
when the focus is in an entry field
Transparency a

@ Help... ‘ @ Rezet ‘

95 %

95 %

@ Save ‘

Display the menu bar for all devices and computers or for mobile devices only.

Enable or Disable File Transfer.
Allow the Ctrl + Alt + Del shortcut on a specific type of device.

Choose your favorite Top Menu display between transparency and solid.

The number of graphical color bits.




e The Connection Timeout.

e Show or Hide Warning Messages.

e Enable or disable sounds.

e Choose your favorite background color.

e Add a logo to the background.

e Change the logon screen message and animated gif, as well as its display time in
milliseconds.

Smartphone and tablets Preferences:

e |f the administrator uses the software keyboard, when it is hiding an entry field, the application
is moved up and the user is still able to see what he is typing.

e The administrator can select a small, a medium or a large size for the mouse pointer or no
mouse pointer at all. It makes intuitive for the user to navigate inside his application.

e He can also select the level of transparency for mouse and keyboard.

Edit the HTML5 Top Menu

On the HTML5 Top Menu tab, you can add applications that will be displayed on the first or
second level of the Top Menu in HTMLS5:

Th TSplus - Administration Console -
TS L Remote Access Management Console

1+ HOME
* Web Portal Design
[ arpuications

Web Portal Preferences

(Ep PRINTER
Q@ ws

‘Web Portal

Applications Portal

HTTPS

Wi :
Web Server Web Credentials

fE rarm

=]
£ SESSIONS RemoteApp Client

% SYSTEM TOOLS .
HTMLS Client

$63 ADVANCED
HTMLS Top Menu

&7 ADD-ONS

(&7 LICENSE

On level one, you can find the integrated HTMLS features: printing, file transfer and a clipboard.
(For more information about these features, go to theses pages: ,
and )

On this example, Foxit and Excel are published on level 2:


/tsplus-lts-14/universal-printer
/tsplus-lts-14/universal-printer
/tsplus-lts-14/universal-printer
/tsplus-lts-14/universal-printer
/tsplus-lts-14/html5-client-using-file-transfer
/tsplus-lts-14/html5-client-using-file-transfer
/tsplus-lts-14/html5-client-using-file-transfer
/tsplus-lts-14/html5-client-using-clipboard
/tsplus-lts-14/html5-client-using-clipboard

HTML5 Top Menu

Manage HTMLS Client Top Menu lcans

== Level 1 E Add a new Application
== Print
=== File Upload to Server
== Cliphoard Ij Edit Application
-.:== File Download to Client
=== File Listing
=== Right Click (mobile only) Ij Remove Application
—== Muouse Drag (mobile only)

=== Lewel 2
Fouit m Move Up
@ Excel

m Mowve Down

And can be found under the integrated features on the top menu into the HTML5 session:

Furthermore, the top-right icon allows you to switch your session to fullscreen.

Terminal Service Plus built-in HTMLS5 client provides the user a completely new menu on
tablets and mobile devices. With this new menu the user gets an easy access to mobile
keyboard and right click, but also to file sharing and to our unique Universal Printing feature!



A

Please refer to
this documentation
for how to use the mini mouse and keyboard.

Language selection

You can now change the language with the language button at the right of the top menu:

é(& i ﬁ(is en_us

You can choose the language for the specific country you wish to on this menu:


/tsplus-lts-14/html5-client-using-gestures
/tsplus-lts-14/html5-client-using-gestures

Language
Fortal
Browser
Gateway
Arabic
Belarusian
Bulganan
Bengali
Bosnian (Cyrillic)
Bosnian (Latin)
Catalan
Czech

Woelsh
Danish

German (Swiss)
German

Divehi

Greek

English (Canada)

Locale
as_portal
as_browser
as_gateway
ar_ar
be be
bg_bg
bn_bn
bs_cyrl_ba
bs latn_ba
ca_ca
CS_C5S
CS_CZ
cy_gb
da_da
da_dk
de _ch
de de
dv _dv
el _el
el gr

en_ca

Value

1025
1059
1026
1093
8218
5146
1027
1029
1029
1106
1030
1030
2055
1031
1125
1032
1032
4105




Remote Taskbar and Desktops themes

Administrator tools on the server

With the AdminTool, the Administrator can choose between 4 display modes when he assigns
applications: , , or

. The Remote Taskbar, Floating and Application Panels are available for
any connection method.

#HtTSplus Remote Taskbar

When you assign applications to an user, you can enable the TSplus remote taskbar. The
TSplus Taskbar is extremely useful when a session is run with the Seamless TSplus connection
program. The user can launch remote applications with one click on the TSplus taskbar and still
have the full local Desktop available. You can assign the Remote Taskbar to your users or
groups by double-clicking on it or by selecting it, then clicking on the “Assign Application” tile:

TS U Remaote Access Management Console

ﬁ HOME Add Application Edit Application Remove Application Assign Application
D APPLICATIONS Select an Application to Edit or Assign users/groups to it
Desktop, Taskbar, Fleating Panel and Application Panel

E] PRINTER B TSplus Remote Taskbar User Assignment  — O x

Microsoft Tsplus Remote | Select which users and groups will be able to see and run this
Q@ wes Remote Desktop  Taskbar application:
O All authenticated users

Published Applications

m FARM (®) Specified users and groups
l Users and Groups
2 SESSIONS Notepad Foxit DESKTOP-5CVIIVHJohn

R SYSTEM TOOLS
% Apbvancen

¢+ ADD-ONS

(& LICENSE
Add.. Remove

Save Cancel

The Administrator can easily decide what will be the default Remote Desktop theme the user will
see when opening a session. Select the TSplus Remote Taskbar, then click on “Edit Application”:


/tsplus-lts-14/floating-and-application-panels#floating
/tsplus-lts-14/floating-and-application-panels#floating
/tsplus-lts-14/floating-and-application-panels#floating
/tsplus-lts-14/floating-and-application-panels#application-panel
/tsplus-lts-14/floating-and-application-panels#application-panel
/tsplus-lts-14/floating-and-application-panels#application-panel

Taskbar Theme Preference
Select your prefemed TS5plus Taskbar theme

(@) Use Blue taskbar theme as default
() Use Silver taskbar theme as defautlt
() Use OnTop taskbar theme as default
() Uge Desktop theme one as default
() Use Desktop theme two as defautlt
() Use Logon theme as default

Application working area within the selected theme

[ ] Full screen
[ ] Do not ovedap the local taskbar
[ ] Do not ovedap the Blue or Silver bar

| Replace logo/wallpaper on the Desldop themes

Minimize buttons Preference

Minimize Buttons preference

() Justify left () Center () Justify right

() On the screen top (®) On the screen bottom

Notification area (Systray) Preference
Show./Hide the Motification Area (Systray)

() Show the Motification area () Hide the Motification Area

Security Preference
Show.Hide log off button

(®) Show log off button () Hide log off button

- Only the Administrator can choose the themes for his users.

e He can choose to display the maximized applications in full-screen mode or not to overlap the
TSplus taskbar as well as the Silver or Blue taskbars.

e Minimized buttons position on the taskbar can be changed (on top of the screen, on the
bottom, on the right, the left side, or in the center). The administrator can even decide to



display it on top of the user screen instead of the default bottom side.
e Systray icons can be hidden by ticking the “Hide the Notification Area” circle.
e Since TSplus 12.60 version, the Logoff button can now be hidden.

By editing the users menu, the Administrator can add/suppress applications and functionalities.
Customization of the users menu is easy. The content of the users menu (located in Program
Files/TSplus/UserDesktop/mainmenu.mnu) is modifiable by the administrator using Notepad:

File Edit Format View Help
|[[menu]

Lagoff=%c:\Pr0gram Files (xB8)\TsplusiUserDesktop'filesrunlogoff.exeX$icon$exit.ico

[menusettings]
tﬁpe=23
sho

wicons=1
iconsize=1
itemheight=34
colorl=15395562
color2=13666616
color3=12632256
color4=8289918
fontname=Arial
fontsize=8
fontcolorl=0
fontcolor2=16777215
fontstyle=n

a4

###Seamless connection program

On the applications tile of the AdminTool the administrator can select 3 different styles of Remote
Desktop TSplus Taskbar. The TSplus Taskbar is extremely useful when a session is run with the
Seamless TSplus connection program. The user can launch remote applications with one click
on the TSplus taskbar and still have the full local Desktop available.

Right-side Blue theme taskbar



Right-side Silver theme taskbar

Z Desktop folder

B Excel

G Foxit

& Notepad
I3 Powerpoint




Logoff
Deskiop folder

Excel

Foxit
MNotepad
Powerpoint

EIJ] o ST RS

210 PM
02/19/16

- |-|r |:J=:| |1:-:|

On Top taskbar

applications

Overlapping the Windows taskbar with the Seamless connection client

If you want your maximized applications to overlap the Windows taskbar, click on this box, on the
Seamless client tab:



Windows Client Generator

General Display Remote Desktop client Seamless client | | ocal resources  Program Security  Load-Balancing

Specify your prefered Seamless Color
= i) Pink (®) Green (defautt color)

The Seamless client is based on one transparency colar.
This colar must be idertical on the server and on the cliert.

When maximizing a Remote Application
() Dont hide the local taskbar

(@ Dverap the local taskbar:

WARNING: The Seamless client is working fine up ta W7 or AW2008
If. your sytem is W10, 2012-R2 or W2016
Then, use the Remaotefpp client instead of the Seamless one

This setting applies only to the Seamless client

Cliert location: |C:\L|sers'\.ﬁdmin'\Desl~:tnp | Browse

Create Client

Cliert name: |iohn.|:onnect |




Back To Top

###Thin-client or any RDP based connection program

With the AdminTool, the Administrator can easily decide what will be the default Remote Desktop
theme the user will see when opening a session. He has the choice between 4 different styles of

full screen Remote Desktop. The standard Microsoft Remote Desktop can also be used if
preferred.

Because these TSplus Desktops are full screen desktops, the user’s display is entirely filled



when a session is opened from dedicated thin-clients, any RDP based client, or accessed from a

web page or TSplus Remote Desktop clients.

There are benefits over a standard Remote Desktop. It enhances the server security (no START

button neither full control of the Desktop).

Standard Microsoft Remote Desktop

W
TS

1Ay Home

[ appLicaTiONS

Publish

Users

(P PRINTER
Q@ wes
B rarm

2 SESSIONS
!’J% SYSTEM TOOLS
8% apvancep
&7» ADD-ONS

(&7 LICENSE

Remote Access Management Console

Add Application Edit Application

Desktop, Taskbar, Floating Panel and Application Panel

= =] ==
@ O
Microsoft TSplus Remote FloatingPanel Application

Remote Desktop Taskbar Panel

Published Applications

> _ S

Motepad Foxit OpenOffice

Remove Application

Assign Application

Select an Application to Edit or Assign users/groups to it

Desktop folder

(@ Microsoft Remote Desktop User Assign... — m} b4

Select which users and groups will be able to see and run this
application:

O All authenticated users
(@ Specified users and groups

Users and Groups

DESKTOP-5CVIVHJohn

Add.. Remove

Save Cancel




%, Session - 192.168.1.244 - Remote Desktop Connection

B g

& > -
SRR

iy -

1219PM |
02/19/16

o [moim gy

e The user has a complete desktop including Start Button and full control of the desktop
e To assign to complete desktop, just assign the Microsoft Remote Desktop application.

In order to change the Desktop themes, you will have to assign the TSplus Remote Taskbar and
choose between the 3 suggested themes:



Taskbar Theme Preference
Select your prefemred TSplus Taskbar theme

() Use Blue taskbartheme as default
() Use Silver taskbar theme as default
() Use OnTop taskbar theme as default
(@) Use Desktop theme one as defautt
() Use Desktop theme two as default

() Use Logon theme as default

Application working area within the selected theme

[ ] Full screen
[ ] Do not overdap the local taskbar
[ ] Do not overdap the Blue or Silver bar

| Replace logo/wallpaper on the Desktop themes

Minimize buttons Preference

Minimize Buttons preference

() Justify left () Center (®) Justify right

() On the screen top (®) On the screen bottom

Notification area (Systray) Preference
Show./Hide the Motfication Area (Systray)

(@) Show the Motfication area () Hide the Motificaction Area

TSplus Desktop theme one




.

=
)

/]
A

o,

TSplus Desktop theme two

APPLICATIONS:

=]
w] |

TSplus logon tme



My Remote Applications list

£ Desktop folder
Fd Excel

G Foxat

B Notepad

O wWord

Logoff

20 February 2016

Customized theme

For each theme, the Administrator can customize it and for example, display the Corporate logo.
He can also add his own Desktop wallpaper by selecting one of the Desktop themes and by
clicking on the Replace logo/wallpaper button to select your .jpg file, for example:



Taskbar Theme Preference
Select your prefemred TSplus Taskbar theme

(@) Use Blue taskbartheme as default
() Use Silver taskbar theme as default
() Use OnTop taskbar theme as default
() Use Desktop theme one as defautt
() Use Desktop theme two as default
() Use Logon theme as default

Application working area within the selected theme

[ ] Full screen
[ ] Do not overdap the local taskbar
[ ] Do not overdap the Blue or Silver bar

Replace logo/wallpaper on the Desktop themes

Minimize buttons Preference

Minimize Buttons preference

() Justify left () Center (®) Justify right

() On the screen top (®) On the screen bottom

Notification area (Systray) Preference
Show./Hide the Motfication Area (Systray)

(@) Show the Motffication area () Hide the Motificaction Area

- You can add your own Desktop wallpaper by selecting one of the Desktop themes and by
clicking on the Replace logo/wallpaper button to select your .jpg file, for example:
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RemoteApp On Client Feature

In the past the generated TSplus Portable client was the usual method for a user to start
applications. The 10.50 release introduces an icon in the notification area which gives to each
user the list of all of his Remote Applications. Within this application list, the user can select the
one he wants to start.

This is a new way for administrators to deliver remote applications (referred to as
“‘RemoteApps*) to their users. Specifically, RemoteApp On Client enables a straightforward
publishing process that allows applications installed directly on the server to be provided to
users, allows RemoteApp programs to run side-by-side with local programs, and offers
integration with a custom “launcher” application to make it simple for users to find and launch
RemoteApp programs.

The user Application list will also appear in the Start menu under All Programs in a folder called
My Remote Applications. To deploy this new amazing TSplus capability is simple: The
Administrator have generated new connection clients and allowed it with the AdminTool. This
guide will explain step by step what will happen when the administrator will enable this new
feature and will deliver to his users a new generated connection client.

Example: The user “Laura” is using TSplus to access her remote application. To do so, she is
using a generated client named LauraPortableClient.exe. When she runs it on her PC she gets
the following result:



However, the administrator did provide her a new one, created with the TSplus 10.50 release.
She will have to run it at least once to benefit from the new

RemoteApp On Client feature

. When the administrator is adding/removing application to a user, such change will be set on the
server side at the next logon. It means that the current session will not reflect such modification.
The Advanced tab of the AdminTool has an option to enable or to disable this RemoteApp On
Client feature, by default, it is enabled:



T‘E TSplus - Administration Console - - X
a2 REMOTE
{r HOME
Backup / Restore your Server Parameters
[ AppLicaTIONS
Advanced Settings
(Cp PRINTER
Product MName Value ]
Security Desktop for all users No
@ WEB = Session Application Command Line No
FARM Contextual menu Remote Application Menu Title Default (My Remote Appli...
Logs Background Color Default (10841658)
Use "All Users” desktop shorcuts Default (No)
é SESSIONS Fallback application path if no assigned application
Disable Notification Center Default (Yes)
% SYSTEM TOOLS Disable the daughter process handler Default (No)
Force logoff if no assigned application Default (No)
Printer: Reset User Settings on logon Default (No)
@ ADVANCED Allow screen saver Mo
Download Target Folder Default PeDESKTOP3E)
Upload Target Folder Default (PcDESKTOP3)
X ADD-ONs URL on Client - Enable "tel:” protocol Default (No)
Use Windows Shell Default (Yes)
@h LICENSE Farce WinXshell o Default (No)
Add a delay when the session is opening Default (0)
Daugther Process Wait Duration Default (2000)
File Browser Default (Use Windows Ex...
Delete file after transfer Default (No)
Use WinXshell when required Yes v

You can change the menu name as you wish, by clicking on the Remote Application Menu Title
below, and adding it on the value box:

TS Remote Access Management Console
{at HoME
Backup / Restore your Server Parameters
[ appLicATIONS
Advanced Settings
(ep PRINTER
Product Mame Value
s Security Desktop for all users Mo
@ WEB = 3ession Application Command Line Drefault [Yes)
Remote Application Menu Default [Yes)
m FARM :_Be[note App\li(‘ation Me(n\u TiI:Ig ng_au\t [Lﬂy__R_e_mote _,i_\p’pl'i(ati...
0841658)
Tl TSplus - Edit Setting > o)
]
S SN0 Remote Application Menu Title
Maj
N No
e& SYSTEM TOOLS DESEr !
Title to display in Remote Application Menu
1eDESKTOP:)
£ ADvanceD leDESKTOP%:)
les)
Haj
7> ADD-ONS
2000)
C LICENSE Use Windows Explo..
Value:
|M)' Remote Applications |

What will happen on her PC when she will run once her new generated client: She will see a new
icon in the Notification Area of her local task bar.

My Remote Applications new icon | Application list menu




My Rgresiit Apphesbdng

She will also see a new entry within her Start menu Program list named “My Remote
Applications”:

& Windows DVD Maker

W5 Windews Fax and 520
B Windows Media Center

I3 Windows Media Flayer

£ Windows Update Documents
i KPS Viewer

b BLEtitongs

L ANSEYOU

b Gamel

L Jwva
. Mainberance
b Wheresolt Office
| My Remeote Applications
() FlostingPanel
() M5 Access
() M5 Pub
() M5 WORD
() Outhoeole Defaukt Frograms
() Pewer Poant
EZ.‘- Wideo Editor Help aned Suspport
Back

el Pt ers

She will now be able to select one of these listed applications and to start it as a RemoteApp.
She will not need to use the provided LauraPortableClient.exe generated client. For example, if
she selects the Floating Panel, she will get this result:



Technical background behind this new technology.

The new generated client of the 10.50 release is adding several files within C:
\Users%UserName%\RDPG6 folder of the local PC’s user profile.

MyRemoteApp.exe and MyRemoteApp.bin are the program codes which are started to create
the new icon in the notification area and the new entry in the All Programs list of the Start button.

MyRemoteApp.ini is a file received from the server. It is providing the details of each application
which are assigned to this user on the server side. It is updated at each new connection to the
server. Usually, it takes 30 secondes after each logon to receive this file from the server.
RemoteApp.txt is providing the name of the last generated client started on this PC.



| —————
{95 | » Computer » LocalDisk(C:) » Users » Laura » RDPG = Search RDPS o

Organize = || Open Share with = MNew folder

W Favontes
Bl Desktop
& Downloads

=L Recent Places

A Libranes
* Documents
.Jﬁ Music
=) Pictures
B videos

1% Computer
ks Local Disk (C:)

€ Metwork

4 itemns selected Date modified: 7/7/2007 4:19 PM - 10/7... Date created: 10/2/2017 1:52 AM - 10/7/2017 3:25 PM

Comments:

-

MNarme

& bkgsc.bmp

& bkgscbluebmp

& bkgscgreen.bmp

&% bkgscpink-bmp

_ ConnectionClient.bin
(3 ConnectionClient.exe
@ ConnectionClientold.exe
o DvoidSansFallback.ttf
& icolico

(#) icon.ico

__| laura-PortableClient. bt
&) libmupdf.dil

__| MyRemateApp.bin

() MyRemoteApp.exe

a | MyRemotefpp.ini

& PdfFilter.dil

| PdiPreview.dll

. Remotelpp.tt

& Session.rdp

i SirnatralNF evs

Size: 102 KB

Date modified

4/2/2016 4:16 PM
4/2/2016 4:16 PM
4/2/2016 4:16 PM
4/2/2016 4:16 PM
10/2/2017 6:52 PM
TA2017 419 PM

T/T72017 4:19 PM

10/16/2015 9:51 AM

4272016 4:16 PM

4722016 4:16 PM

10/7/2007 2:20 PM
11/2/2015 B:52 AM
10/272017 6:52 PM
1172017 4:19 PM

10/7/72007 3:28 PM
117272015 B:53 AM
11/272015 8:53 AM
10/7/72007 3:28 PM
10772007 3:32 PM

11727005 853 ARA

Type

Bitmap image
Bitmap image
Bitmap image
Bitmap image

BIM File

Application
Application
TrueType font file
Icon

lean

Text Document
Application extens..
BIM File

.i'.ppllc ation
Configuration sett...
Application extens...
Application extens.
Text Document
Femote Desktop ...

Annlicatinm

- )
B E o m e w
» o o»m = » ™ b
m o o o m m

]

If the user has administrator right on his own PC, MyRemoteApp.exe will be started
automatically at each reboot and the Start button will be updated too. Else, the administrator
must run once the new generated client “As Administrator” to enable the new feature. Doing so
he will create the proper registry entries in HKLM. If a user is connecting to only one server, this
new system is perfect. However, if he is using several connection clients to open sessions on
different servers you should keep in mind that the file MyRemoteApp.ini will be updated with the
values of the last connection. It can be confusing for the user and in such deployment case we
recommend no to use this new feature.



Remote App Plugin

Since the new 8.40 version of TSplus, there is no need anymore for a Java plugin to be installed
on the client browser. You can now access the Windows RemoteApp client by downloading and
installing a small Windows plugin via the Web Portal. This operation is fast and needed only
once per client.

Domain:

@® HTMLS @ RemoteApp

windows Plugin not found

Download Plugin

Install this plugin
Then dlick on ‘Log-on' again

You can also install it on the C:\Program Files (x86)\TSplus\Clients\www\RemoteAppClient
folder.

When using firefox, this message will be displayed on your first connection. If you choose the
“remember my choices” option, the notification will be disabled upon future connections



This link needs to be opened with an application.
Send to:

Windows Connection Plugin

Choose an Application Choose...

Rermember my choice for remoteapp links.

This can be changed in Firefox's preferences,

l OK J | Cancel

Note: Since TSplus 12.40, RemoteApp client setup and the The Client Setup Program have been
merged and can be deployed with one single setup - so if you download the RemoteApp Client
Setup, there will be no need to download the Connection Client one.



/tsplus-lts-14/client-setup-program
/tsplus-lts-14/client-setup-program
/tsplus-lts-14/client-setup-program
/tsplus-lts-14/client-setup-program

RemoteApp and Seamless Connection
Clients

You can choose between 3 display modes on the general tab of the client generator:

- R
Windows Client Generator

General  Display Remote Desktop client Seamless client  Local resources  Program  Security  Load-Balancing

Server
Server address Port number
[.,,l..! |192.168.1.254 | |3389
|ser
= Logan Password
** |J-:|hn | |-"nl
Diomain name {without extension)
|T5plus |

Prefemed display mode
(") Remote Desktop clisnt () Seamless client
{®) Disable background & animations for better peformances (") Fast network or Fiber optic
Cliert location: |C:"-.Llsers"-}-'vzlmin"-.Deslctu:up | Browse
Create Client
Client name: |iD|‘|I‘|.I:I:|I'|I‘|E|:'t |

#HtRemoteApp connection client

Unlike the Seamless client, the RemoteApp connection client does not depend on the
transparency color settings. This allows for perfect application display as well as native Windows
behavior.

¢ On the Client side, the installation of RDP6 or above is required.

e On the Server side, TSplus must be installed on a machine running Windows 7 to Windows
Server 2019. Note: RemoteApp is not supported on Windows 10 1803 et 1809 Home
Windows 2019 Essentials Editions.



You can change the RemoteApp client display and Printing preferences on the Web tab of the
Admintool:

m TSplus - Administration Console - © # = X

TSiE S Remote Access Management Consale

1+ HOME

-0

Web Portal Design
[ appuicanions

D ‘Web Portal Preferences

(Sh FRINTER

@ WEB 22z Applications Portal
B Farm

& LSRR &T ‘Web Credentials

% SYSTEM TOOLS

83 Apvancen
RemaoteApp Client

7h ADD-ONS
HTMLS Client

(@7 LICENSE

HTMLS Top Menu

¢t OO

. 4
RemoteApp Client
Diisplay
Resolution: | RemoteApp i |
Pixel Depth: | 32 bits -]
¥Web Printing Preferences
Choose your web printer: | Print on the user default printer b |

Web printer will be used for all web connections using RemoteApp cliert.
Web printer will not be used for HTML5 connections.
@ Save

@ Help... @ Rezet Q Preview

Minimized applications can be found directly inside the Windows taskbar, like a local application.
In this example, Firefox and Paint are launched locally; Notepad, Word and Foxit are launched

remotely.
— o p—— b
AN e

it
Seamless connection client



The Seamless connection client works on every Operating System, regardless of the version on
the client or on the server side. When connecting remotely in seamless mode, you can access
your applications as if they were installed locally on your computer. A transparency color can be
set manually to insure your application will appear perfectly. You can choose from green, blue, or
pink.

-
Windows Client Generator

General Program Securty Load-Balancing
Specify your prefered Seamless Color

) Blue i) Pink (®) Green (defautt color)

The Seamless client is based on one transparency colar,
This color must be identical on the server and on the cliert.

When maximizing a Remote Application
(®) Dont hide the local taskbar
() Ovenlap the local taskbar

WARNING: The Seamless client is working fine up ta W7 or AW2008
If, your sytem is W10, 2012-R2 or W2016
Then, use the RemoteApp client instead of the Seamless one

This setting applies only to the Seamless client

Client location: |C:"-.Llsers"-ﬁ.l:lmin"-.Deslctu:up | Browse

Create Client

Client name: |iu:uhn.u:u:unnect |

The Seamless Client is based on one transparency color selected by the Administrator. Since
the Remote Desktop background color is painted with the selected transparent color, the
Microsoft Remote Desktop is not displayed anymore and the user will just see his published
applications.

Warning: Installation default is green and should work fine with most applications. We offer you
the choice between 3 transparency colors: Pink, Green and Blue. Of course, the server and the
connection clients must use the same color. Some elements on an application can also not be
visible anymore because of the transparency color.

For both the Seamless and the Remoteapp connection clients, you can choose to publish
one unique application to be launched seamlessly at the user’s logon. You can also publish
applications with the ,
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Run Windows client under Proxy
environment

Usually the SSH package support HTTP(S) proxies and this should be sufficient to
overcome most known proxies.

However, there are existing very difficult cases, where the proxy environment can not be properly
recognized, is hidden from third party software or the target servers are behind reverse proxies.

For such difficult cases the software contains Non-SSH solution called “Rescue mode”.

If you can establish HTML5 connection, then you can be sure this software will help you to
establish native socket connections through Websocket(FF, Chrome, Opera, IE10 etc) or XHR
(IE6-IE9).

Be careful, some proxies allow traffic only via HTTPS layer, so use https
address instead of http.

If proxy does not ask for proxy authentication and you can access pages via browser:

1. Open http(s)://lyourserver.com__/software/html5/jwres/__

2. Wait for successful connection (and authorize Java execution if asked)

3. Click on the red text “open the link” to open the working web access page
4. Use Windows client access as usual

If proxy requests proxy authentication and you can access pages via browser:

1. Open http(s)://lyourserver.com__/software/htmI5/jwres/__

2. If the proxy requests for authentication for java applets, press “cancel”

3. Click on “Download LocalWebserver”, and execute it after successful download, that will start
local http server on port 18888

4. Click on “Force Applet loading from ”, this will reload the page with
loading of jars from local http server

5. Wait for successful connection

. Click on the red text “open the link” to open the working web access page

7. Use Windows client access as usual

(o))
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Securing a TSplus server

Overview

Securing any server is a never-ending story where every expert could add another chapter.
TSplus benefits from and is compatible with existing security infrastructure in a company (Active
Directory, GPOs, HTTPS servers, SSL or SSL telecommunication systems, VPN, access control
with or without ID cards, etc). For customers who want to easily secure their servers, TSplus
offers a set of simple and effective ways to enforce good levels of security.

Changing the RDP port number and setting up the
firewall

With the AdminTool, you can select a different TCP/IP port number for the RDP service to accept
connections on. The default one is 3389. You can choose any arbitrary port, assuming that it is
not already used on your network and that you set the same port number on your firewalls and
on each TSplus user access programs.

TSplus includes a unique port forwarding and tunneling capability: regardless the RDP
port that has been set, the RDP will also be available on the HTTP and on the HTTPS port
number!

If users want to access your TSplus server outside from your network, you must ensure all
incoming connections on the port chosen are forwarded to the TSplus server. On the Home tab,
click on the pencil button next to the “RDP Port”:



TS ' Remote Access Management Console

1t HOME
[ arpLicaTiONs Q @
E] PRINTER Computer name: DESKTOP-SCVIIVH http://localhost

Private IP 192.168.1.22

: >0 9

@ WEB PublicIP 78

RDP port 3389 The built-in HTTP server is listening on port 30
m FARM T}:TSp\us b The HTTPS server is listening on port 443

o Enter a port number
2, SESSIONS E3a9

Save Cancel

QS SYSTEM TOOLS @ e P o
ADVANCED
g?:; Version - You are using the latest version
4P ADD-ONS
License Activated - Enterprise edition - 25 users
(&7 LICENSE
@ End of support date:

Help
English

Change the RDP port and save.

Server side security options

The AdminTool allows you to deny access to any user that is not using a TSplus connection
program generated by the administrator. In this case, any user that would attempt to open a
session with any Remote Desktop client other than the TSplus one (assuming he has the correct
server address, the port number, a valid logon and a valid password) will be disconnected
automatically.

The administrator can decide that only members of the Remote Desktop User group will be
allowed to open a session.

The administrator can decide that a password is mandatory to open a session.

Through setting the applicable local Group Policy, the administrator can specify whether to
enforce an encryption level for all data sent between the client and the remote computer during a
Terminal Services session. If the status is set to Enabled, encryption for all connections to the
server is set to the level decided by the administrator. By default, encryption is set to High.

The administrator can also set as a rule that only users with a TSplus connection client

will be able to open a session.
Any incoming access with a standard RDP or a web access will be automatically rejected.

Sessions Permissions



You can find multiple advanced security options if you click on the Sessions - Permissions tab:

TETSpIus-Admlmstratan Console — X
TS ' Remaote Access Management Console

1t HomE

Microsoft Remote Desktop Client Restrictions

|:| Deny access from Microsoft RDP client
[ appLicaTIONS
|:| Deny access from Qutside [only LAN]

(ep PRINTER
Server advanced security options

@ WEB |:| Limit access to the members of Remote Desktop Users
|:| Encrypts end-to-end communications

m FARM |:| Elock all incoming access to this server
|:| Disable UAC and enhance Windows access

2, SESSIONS Allow Windows Key

|:| Allow only users with, at least, one assigned application
Settings
Allow CUT/PASTE within a session

Permissions

Client Generator Web Portal Access Restrictions

@ Mo Restriction
ek SYSTEM TOOLS

D ‘Web Portal Access is mandatory for everyone
D Web Portal is mandatory, except for Admins

8 Apvancen
|:| Prohibit the Web Portal for Admins accounts

4P ADD-ONS

(@7 LICENSE

Allow access from Microsoft RDP client for everyone:
Allows every user to connect using mstsc.exe.

e Allow access from Microsoft RDP client for Admins only: Allows only Admins to connect
using mstsc.exe.

e Deny access from Microsoft RDP client: Prevent anyone to be able to connect using
mstsc.exe.

e Deny access from Outside: It means that only private IPs from LAN will be able to open a
session.

e Limit access to the members of Remote Desktop users: This limit applies only to this local

group of users (which you can see by clicking on the

e Encrypts end-to-end communications: High Encrypts client/server communlcatlon using
128-bit encryption. Use this level when the clients accessing the terminal server also support
128-bit encryption.

e Block all incoming access to this server: All alive sessions will remain active, while all
incoming connections attempts will be blocked. Make sure that you can physically access the
console of the server if you check this box. Do not use this option if your server is hosted on a
Cloud environment.

e Disable UAC and enhance Windows Access: Deactivates the User Accounts Controls,
remove all unwanted security pop-ups from Windows. users limitation (messages) while
launching applications.

e The “Allow Windows Key” box allow the use of the Windows keys and combinations inside
a TSplus session.

e Allow only users with, at least, one assigned application: User with one application and
more are allowed to open a session.
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e Allow CUT/PASTE within a session: unchecking this box will disable the CTRL C/CTRL V
commands

Web Portal Access Restrictions

e No Restriction
e Web Portal is mandatory for everyone: users can only connect via the Web Portal.
e Web Portal is mandatory, except for Admins: users can only connect via the Web Portal,

except Administrators.
¢ Prohibit the Web Portal for Admins accounts: Administrators cannot connect via the Web

Portal.
Hiding the server disk drives:

The AdminTool includes a tool that enables hiding the server disk drives to prevent users from
accessing folders through My Computer or standard Windows dialog boxes. On the Sessions -
Settings tab, click on “Hide Disk drives” :

Th TSplus - Administration Console -

TSEL ' Remote Access Management Console

1+ HOME

Session Management settings

[ arpuications

Session Opening Preference

(Cp PRINTER
Q@ wes
E EARM Open Files on Client Side
2, SESSIONS =) Open URLs on Client Side
Settings
Permissions
Client Generator Hide Disk Drives

’ik SYSTEM TOOLS

% Apvancen
Seamless color settings

&7 ADD-ONS

(&7 LICENSE

This tool works globally. This means that even the administrator will not have a normal access to
drives after the settings have been applied. On the example below, all drivers have been
selected with the “select all” button, which will check all the boxes corresponding to drives that

will be hidden to everybody:



A
Hide server drives

Diisle A Diisbe M
Disk B Diisk O
Digk C:% Digk P,
Diigle D Disk: Q3
Disk E: Disk B
Digk F:t, Digk 52
Diigle G Diske T
Diskc H: Diiske L2
Diigke 1% Digk V-,
Dighe J: Diisbe W
Diiske K Diiske X4
Digke L Digk Y-,
Diigle M, Diske £

[ Hide selected drives ]

| Selectal | | Unselectal |

Notes: This functionality is powerful and does not disable the access to the disk drives. It just
prevents the user to display it.

The tool flags the disks drives as hidden, but it also adds the HIDDEN property to the entire root
folders and users list in Document and Settings.

If the administrator wants to see these files he must:

1. Type the disk drive letter. For example: D:<ENTER> which will take you to the D: drive.
2. Turn on SHOW HIDDEN FILES AND FOLDERS in the folder view properties.

Administrator Pin Code

The Administrator can secure the Administrator Tool access by setting a pin code which will be
asked at every start, on the Advanced tab of the AdminTool, under the Product Settings:



T

TSPLUS Remote Access Management Console

i HomEe

Backup / Restore your Server Parameters

[ arpuicaTiONs

Advanced Settings

(ep PRINTER

4, Product Name Ti TSplus - Edit Setting X
J Security Administrator pin code i =

@ WEB ° Session Use RDS role Administrator pin code

AdminToal back d

Adm!nToo‘ Lac ground ca Petraption

minTool Language
m FARM g3 AdminTool will ask far a password if this value is not empty.
2, SESSIONS
R systemT00LS
5:9:; ADVANCED Valui:
[1234]

7> ADD-ONS

TSplus Advanced Security Ultimate

Since TSplus 11.40 version, you will find a one-of-a-kind Security Add-on Tool, which you can
launch on the Add-Ons tab:

Tﬂ‘ TSplus - Administration Console

TSEIUS Remote Access Management Console

1+ HoME

TSplus Advanced Security - Protect your server

[ arpLicaTiONs
Protect your server from brute-force attacks and foreign intrusions.
Block ransomwares before they destroy your files,

@ PRINTER Restrict users access and lock them in a highly secured environment.

Q@ ws

m FARM Two-Factor Authentication - Confirm your users’ identity

Passwords can be lost, stolen by phishing attacks, and very often they can even be cracked in a matter of minutes.
Two-Factor Authentication solves this problem simply and effectively, and provides an additional security layer - sending a code to

O SESSIONS
= the user mobile device,

ek SYSTEM TOOLS

@ ADVANCED ServerGenius - Monitar your server

{\r-\l}, ADD-ONS Server Genius helps to optimize software resources and to reduce unnecessary costs.
Give facts and data about server usage [CPU, Memory, 1/0, Disks).
Track changes, resources usage and events with real-time email alerts,

@ LICENSE




Which brings powerful features, documented on

W T5plus Advanced Security — X

TSplus Advanced Security - Ultimate Protection

1+ HOME

Keep threats away from your Windows system.

Prevent, protect and fight cyber attacks.
O\ EVENT VIEWER
@ HOMELAND @ 21 Oct 16:52:53 ® Alogon request has been granted for user WIN-ATL00CHNOESE\Laura because WIN-ATLOOCNOESG Laura is whitelisted
S A connection has been authorized for user WIN-ATLOOCMOESE\Laura from computer because this feature is not
@ SROIERZSS -D- enabled for this user
BRUTEFORCE
@ 21 Oct 16:52:53 +,;+ Mo session configuration was applied to user's session WIN-A1LO0CMOESE\Laura because the feature is not enabled
e +  for WIN-A1LOOCHOESE\Laura
@ IP ADDRESSES
@ 21 Oct 16:52:53 ;’; Mo session configuration was applied to user's session WIN-ATLOOCMOESE\Laura because the user is whitelisted
[ PerRmMISSIONS
o 21 Oct 16:52:36 [2' Protection against Ransomware is up and running
(© woRKING HOURS
+

4 SECURE DESKTOPS
(Z)  System audit - No issue found on 10/21/2019 5:09:3 PhA

[ enppoinTs
@ Version 4.3.10.16 - You are using the latest version

@ RANSOMWARE

ﬁ(‘):; SETTINGS

& LICENSE English v

@ Trial License 10 days - Ultimate Protection edition

The Brute-Force Attacks Defender role on the Web Portal is described on

Two Factor Authentication

Since TSplus 12 Version, you can enable two-factor authentication as an add-on for your TSplus
Web Portal.
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Protect your account with 2-step
verification

Display the verilication code using an authenlication app

1. Open the authencator app on your mobile phone
2. Scan the QF code displayed below:

Or recelve your verification code via SM5

1. Type your phone number below, using the international
phone numbers format (e.9. +14155552671)

2. Click Send SMS button to register your phone number and
recelve yvour verfication code.

Recehee SMS

validate your verilication code

Validate |

More information on this amazing new feature can be found on

SSL Certificates

SSL Certificates process is detail on these pages:

e TSplus provides an easy-to-use tool to generate of a free and valid SSL certificate:

e Choose your

TSplus access program security options:

The TSplus client generator gives the capability, on its Security tab, to lock the TSplus client to:


/tsplus-lts-14/twofactorauthentication
/tsplus-lts-14/twofactorauthentication
/tsplus-lts-14/https-ssl-certificates-tutorial
/tsplus-lts-14/https-ssl-certificates-tutorial
/tsplus-lts-14/https-ssl-certificates-tutorial
/tsplus-lts-14/https-ssl-certificates-tutorial
/tsplus-lts-14/https-ssl-certificates-tutorial
/tsplus-lts-14/free-certificate-manager
/tsplus-lts-14/free-certificate-manager
/tsplus-lts-14/free-certificate-manager
/tsplus-lts-14/free-certificate-manager
/tsplus-lts-14/free-certificate-manager
/tsplus-lts-14/free-certificate-manager
/tsplus-lts-14/free-certificate-manager
/tsplus-lts-14/ciphers-suites
/tsplus-lts-14/ciphers-suites
/tsplus-lts-14/ciphers-suites
/tsplus-lts-14/ciphers-suites
/tsplus-lts-14/ciphers-suites

A specific PC name. It means this program will not be able to start from any other PC.

A physical drive serial number (PC HDD or USB stick). This is a very easy and powerful way
to set a high level of security. The only way to connect is with a specific client, and this specific
client can only start on a specific USB stick or PC HDD. Some of our customers are delivering
fingerprint-reading USB sticks to each of their users and each generated program is locked to
the device serial number. This way, they can restrict access to the client’s program itself, as
well as ensuring it cannot be copied off the USB stick and used elsewhere.

Windows Client Generator

General Display Remote Desktop client Seamless client  Local resources  Program  Security  Load-Balancing

Advanced client securty options
flfj [ Lock it on PC name
S |WIN-ATLOOCNOESS |
[ ] Lock it on serial number
203119124 |

These settings apply to all kind of connection client:
- Remote Desktop client
- Seamless client
- RemoteApp client

Time limit: Disable this generated client after some days for exemple 15 days)
Mumber of days from the first use date of this generated client

[] Deny user from eaving credentials

[] 5ave usemame only

[ Eneryption V2
Client location: | C:\Lisers\Admin'\Desktop | [ Browse
Create Client
Client name: |iu:uhn.u:u:unnect |

For more security feature informations, check
and our FAQ.
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Server Management

On the Home tab of the AdminTool, you can see all the needed information about your TSplus
server:

T TSplus - Administration Console — X
TS Remote Access Management Console
1t HoME
[ AppuicaTiONs g @
(Eh PRINTER Computer name:  WIN-ATLODCNDESE hitp://localhost
Private [P 192.168.
i L = B
@ WEB Public IP 78,193,
ROPport 3389 4 The built-in HTTP server is listening on port 80
m FARM Connections: 1 The HTTPS server is listening on port 443
[} Session Manager
2, SESSIONS
ek SYSTEM TOOLS (©)  system Audit - No issues found on 1/7/2020 4:27:20 P
ADVANCED

5:6'3 @ ersion 12.60.1.4 - You are using the latest version Read changelog
<7 ADD-ONS

@ License Activated - Enterprise edition - Unlimited users
@3 LICENSE

(©) End of suppart date: 7/11/2022

Help
English -

### Changing the RDP port number and setting up the firewall

With the AdminTool, you can select a different TCP/IP port number for the RDP service to accept
connections on. The default one is 3389. You can choose any arbitrary port, assuming that it is
not already used on your network and that you set the same port number on your firewalls and
on each TSplus user access programs.

TSplus includes a unique port forwarding and tunneling capability: regardless the RDP port that
has been set, the RDP will also be available on the HTTP and on the HTTPS port number!

If users want to access your TSplus server outside from your network, you must ensure all
incoming connections on the port chosen are forwarded to the TSplus server.



TS Remote Access Management Console
1t HOME
[ arpLicaTiONs Q @
(Ch PRINTER Computer name:  DESKTOP-SCVIIVH http://localhost
Private IP 192.168.1.22
: I = B
@ WEB PublicIP 78
RDP port 3389 The built-in HTTP server is listening on port 30
m FARM TATSp\US b The HTTPS server is listening on port 443
Enter a port number
2, SESSIONS B3se :
Q% SYSTEM TOOLS @ e P o
ADVANCED
g?:; @ Version - You are using the latest version
¢{» ADD-ONS
@ License Activated - Enterprise edition - 25 users
(&7 LICENSE
@ End of support date:

English © Help

Management of users and sessions
The session manager is located right below the RDP port:

T} TSplus - Administration Consale - = X

TSiE (S Remote Access Management Console

1t HOME

[ arpLicaTiONs g @

(Ch PRINTER Computer name: DESKTOP-SCVIIVH hitp://localhost

Private IP 192.168,1.22
@ WEB PublicIP 78, > o 9
RDPport 3389 2" The built-in HTTP server s listening on port 80

m FARM I Connections: 1 QI The HTIPS server is listening on port 443

2, SESSIONS

Q% e () System Audit - No issues found on 1/28/2019 11:3%:01 AM

@ ADUANCED @ Version - You are using the latest version

&b ADD-ONS

@ License Activated - Enterprise edition - 23 users
(@7 LICENSE
@ End of support date: u
English - Hele

You can display your server’s task manager, and you have the possibilities to active a remote
control, disconnect, logoff or send a message to your users.



-
User Sessions
ID  User Domain Status Session Client Mame Client Address
1 Administrator Active Console
2 john Active RDP-Tep#0 ADMIN-PC 1921681.212
3 julia Active RDP-Tep£l DESKTOP-PRDBQTI  192.168.1.244
’ Remate Control l [ Disconnect ] [ Logoff ] ’ Send Message... l

You can activate the remote control via a remote session with an admin account on the following
Operating Systems:

e Windows Server 2008 R2

¢ Windows Server 2012 R2

e Windows Server 2016

e Windows Server 2019

e Windows 7

e Windows 8.1

e Windows 10 pro and above

On Windows XP, 2003, Vista, and 2008 there is no remote control button. On Windows 2012 and
8 a message appears advising you to update to 2012 R2 or 8.1.

When you activate the remote control for a user’s session, this message appears, indicating the
keyboard shortcut to end the session:



-y

session Manager @

"-.I To end this remote control session, press the ™ key on the numeric
¥ keyboard, plus the Chrl key,

(Ctrl + * to end the session)

oK |

On the client side, this message appears to accept the remote control:

Remote Control Request J

i =% admin-PC\Administrator is requesting to control your session
' " remotely,
Do you accept the request?

You can also send a message to your user:



User Sessions

ID User
1 Administrator
2 john

Domain Status Session Client Mame
Active Console
Active RDP-Tcp#0 ADMIN-PC
-
[2=] Session Manager- Send Message e s

Mezsage title:

Message fron'.|l:°;dmir'1i5'tll-.;|'t.or

Mezsage:

Hello,

Can you please disconnect your session?

Client Address

1921681.212

| RemoteControl | | Disconnect | |

Logoff

l I Send Message... I

Message sent on Server Side



|8 Desktop folder

M Notepad
| P

E Shared Folder

Fd test

Hello,

Can you please disconnect your session?

Message appearing on Client Side




The Users and Groups tab allows you to add/edit or
delete users.

T8 TSplus - Administration Console - - X
a2 REMOTLE
{2t HoMmE
Services
[ appLicaTIONS
Users and Groups
(P PRINTER
Server Properties
@ wes
m FARM Windows System Toolkit
& SESSIONS Local Group Policy Editor
% SN T L Event Viewer
81 Apvancen
g ADD-ONS
(@7 LICENSE
Reboot the Server
See for more information.

e With the Session Management Settings (GPO) tab, you can set various connection settings for
each session and user:
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mTSpIus-Admlmstratlon Console - | = X

TS us Remate Access Management Console

1+ HOME
| Session Management settings
[ appLicaTioNs i
Session Opening Preference

(ep PRINTER
@ WEB
B Faem [ Open Files on Client Side
2, SESSIONS ) Open URLs on Client Side

Settings

Permissions

Client Generator i) Hide Disk Drives

% SYSTEM TOOLS
% Apvancen
Seamless color settings

{7» ADD-ONS

(@7 LICENSE

Session Management and Local Group Policies (GPO)

Session Management options

Session Time limit settings

- Teminate any disconnected session after 60000 Miliseconds
- Maximum time allowed for any user session Mever Minutes

- Maximum time for any inactive / idle session Mever Minutes

- Al disconnected sessions will be immediately terminated ]

User Reconnection options

- Oy one session per user: The second session will capture the first one
- Only one session per user: The second session will be logoff

- Multiple session per user: At each logon the user will open a new session

[ @O0OC

- The user must reconnect from the same device

-on W10 or 2016 server: To speed up user logon, you can disable "Per user services”

&l

Start the Local Group Policies Management Console

Windows Server 2016 introduced a new “Per user service”, which makes services start all
processes per users, which slows the users logons time. Since TSplus 11.70 release, you can
disable per user services in order to speed up users logons

Services and Properties



e The Windows Toolkit is an enhanced control panel, summarizing all the Windows

Administration tools.

Windows Media Player

windows nt
Windows Photo Viewer
Windows Portable Devices

WindowsPowerShell

208 items

(53 Change default settings for media or devices
Eﬂ Play CDs or other media automatically

Windows Multimedia Platform @ Start or stop using AutoPlay for all media and devices

~ Backup and Restore (Windows 7) (2)

@9 Backup and Restore (Windows 7)
@ Restore data, files, or computer from backup (Windows 7)

L IR 4

mTSpIus-Admlmstratlon Console- = = — x
TSEUS Remote Access Management Console
1+ HoME
@ Services
[ appLicaTIONS
;_’_ Users and Groups
(ep PRINTER
@ WEB $$$ Server Properties
m FARM % Windows System Toolkit
,g, SESSIONS := Local Group Policy Editor
% SYSTEM TOOLS @ Event Viewer
8 Apvancen
¢7b ADD-ONS
(@7 LICENSE
f:_) Reboot the Server
C:\Program Files (x86)\TSplus\UserDesktop'files\godmode - O X
L <« Program Files (x86) » TSplus » UserDesktop » files » v el
Organize » B - TH o
TSplus A MName
Clients .. .
~ Administrative Tools (12)
UserDesktop o . .
i Create and fermat hard disk partitions
files ?E_-i Defragment and optimize your drives
lege ?E Diagnose your computer's memory problems
apilangs ﬂ;_—’, Edit group policy
> Free up disk space by deleting unnecessary files
ico ?E_-i Manage computer certificates
5
icons E_-l Schedule tasks
i Set up ISCSl initiator
tmp I :
i Set up ODBC data sources (32-bit)
ca ?E_—, Set up ODBC data sources (64-bit)
icons }E View event logs
themes > View local services
Windows Defender " AutoPIay 3
Windows Mail

e You can also launch the “Server Properties” tab to have an overview of the control panel.
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1+ HoOME
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(ep PRINTER
@ WEB $$$ Server Properties
m FARM % Windows System Toolkit
& SESSIONS := Local Group Policy Editor
% SYSTEM TOOLS @ Event Viewer
8 Apvancen
¢7b ADD-ONS
(@7 LICENSE

f:) Reboot the Server

e You can see all the services on your server and their status on the Services tile.

mTSplus-Admimstration Console - — X

TSEUS Remote Access Management Console

1t HomE
@ Services
[ appuicaTIONS
,g_)_ Users and Groups

(Eh PRINTER
@ WEB $$$ Server Properties

m FARM % ‘Windows System Toolkit
2 SESSIONS i= Local Group Policy Editor
% SYSTEM TOOLS L@ Event Viewer
83 Apbvancen
&7 ADD-ONS
(@7 LICENSE

f:_) Reboot the Server

Session Opening Preference

The session opening preference allows you to choose your shell session preference, your logon
preferences, the background color of your sessions, add your own logo and rename it to your
liking.
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By default, on these logon preferences are enabled:

e The “Display progress bar during logon”.

e “Enable Time Zone Redirection” which enables the client computer to redirect its time zone
settings to the Remote Desktop Services session. If you enable this policy setting, clients that
are capable of time zone redirection send their time zone information to the server.
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Logon Preferences

[ ] Display progress bar during the logon
[ ] All users have a full Desktop

Display last connected users

Enable Time Zone Redirection

Save

Background Caolor Preference

© los4tess Choose color...

Save

Background Logo Preference

Add a logo: Browse... Remove logo

Session Name Preference

ROP-Tcp Save new session name

(@ iUse WinXshell atemate shell () Use Windows Shell

You can also set a full Desktop for all your users and get a display the last connected users
by ticking the corresponding boxes. You can customize your users sessions by adding a new
Background Color, another logo or none and use the session name of your choice.

Since TSplus 11.70 release, you can use TSplus WinXshell as an alternative to the Windows
shell. Following the October 10 Windows Update, administrators allowing their users to start a
Remote Desktop saw the Windows shell as an issue. The main problem resides in the session
opening/black screen issue when a complete desktop is assigned to multiple users on
Windows 10 and Server 2016. It provides features and graphical experience similar to
Windows 2016 Windows shell, such as the display of the 2016 Start button and taskbar. It is
especially useful if you use Windows 10 or Windows 16 Operating systems, manage 10
users or more and wish to assign them a full desktop.

Backup and restore your server parameters

You can backup or restore your server parameters by clicking on the tile of the same name, on



the Advanced tab:
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Click on the Backup button to make a backup, which will be dated and added to the list of your
restore points:

m un £ Restore v R

Backup your Server Parameters

Backup

Back
Restore your Server Paramet ek X

20190207 _12-57-36 Restore
Backup completed

K

The backup file can be found on the C:\Backupparam folder:



il = | Local Disk (C:)

Home Share View
<« “ 4 % » ThisPC » Local Disk (C:) »
_'j 3D Objects L MName
I Desktop Backupparam
Documents inetpub
‘ Downloads PerfLogs

£ TSplus_AdminTool_v12_PREVIEW_1 Program Files

[® Freebox Server Program Files (x88)

Shared Folder

J5 Music
tmp
[&=] Pictures
Users
B Videos Windows
. Local Disk (C) wsession
Backupparam @ lang

backup-2019-02-07_12-57-36
inetpub
Perflogs
Program Files
Program Files (x36)
Shared Folder v

Mitems 1 item selected

Date modified

2/7/2019 12:57 PM
2/6/2019 5:29 PM
4/12/2018 1:38 AM
11/15/201812:08 ...
3/1/2019 2:03 PM
2/7/201912:18 AM
2/21/2019 11:34 PM
11/28/2018 1:18 PM
2/22/201912:47 AM
2/21/2019 11:36 PM
11/13/2018 816 PM

v Search Local Disk (C:)
Type Size

File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
Configuration sett... 1KB

More information on this documentation.

Reboot your server

The “Reboot the server tab” allows you to reboot your server.
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How to setup Apache reverse proxy support
of Websockets

1.
first of all change following variable to false www\software\html5\settings.js > W.xhrreverse =
false; (if you don’t change it to false, it will always try xhr instead websockets, what we don’t
want anymore)

2.
install Apache with proxy_wstunnel support (older Apaches without proxy_wstunnel are
unsupported!)

3.
allow in Apache config (httpd.conf etc.) following modules. LoadModule proxy_module

modules/mod_proxy.so LoadModule proxy_http_module modules/mod_proxy_http.so
LoadModule proxy_wstunnel_module modules/mod_proxy_wstunnel.so

let’s assume you want to access html5 main portal via subfolder “/html5/” As example http://
your_ip_or_domain.net/html5/ And Tsplus is installed in intranet on server “intranetxyz” then
add to the config (httpd.conf etc.) following

ProxyPass /htmlI5 ProxyPassReverse /html5

ProxyPass “ws://intranetxyz:80/socket.io/websocket_https”

ProxyPass “ws://intranetxyz:80/socket.io/websocket”

ProxyPass “ws://intranetxyz:80/socket.io/flashsocket_https”

ProxyPass “ws://intranetxyz:80/socket.io/flashsocket”

Restart Apache to take changes effect.


http://intranetxyz:80
http://intranetxyz:80
http://intranetxyz:80
http://intranetxyz:80




Two-factor Authentication

Two-factor authentication adds an extra layer of security and prevents access to your users’
session even if someone knows their password.

A combination of two different factors is used to achieve a greater level of security:

1. something they know, a password.
2. something they have, a device - such as a smartphone - with an authentication app
installed..

You can use one of the following authenticator apps to proceed. These apps are available across
a wide range of platforms:

Each time a user sign in to its remote session it will need its password and a verification code
available from its mobile phone. Once configured, the authenticator app will display a verification
code to allow him or her to log in any time. It works even if its device is offline.

OR you can decide to receive verification codes by SMS. In this case, you will have to create a
free account on

Two-factor authentication is available with HTML5 and Remoteapp connections on TSplus
Web portal only, on TSplus Mobile Web and Enterprise Editions. This authentication mode
does not support login through Remote Desktop client.

In order to provide an even safer solution, RDP connections are denied for 2FA enabled
users.

As a prerequisite, TSplus server and Devices must be on time. See the
and sections for more configuration information.

Activating the Two-factor Authentication Add-On
License


https://authy.com/
https://support.google.com/accounts/answer/1066447?co=GENIE.Platform%3DAndroid&hl=en
https://support.google.com/accounts/answer/1066447?co=GENIE.Platform%3DAndroid&hl=en
https://www.microsoft.com/en-us/account/authenticator
https://www.microsoft.com/en-us/account/authenticator
/tsplus-lts-14/twofactorauthentication/#sms
/tsplus-lts-14/twofactorauthentication/#time
/tsplus-lts-14/twofactorauthentication/#time
/tsplus-lts-14/twofactorauthentication/#settings

The Two-Factor Authentication feature can be found on the Add-On tab of the AdminTool:

m TSplus - Adrinistration Conscle - 12.20.1.27

TSE S Remote Access Management Console

1+ HoME

e RDS-Enight - Protect your server

[ appLicaTIONS
Protect your server from brute-force attacks and foreign intrusions,

Elock ransomwares before they destroy your files.
Restrict users access and lock them in a highly secured environment.

(ep PRINTER
@ wes

m FARM @ Two-Factor Authentication - Confirm your users’ identity

Passwords can be lost, stolen by phishing attacks, and very often they can even be cracked in a matter of minutes,
Twao-Factor Authentication solves this problem simply and effectively, and provides an additional security layer - sending a code to

9, SESSIONS
= the user mobile device.

% SYSTEM TOOLS

i§3 ADVANCED m ServerGenius - Monitor your server

% ADD-ONS Server Genius helps to optimize software resources and to reduce unnecessary costs.
Give facts and data about server usage (CPU, Memory, 1/0, Disks).
Track changes, resources usage and events with real-time email alerts.
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It is available as a 30-day trial for 10 users. To activate your license, copy the serial number you
can find at the bottom of the Home tile:

) Two-factor Authentication Administration - TSplus

@ Two-factor Authentication Administration

1+ HOME

() Disable two-factor authentication on this server.
2 MANAGE USERS

El CONFIGURE 5MS @ Enable 2FA for the TSplus gateway and stand-alone application servers

ii):; SETTINGS
O Enable 2FA for TSplus application servers only

& LICENSE

@ Trial License : 0 days remaining. Click here to activate a new license, l:l

@ Help

Then, connect to our

Licensing Portal
and enter your Order Number, your e-mail address, Serial Number and select “Two-Factor

Authentication” on the dropdown list below:



https://license.dl-files.com/
https://license.dl-files.com/

Licensing Management App

Support

In case of any issue, please press CTRL F5 to refresh your web browser.

Get your License

Order Number

Please type the "Order Number” specified in the order confirmation email

Email

Serial Number (PXX 23X X2XXX)

Two-Factor Authentication

Show license

Please type the email address used for your order

Please type the Serial Number

¥ | Please type the Software

IS ™0l

Partners / Resellers

You will get your license.lic file. Then, go to the

License

tab and cick on the “Activate your license” button:

) Two-factor Authentication Administration - TSplus

Y

o
2 MANAGE USERS

1 HOME

[] conmGuRE sms

£ sermngs

@7 LICENSE

Two-factor Authentication Administration

(947 Activate your License

License Status

(©57  Trial License

©) senminumeen [ ET

Q Computer name: 7 859 =




Activate License -

When you did place your arder, a license file named ‘license.lic’ has
been created for you.

Please browse to the location of this license.lic file to activate
two-factor authentication.

QK

License o

Your permanent license has been successfully activated!

serial Number: P

O

### Enable Two-factor Authentication

Perform the following steps to enable two-factor authentication for your TSplus server or
deployment. If your TSplus deployment is configured to use multiple servers, perform this task on
the TSplus server exposed as the single point of entry for users or having the reverse proxy role.

1. Open the two-factor authentication administration application. The two-factor authentication
status and the license status are displayed:



Two-factor Authentication Adrministration - Toplus

Two-factor Authentication Administration

1+ HoMmE

O Disable two-factor authentication on this server.

o
2, MANAGE USERS

B CONFIGURE 5M5 @ Enable 2FA for the TSplus gateway and stand-alone application servers

@ SETTINGS
O Enable 2FA for TSplus application servers only

@ LICENSE

@ Permanent license activated.

Help

By default, 2FA is enabled for the TSplus gateway and stand-alone application servers.

You can enable it for TSplus application servers only, by entering the authentication server URL:

Two-factor Authentication Administration
*

Authentication Server URL

1t HomEe
Authentication Server URL: terminalserviceplus ddns.net Save

2 MANAGE USERS

=
E COMFIGURE SMS Egzarreﬁlze URL of the logon Web page without the page name [e.g. https://app.mycompany.com), 3 network name or an IP
8} serTnGs
(®) Enable 2FA for TSplus application servers only
@7 LICENSE

@ Permanent license activated.

Help

Or disable it:
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Two-factor Authentication Administration

1+ HoMmE

@ Disable two-factor authentication on this server.
&2 MANAGE USERS

E CONFIGURE SMS O Enable 2FA for the TSplus gateway and stand-alone application servers

§8 serTiNGs
O Enable 2FA for TSplus application servers only

@ LICENSE

@ Permanent license activated.

Help

### Add Users and Groups

Once two-factor authentication is enabled, you can configure users for two-factor authentication.

1. From the two-factor authentication administration application, click on the Manage Users tab.

)
2, MANAGE USERS

2) Then, click on

Add

to select users and/or groups of users. The
Select Users or Groups

box opens.



Two-factor Authentication Administration

At HomE Add Edit Reset Remove Send SMS

2, MANAGE USERS

Dromain Name Activated Receive Code By Phone Mumber
[ conmGuRE sms ==t
WIN-PIKGOQLLUSD Jaura Mo App
9% semnGs Graups
WIN-PIKGOCQLLUSD \administrators
LICENSE
o Select Users or Groups x
Select this object type:
|Users or Groups | Object Types...

From this location:
|‘NINVPJ KGOGLLUSD | Locations...

Enter the object names to select (sxamples):
Thomas Check Names

Advanced... Cancel

3) Add as many users and groups as required and then click
OK
. The users and groups are added to the list and enabled for two-factor authentication.

Edit Users

On the same tile, you can edit the way users receive verification codes by selecting a user and
clicking on the “Edit” button:

Two-factor Authentication Administration

{2 HoME Add Edit Reset Remove Send SMS

2, MANAGE USERS

Dromain Name Activated Receive Code By Phone Mumber
[ conmGuRE sms Uzzm
2. WIN-PIKGOQLLUSD aura Mo App
@ SETTINGS WIN-PIKGOQLLUSD \thomas Mo App
Edit User - X

@7 LICENSE

@ Use an authentication app to receive verification codes [default)

O Receive verification codes by SMS

Phone Number:

e.g. +14155552671

Edit User




The user receives verification codes on the authentication app by default. You can choose that
he/she receives it by SMS by selecting the option and adding the user’s phone number on the
field below.

Remove Users and Groups

In order to remove users or groups, select the user or the group and then click on Remove. A
confirmation message is displayed.

Two-factor Authentication Administration

{r Home Add Edit Reset Remave Send SMS

2 MANAGE USERS

Domain Name Activated Receive Code By Phone Number
[] conmiGuRE sms e
WIN-PIKGOQLLUSD Jaura Yes SMS
8 sermngs 2. WIN-PIKGOGQLLUSD'thomas Mo App
Groups
@3 LICENSE WIN-PIKGOQLLUSD administrators
Removing two-facter authentication
Do you really want to remove twe-factor authentication for the selected
user or group?
Yes No

Click
Yes
. The user or the group is removed from its list and won’t connect using two-factor authentication

anymore.

Reset Configuration for Users

In the event of the loss of the authenticating device for a user, or if the user needs to display the
secret QR code again, you must reset the user authentication settings.

1.
From the two-factor authentication administration application, click on the Manage Users tab.

2.
Select one or multiple activated users and then click on Reset. A confirmation message is

displayed:



Two-factor Authentication Administration

fr vome Add Edit Reset Remove Send SMs
&2 MANAGE USERS

Dromain Name Activated Receive Code By Phone Mumber
[=] conmGURE sms ==t

£ WIN-PKGOOLLUSDIaura Yes SMS -
£ serines WIN-PIKGOQLLUSD\thomas No app +

Groups
@7 LICENSE WIN-PIKGOOLLUSDAadministrators

Resetting configuration for user(s)

Do you really want to reset the configuration of the selected user(s)?
! The selected user(s) will have to configure their authentication device
upen their next logon,

3) Click

Yes
. The selected users will be presented a new QR code at the next login and will have to scan it in

their device’s authentication app. You can also modifiy the user’s phone number, so that he can
receive a verification code on his new device.

Enroll User for Two-factor Authentication

Once a user has been enabled for using two-factor authentication, an activation message will be
displayed at his next successful logon from the TSplus Web portal.



Protect your account with 2-step
verification

Display the verilication code using an authenlication app

1. Open the authencator app on your mobile phone
2. Scan the QF code displayed below:

Or recelve your verification code via SM5

1. Type your phone number below, using the international
phane numbers format (e.9. +14155552671)

2. Click Send SMS button to register your phone number and
recelve yvour verfication code.

Recehee SMS

Valbdate your verilication code

Validate |

In order to complete the required steps, you have two choices: either generate codes via an
authenticator app, either make the user receive codes by SMS.

Receive codes with an Authenticator Application

The user must install an authenticator app on a portable device, such as his smartphone.

You can use one of the following authenticator apps to proceed. These apps are available across
a wide range of platforms:

Please use each app documentation for more details on how to proceed to add your TSplus
account.


https://authy.com/
https://support.google.com/accounts/answer/1066447?co=GENIE.Platform%3DAndroid&hl=en
https://support.google.com/accounts/answer/1066447?co=GENIE.Platform%3DAndroid&hl=en
https://www.microsoft.com/en-us/account/authenticator
https://www.microsoft.com/en-us/account/authenticator

Configure SMS

In order for the user to receive verification codes by SMS, you must first enable it. Click on the
Configure SMS tab:

-] CONFIGURE 5M5

TSplus leverages Twilio in order to send verification codes by SMS. Twilio is a third-party cloud
platform, not affiliated with TSplus.

1. Just create a free account on by clicking on the button below “Start your free trial with

Twilio™

Two-factor Authentication Administration - TSplus

Two-factor Authentication Administration

{t HomE

TSplus leverages Twilio in order to send verification codes by SMS. Twilio is a third party cloud platform not affiliated with TSplus.

o
= MANAGE USERS Start your free Twilio trial

B CONFIGURE SMS Click here to create your Twilio free trial account. Trial accounts are granted a preloaded balance,

8} sermnes

(&7 LICENSE
® 5M5 is disabled. Click here to allow users to receive their verification code via SM5S.

Once you finish signup, your Account 510, Auth Token and trial Number are displayed on your Twilio dashboard.

Configure SMS

Account SID: | |

Auth Token: | |

Phone Mumber: | |

2) On your

, you will need to activate your Trial Number:


https://twilio.com
https://www.twilio.com/console
https://www.twilio.com/console
https://www.twilio.com/console

TRIAL
Dashboard Account DBShboard
=  Billing
= . Project Info
Settings TRIAL BALAMCE [ |
Al

3. The next step is only necessary for Trial versions. It allows Twilio to verify the actual phone
number on which SMS will be sent. Enter this number under the
tab :

Verified Caller IDs
+

MUMBER

FRIENDLY MAME

+336 Thomas

4) You will then be able to enter your account SID, Authentication Token and
Trial Number

as the Phone Number on the
Configure SMS
tab of TSplus:

Account Dashboard

Project Info

TRIAL BALANCE TRIAL NUMBER
$13.348 +33

@ Nee e numbers’

ACCOUNT SID

A O
AUTH TOKEN

Hide b


https://www.twilio.com/console/phone-numbers/verified
https://www.twilio.com/console/phone-numbers/verified
https://www.twilio.com/console/phone-numbers/verified
https://www.twilio.com/console/phone-numbers/verified
https://www.twilio.com/console/phone-numbers/verified
https://www.twilio.com/console/phone-numbers/verified
https://www.twilio.com/console/phone-numbers/verified

Two-factor Authentication Adrministration - Toplus

Two-factor Authentication Administration

1 Home
TSplus leverages Twilio in order to send verification codes by SMS, Twilio is a third party cloud platform not affiliated with TSplus.

O, MANAGE USERS
= Configure SMS
B CONFIGURE SM5 @ SMS is enabled. Click here to force users to receive their verification code via an authentication app.
i§3 SETTINGS Account 510 |A |
(7 LICENSE Auth Token: |b |

Phone Number: |-33 |

Manage Twilio Subscription

Administration Service Status Support Center

Then, click on Save. The following message will be displayed:

Configure 5M5 >

o 5M5 configuration was saved successfully.

oK

You can manage your Twilio subscription on the Manage Twilio subscription section, at the
bottom of the Configure SMS tab. Administrate your account, see the Service Status or reach

Twilio Support Center just by clicking on the corresponding buttons.
Login using Two-factor Authentication

Once a user has configured his TSplus account in his authenticator app, he or she will be able to
connect using its password and the code provided by its authenticator app or by SMS.



Log on

‘ TSPLUS

O HTMLS @ RemoteApp

Time Synchronization

TSplus server and Devices must be on time. This means that the time and date of the server
must be synchronized with a time server. Devices must also have time synchronization,
regardless of the time zone on which they are configured.

If an authentication request comes from a Device whose date and time are not synchronized, or
if the server’s date and time are not synchronized, this request may be rejected.

The validation of information between the Device and the server relates to UTC time. In the
Settings section, the Discrepency parameter is used to manage the period of validity of the

code, in intervals of 30 seconds.

Example of validation or valid authentication:

the server is synchronized with a time server, the time zone is UTC + 2, it is 2:30 pm
the Device is synchronized with a time server, the time zone is UTC + 1, itis 1:30 pm
the Discrepency parameter is configured at 60, i.e. a code validity period of 30 minutes
referred to UTC time, the Device time and the server time are identical.

Example of validation or invalid authentication:



e the server is synchronized with a time server, the time zone is UTC + 2, it is 2:30 pm

e the Device is not synchronized with a time server, the time zone is UTC-1, the time is
manually set to 1:30 pm

e the Discrepency parameter is configured at 60, i.e. a code validity period of 30 minutes

e the server time referred to UTC time is 12:30 am

e the time communicated by the Device, referred to UTC time is 2:30 pm

 the difference is 120 minutes, the validation code is therefore refused.

Settings

§63 SETTINGS

The Settings tab allows you to
whitelist users, in order for them to connect using an RDP client, without the need to

enter a two-authentication code.

Click on the “Add” button to add a user and remove a user by selecting it and clicking on the
“‘Remove” button.

Two-factor Authentication Adrministration - Toplus
Two-factor Authentication Administration

ﬁ HOME Add Remove

& MANAGE USERS Whiteiisted users below are able to connect using an RDP client, without the need to enter a two-factor authentication code.

[=] conmGURE sms 2 WIN-A1LOOCNOESE\john 2 WiN-A1LODCNOESE\aura

8 sermnes

Users

Advanced

(@7 LICENSE

The Advanced tab allows you to configure Two-Factor Authentication in-depth settings.



Two-factor Authentication Adrministration - Toplus — X
Two-factor Authentication Administration
1 Home
R Product| Name Value
&2 MANAGE USERS Discrepancy 430
Issuer WIN-A1LODCMOESE - TSplus
Validity After First Session 450
B CONFIGURE SM5S Validity Before First Session 3600
Digits &
I " AU
i§; SETTINGS SMS Verification Code Message Your %el5SUERS: verification c...
Users
Advanced
@7 LICENSE
Discrepancy

You can modify the Discrepancy value, which allows you to set the validation time of a
verification code. A discrepancy of 3 means that the same verification code remains valid 90
seconds backward and forward its original 30 seconds validity period. Default is 480, which
means 480 x 30 seconds= 4 hours.

2l Product Mame Value
Discrepancy 430
. . COQLLUSD -TSpl
TSplus - Edit Setting * a pius
Discrepancy
Description: UER2: werification c...

The allowed discrepancy (in both directions) when validating a
verification code, A discrepancy of 3 means that the same
verification code remains valid 90 seconds backward and
forward its original 30 seconds validity period. Default is 430,

Value:

i

Save Cancel

Issuer



A string indicating the name of the two-factor authentication service. The issuer is displayed on

the client mobile app and identifies the service associated with the generated verification code.
By default, it is composed of the server’s name with TSplus.

"‘\k Product Mame Value

430
WIN-PIKGOQLLUSD - TSplus

pes

Discrepancy
Issuer

TSplus - Edit Setting
Issuer

UER%: verification c..,
Description:

A string indicating the name of the two-factor authentication
service. The issuer is displayed on the client mobile app and

identifies the service associated with the generated verification
code,

Value:
[WiN-PUKGOQLLUSD - TSpiu

Save Cancel

Validity After First Session

Period during which a user can open a session without having to revalidate a previous two-factor

authentication code. This setting allows users to open applications from the Web application
portal successively. Default is 480 minutes.



"3:& Product Mame

Walue
Discrepancy 430
lssuer WIN-PIKGOOLLUSD - TSplus
Walidity After First Session 430
TSplus - Edit Setting x
Validity After First Session RUERS: verification c..
Description:

Period during which a user can open a session without having
to revalidate a previous two-factor authentication code. This
setting allows users to open applications from the Web
application portal successively, Default is 430 minutes.

Value:

[2z0)

Save Cancel

Validity Before First Session

Period during which a user can open a session after validating a two-factor authentication code
from the Web portal or from the mobile app, in secondes. Default is 3600 seconds.

@\, Product Mame Walue
Discrepancy 430
Issuer WIN-PIKGOQLLUSD - Tsplus
“alidity After First Session 430
Walidity Before First Session 3600
TSplus - Edit Settin
P g i UERS: verification c..
Validity Before First Session
Description:

Period during which a user can open a session after validating a
two-factor authentication code from the Web portal or from the
mobile app, in secondes. Default is 3600 seconds.

Save Cancel

Digits



The number of digits to display to the user. Please note that this setting may not be supported by

authentication apps. This number must be greater than or equal to 4 and lower or equal to 12.
Default is 6.

2, Product Mame Value
Discrepancy 480
Issuer WIN-PIKGOCQLLUSD - TSplus
Validity After First Session 420
Validity Befare First Session 3600
Digits &
L - e
TSpIus - Edit Settirlg % RUERY: verification ...
Digits
Description:

The number of digits to display to the user. Please note that this
setting may not be supported by authentication apps. This
number must be greater than or equal to 4 and lower or equal
to 12, Default is 6.

Value:

Save Cancel

SMS Verification Code Message

Message sent to users requesting a verification code if they are configured to receive it via SMS.
This message must contain the %CODE% placeholder which will be replaced by the actual
verification code. Default is: Your %ISSUER% verification code is: %CODE%



@% Product Mame Value
Discrepancy 430
lssuer WIN-PIKGOOLLUSD - TSplus
Walidity After First Session 430
Validity Before First Session 3600
Digits &
I SMI5 Verification Code Message

Your %I155UERS: verification c... I

[ TSplus - Edit Setting x

SMS Verification Code Message

Description:
Message sent to users requesting a verification code if they are
configured to receive it via 5MS5. This message must contain the
SCODES: placeholder which will be replaced by the actual
verification code, Default is: Your %6I55UERS: verification code is:
%CODE%
Value:

| four %ISSUERY verfication code is: ¥

Save Cancel




Advanced printing option: Universal Printer

The TSplus Universal Printer allows you to print documents from any PC or mobile device. See
the to print with the Universal Printer.

Universal Printer Manager

Since the release of TSplus version 12, the Universal Printer Manager has its own tab:

T:J‘ T5plus - Administration Console

TS ' Remaote Access Management Console

fx Home

@ The Universal Printer - Ghostscript PDF - is installed
[ arpLicaTIONS

@ The Universal Printer is Ready

(Ep PRINTER

@ The Universal Printer is set as Default printer
@ wes
By Farm

Universal Printer Manager
&2 SESSIONS

Install Universal Printer (CUSTPDF) Install Universal Printer (Ghostscript)
ek SYSTEM TOOLS
Remove the Universal Printer Set it as Default Printer

ﬁ(‘):; ADVANCED
4:}, ADD-ONS View Printer Universal Printer properties
(&7 LICENSE

Paper size

PostScript Custom Page Size ~ |:| Reset User Settings on logon

Portrait ~

The Universal Printer Manager gathers all the required tools to install, uninstall, display and
handle the Universal Printer options. This tool enables administrators to help users with dynamic

printing requirements.

Information can be found at the top concerning the current universal printer status: You can
check if the newest version, which uses GhostScript, is installed. You can see if the printer is
ready. And you can verify that the printer is set to default.

The Buttons below allow you to:


https://www.youtube.com/watch?v=o6omJueHG7c
https://www.youtube.com/watch?v=o6omJueHG7c

Install the Universal Printer (which uses CUSTPDF), which is the old printer, before TSplus
version 9 .

Install the New Universal Printer (which uses Ghostscript), which is more stable with more
printing format support.

Remove the Universal Printer.

Set it as default printer.

View Printer: Opens a window where you can see the status of your printing documents,
pause, resume or cancel the print job.. You can also set your printing preferences and
properties.

Universal Printer Properties: Opens this window, where you can see all the printing
properties. After the General Tab, there are tabs for sharing, ports, advanced, color
management, security and device settings.

o= Universal Printer Properties b4

General Sharng Ports  Advanced Color Management Securty Device Settings

% Universal Printer

Location:

Comment:

Model: CUSTPDF Writer

Features

Color Yes Paper available:

Double-sided: Mo Letter
Staple: Mo
Speed: 400 ppm

Maximum resclution: 4000 dpi

Preferences... i Print Test Page

QK Cancel Apphy

e Below, you can set the Paper size for printing from A4 to any kind of printing format.
(See for the PostScript Custom Page Size).
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e You can also choose between 2 printing formats: Portrait and Landscape.

Paper size

Ad e D Reset User Settings on logon

The “Reset User Settings on Logon” box allows to force the default format of the Universal
Printer to the one selected in the AdminTool into each user’s new session . If this box is not
ticked, during its first session, the user will have the format selected by the AdminTool as default
format, but if he chooses another default format, then it is the one which will be kept for its next
session.

###Printing with the Universal Printer

When selecting this printer, the document to print is automatically converted into a PDF file:

Tree:  CUSTRDF Weer
Whes:  CPWPLIBT:

for Windows
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This PDF file is automatically pushed to the local PDF Reader of the user’s workstation. Each



print job is opened as soon as it is ready on the user’s local disk, without waiting for the previous
Acrobat preview to be closed. The printing process starts only once the PDF is fully created on
the client’ side, which guarantees the print job starting without delay.

i Print

General

Select Printer

= bAjcrosoft KPS Document Writerd:
%Uniuersal Printer

< >

Shatus: Ready [ |Printtafile | Preferences

Lacatiar:

Cormment: Find Printer...

Fage R ange
(@) Al MNurnber of copies: |1 =
Selechion Current Page

Fages: Collate
1111 22l 3|3

Frint Cancel Apply

You can choose from 3 printing options on the Local Resources tab of the
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Windows Client Generator

General Display Remote Desktop client  Seamless client Local resources  Program  Securty  Load-Balancing

Local devices
Disks all
- Prirters
Sound
COM ports
Smart cards
LISE devices

Flay remote sound: (®) Locally () Remotely I No

Universal printer option

Action: Printer scaling:

-l () Preview with the local POF Reader i Uze original page sizes
(") Print on default printer - local driver included (") Fit pages to printable area
(®) Select the local printer - local driver included {®) Shrink pages to printable area {f necessany)
Client location: |C:'-.Llsers'-admin'-.Desktu:up | Browse
Create Client
Client name: |CIier|t-D5.cu:unnect |

e Local PDF Reader preview: the document will be pushed and the local Acrobat Reader will
open with the generated PDF file. The user can print it, or save a copy on his local disk drive.

e Print on the user’s default printer: the document will be automatically pushed to the default
user’s printer (the local printing driver is included into the TSplus connection client). Key
value : This option is to be used for people who have a lot of printing to do per day and use the
same printer for this purpose.

e Select a local printer: The user can select one of his local printer (the local printing driver is
included into the TSplus connection client).

If you do not have a PDF Reader installed on your machine, we recommend the use of Foxit
Reader.

e |f you wish to print on the default local printer with the system defined PDF reader
instead of Sumatra, you can turn the setting “defaultsystem” on, on the generated client
parameters, as explained on

###Customize page format printing
If you want to have a specific page format and your printer is not compatible with printer

redirection, you can set the Universal Printer page format by opening the Devices and Printers
menu of the Control Panel. Right click on the Universal Printer, then on Printer Properties::
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w Devices and Printers
“ « 4 W% » ControlPanel 5 Hardware snd Sound > Devices and Printers

Add & device Add a printer Seewhat's printing Print server properties

Freehon Server

~ Printers {5)

.1

~ Unspecified (3)

Microscft XPS
Doeurnent Writer

Microseft Print
1 POF

Faxit Reader POF
Fririter

Intel{R) 825741 SA5 Controller U58 oot Hub
Gigabit Metwark (USE 3.0)
Connection
Universal Printer  Soate (@ Default Status: 0 document

Pdodek:  CUSTPDF Writer
Category:  Printer

>

Remove device

s

Universal Printe

[m]

Search Devices and Printers

v

=l

See what's printing
~" Set as default printer
Printing preferences

Printer properties

Create shortcut

M) Remove device
Troubleshoot
Proparties
(5] im queue

@ * x

@ Universal Printer Properties

Feneral Advanced

Sharing Ports

Color Management Securty Device Settings

Universal Printer

S»

Location:

Comment

Madel: CUSTPDF Writer

Features

Colorn Yes

Double-sided: Mo

Staple: No

Speed: 400 ppm

Maximum resclution: 4000 dpi

Paper available:

Letter

s

Preferences... Print Test Page

Cancel Apply

oK




Click on Preferences, then on Advanced:

Eé.fl Universal Printer Printing Preferences X

Layout  Paper/Quality

Orientation:
Portrait w

Page Format

Pages per Sheet 1 w

Advanced...

K Cancel Apply

Go to Ghostscript PDF Advanced Document Settings / Paper Output / Paper size / PostScript
Custom Page. Finally, click on Edit Customized Page Size and enter your preferred settings.
This is especially helpful with receipt and label printers.



Layout
QOrie
pemn CUSTPDF Writer Advanced Document Settings
-+ Paper/Output
Pa """ | PostScript Custom Page Size e
- Copy Count: 1 Copy
Pa .
[—jl@ Graphic
PostScript Customn Page Size Definition ? >
Custom Page Size Dimensions Uit
Width: [21006 | (25.40, 5080.00) g'“h
Millimeter
Height: (29700 {2540, 5080.00)
29700 | O Paint
Ell[
Paper Feed Direction: Long Edge First -
Paper Type: Cut Sheet (®) Roll Feed
Cifsets Relative to Paper Feed Direction
Perpendicular Direction: (0.00, 5030.00)
Parallel Direction: {D.D0, 5080.00) ]
Cancel Restore Defaults |
— | e

K Cancel

Sumatra default page scaling setting (noscale/shrink/fit) can now be set in Client
Generator and remoteapp2.js file for remoteApp connection from Web Portal

You can specify from the Client generator which page scaling you want to be selected by default
(None/Fit/Shrink), when printing using the universal printer. The default value of this setting is
“Use original page sizes”.

You can also change this setting for remoteApp connection using the web portal, by changing
the value of the variable remoteapp2_pagescaling in “remoteapp2.js” file located in “C:\Program

Files (x86)\TSplus\Clients\www\software”.

* ‘noscale’ value is for “Use original page sizes” « ‘shrink’ value is for “Shrink pages to
printable area (if necessary)” « ‘fit’ value is for “Fit pages to printable area”

var remoteapp2_pagescaling = ‘noscale’;



Windows Client Generator

General

Local devices
Disks all
- Prirters
Sound
COM ports
Smart cards
LISE devices

Flay remote sound: (®) Locally

Universal printer option
Action:

. () Preview with the local POF Reader
(") Print on default printer - local driver included
(®) Select the local printer - local driver included

Client location: |C:\Llsers\adminx[)eslctnp |

Cliert name: |Clier|t-1}5.mnnect |

Display Remote Desktop client Seamlesz client  Local resources

Program Securty Load-Balancing

() Remotely I No

Printer scaling:

i Uze original page sizes

(") Fit pages to printable area

{®) Shrink pages to printable area {f necessany)

Browse
Create Client

Note: If you are using these settings, please make sure that you are using, on your workstation,

Connection Client version >= 14.30.0.71.




Updating Terminal Service Plus

Our development team is working on a daily-basis to ensure the stability and compatibility of
TSplus with the latest versions of Microsoft Operating Systems and the latest Updates. We are
proud to provide you with new features and enhancements every week.

This is why it is recommended to keep your server up to date. By subscribing to our annual
Support and Updates Services, you will have access to the latest Updates and bug fixes.

In order to see which TSplus version you have and update it:

e You can check the status of your TSplus release on the Home tab of your AdminTool:

TU T5plus - Administration Console — X
TS Remote Access Management Console
1+ HOME
[ arpLicaTiONS g @
E] PRINTER Computer name: WIN-ATLO0CNOESE http:/localhost
Private IP 192.168,133.131
i L = B
@ WEB PublicIP 78, /%
RDP port 3389 f The built-in HTTP server is listening on port 80
m FARM Connections: 1 The HTTPS server is listening on port 443
[o} Session Manager
2, SESSIONS
ek SYSTEM TOOLS (©)  system Audit - No issues found on 6/15/2020 1:43:25 PM
ADVANCED

& (%) version 12.70.6.2 - Version 14.10.6.14 Read changelag
<7 ADD-ONS

@ License Activated - Enterprise edition - Unlimited users
@3 LICENSE

(©)  End of suppart date:

Help
English -

e You can then click on it. Since TSplus 11.50 version, the AdminTool automatically
downloads...:



Tl Update Release >

Downloading Update Release...

100 %

...and applies the Update Release program when requested:

Update Release

It has been saved in: S Users\admintDownloads

Would you like to apply it now?

Yes Mo

The download of UpdateRelease. exe program has been completed.

You still can download it via this link: Update Release and apply it manually.

The Update Release program is designed to keep your current TSplus settings safe. It is not
required to reboot after Update; however we do recommend to do so.

If you have not subscribed yet for TSplus Update/Support services, or if your subscription has

expired, you will not be able to run the Update Release program:

@ TS5plus Update Release program 14.10

Update License
Did you get the right to run this Update program?

We are investing every day to enhance and to updating the software.

i mot yet done, you can subscribe it, or renew it now.

The right to install and to use any new release is granted by a valid software insurance.
Each Update is requiring the subscription of our annual Update/Support services.

()] agree with the above terms and conditions () | do not agree

Mext =

Buit =



https://tsplus.net/UpdateRelease.exe
https://tsplus.net/UpdateRelease.exe

In such case, we advise you to place your order on our Store Page. You will receive back the
proper information to download your support.lic file. Activating your Update/Support services is
an easy process described here.

When the update is finished, a reboot is required:

_?,j Update - TS5plus version 14.10.5.13 —

Completing the TSplus Update
Wizard

To complete the update of TSplus, you must restart your
computer, Would you like to restart now?

(@)¥es restart the computer now

()Mo, I will restart the computer later

Einish

Just for specific requirements, the TSplus Support team can deliver an Emergency Update code
which will unlock the Update Release program.


/tsplus-lts-14/activating-your-support

@ T5plus Update Release program 12.60 —

Update Release program 12.60

The Support/Update service is not subscrbed or renewed on this system.

Flease subscrbe it now or contact us for more information.

In case of emergency, our suppaort team can create for you an Update Code.

Emergency Update Code: |

TSplus: click Next to continue. Mext =

Welcome to TSplus TSE S

Gt =

e Since TSplus 11.40 version, you will have the choice to install

, our

powerful Security Add-On, in its Ultimate trial version (All Security features free to use for 2

weeks) to your TSplus system:

iy Setup - TSplus —

Ready to Install
Setup is now ready to begin installing TSplus on your computer.

Click Install to continue with the installation.

< Badk

—

nstall

Cancel



/advanced-security
/advanced-security
/advanced-security




Upgrading your TSplus version

If you wish to upgrade your current version of TSplus, in order to add more users or more
features, click on the “Upgrade Existing License” tab of our Store page:

n Upgrade existing LIcense

What is your current TSplus license;

- Your existing TSplus license
Edition Number of Users
Mobile Web * 3

What TSplus license would you like
- Your upgraded TSplus license

Edition Number of Users

Enterprise 2 ¥

Your TSplus Upgrade License Code
- Your details

Enter your Upgrade License Code: (") Enter your Email to receive your new license file:

(") Upgraging a TSplus SErver requires an Upgrade License Code Which you can get from your existing TSplus semver.
Download now and rum this icense Code generation program on your existing TSplus server.
It waill display your Upgrade Licen B

If you have any question for TSplus Sakes team, reganding release information, licensing or any other sales inguines:
pleass send an email 19 5. na

Download the Upgrade License Code generation program, in order to get your Upgrade License
Code.






How to use Apache rather than Terminal
Service Plus default Web server

Pre-requisites

It can be a good idea to to be sure that you get the latest TSplus
programs.

1. Start AdminTool and go to the Web Server Tab

Click On the Manage Web Servers tile, check Use a different HTTP web server because you
want to use Apache.

Tl TSplus - Administration Console

TS Remote Access Management Console

1 HoMmE

Default HTTP web server

A built-in HTTP Web Server is provided with TSplus
D APPLICATIONS However, you can use a different one (IS or Apache for example).

O Use the built-in HTTP web server

@ PRINTER @ Use a different HTTP web server
When using IS or Apache, its HTTP port number must be set to 81,
[Tunneling forwards this 81 port into the public HTTP port 80}

@ ws

Web Portal Change the Web Server root path
You can change the Web Server default root path.
HTTPS The current Web Server root path is:
C:\Program Files (x86\TSplus\Clients\wuwmw Select a new Web Server root path
Web Server

i Farm

=]
2 SESSIONS Web servers options

Change the HTTR/HTTPS port numbers
Will not change 11S or Apache port settings
K SYSTEM TOOLS

HTTP: 30 =
83 Apvancen HHEC 143 -
<b ADD-ONS
Save and Restart Web Server
@7 LICENSE

Then, use the button Select a new Web Server root path to tell TSplus where will be the new
web folder root. TSplus will copy the requested files/folders into this new root folder and, at this
point, the TSplus setting for Apache is near completion. A pop-up will recommend you to change
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Apache HTTP port to 81:

disabling Built-in HTTP pd

The built-in HTTF will not start anymore,
! Make sure that one other HTTP web server is active on port 21

oK

I's now time to set up Apache.

2. Setting up Apache

Change the HTTP from 80 to 81.

The specific way of doing this depends on your Apache version and your current Apache
settings.

We advise you to backup any Apache settings file before modifying them, so you will have a way
to restore them if needed.

Usually you can change Apache listening port by editing the file httpd.conf found in
“‘Apache\conf” directory:

Listen 81

Once it is done, restart the Apache service.

3. Going back to TSplus Web Servers Management
tool
You can set the HTTP and HTTPS ports in TSplus Web Management tool. We recommend using

standard ports, but this feature can be handy when trying to avoid a conflict with an other
process.



Web servers options

Change the HTTP/HTTPS port numbers
Will not change (15 or Apache port settings

HTTP: a0
HTTPS: 443

### 4. Last steps

For the Universal Printer, we need to be able to write in the PRINTS folder.

So, verify that Everyone/Users... have full rights on .../prints folder.

EE =
CIONE » comprer s tocvmcr s e b))
Organize « 3 Open Include in library « Share with Mew folder == v Eil @
S Favorites Mame . Date modified Type Size -
B Desktop . Backupparam 6,/24/2015 4:05 PM File folder
& Downloads 1. Boot 4/20/201512:45 PM  File folder
“El Recent Places 2. Documents and Settings 7/14/2009 6:53 AM  File folder
3. M50Cache 1/29/20153:01 PM  File folder
4 Libraries . Perflogs 7/14/2009 4:37 AM File folder
@ Documents | prints 1/30/201511:50 AM  File folder
Jzi Music . Program Files 9/10/2015 5:03 PM File folder L
(& Pictures ./ ProgramData 9/10/2015 5:03 PM  File folder b
B videos 3. Recovery 2/24/2011 7:00 PM  File folder
. Shared Folder 6/5/2015 5:28 PM File folder
1% Computer . software 7/10/2015 4:03 PM File folder
ﬁ Local Disk (C:) . templates 7/10/2015 3:55 PM File folder
L tmp 9/10/20155:03 PM  File folder
G'- Metwork . tmpsetup 6/23/2015 5:12 PM File folder
1 Users 6/12/20153:11 PM  File folder
L var 1/30/201511:50 AM  File folder
1) Windows 6/25/201511:54 AM  File folder
| wsession 9/10/20155:03 PM  File folder
%] grldr 2/24/2011 T:02PM System file 200 KB
8] indew bl TANSNS 4:02 PRA Firefoo HTAIL Mine 14 KR S
) prints State: BA Shared Shared with: Remote Desktop Users; Tout le monde
1 Filefolder Date modified: 1/30/2015 11:50 AM




prints Properti

General | Sharing | Secunty | Previous Versions | Customize

Object name:  C:\prints

(Group or user names:
52, Systéme -
51 Administrators (admin-PChAdministrators) —=3

LA
4 sers (@dmin-PChUsers) B

';E.I Ramrnta Nacltan | loare isdmin P Ramctae Dasldan | leare’ T
i | m [k

To change pemissions, click Edit. | Edit...

Pemissions for Users Allow Dery

L3

Full cortrol "
Modify v
Read & execute

List folder contents

Read b
Write v 5

m

For special pemissions or advanced settings, | PN ——
click Advanced.

Leam about access control and pemissions

| ok || cancel || ppl

Then select the .html file you wish to use as a Web Access page in:

C:\Program Files (x86)\TSplus\Clients\www
and copy it as index.html in your web root folder, typically this is the “Apache\htdocs” directory.

5. Specific Settings for TSplus Gateway Portal, Load
Balancing and/or HTMLYS5 file transfer

If you want to use this Apache based system as a TSplus Gateway Portal and/or use TSplus
Gateway Portal Load Balancing feature and/or use HTMLS5 file transfer feature, you will need to
allow the execution of TSplus GCI scripts by Apache.

First, you must have the CGl module enabled in Apache.



Edit the file httpd.conf found in “Apache\conf”’ directory, and search for a line looking like:
;LoadModule cgi_module modules/mod_cgi.so

Remove the ”;” to enable the CGI module:

LoadModule cgi_module modules/mod_cgi.so

Then, find a line starting by:

AddHandler cgi-script

And add the .exe extension to authorize .exe files to be handled as CGIl programs by Apache:
AddHandler cgi-script .exe

Finally, you must tell Apache that the TSplus “cgi-bin” folder contains CGI programs. To do so,
you must add the following line in the file httpd.conf found in “Apache\conf” directory:

ScriptAlias /cgi-bin/ “C:/Program Files (x86)/TSplus/Clients/www/cgi-bin/”

Once it is done, restart the Apache service.

If you face any issue setting up CGIl on your Apache server, please refer to the

Checking your settings: To validate your settings, please open a web browser on your server and

goto . If you get an Apache error page, you have an issue in your
Apache configuration. If you get a line of text/numbers, everything is fine!


http://httpd.apache.org/docs/current/howto/cgi.html
http://httpd.apache.org/docs/current/howto/cgi.html
http://httpd.apache.org/docs/current/howto/cgi.html
http://localhost/cgi-bin/hb.exe
http://localhost/cgi-bin/hb.exe
http://localhost/cgi-bin/hb.exe
http://localhost/cgi-bin/hb.exe
http://localhost/cgi-bin/hb.exe

How to use IIS rather than Terminal Service
Plus default Web servers

Pre-requisites

It can be a good idea to to be sure that you get the latest TSplus
programs.

1. IS configuration

e [nstall IIS with the following modules : CGl, ISAPI Extensions and ISAPI Filters.
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# windows Features . . |I:I|E

Turn Windows features on or off 6.

To turn a feature on, select its check box. To turn a feature off,
clear its check box. A filed box means that onby part of the
feature is turned on.

. Web Management Tools -
= . World Wide Web Services
= | Application Development Features
[} .NET Extensibiity

[]! asp |
[]| AsP.NET
), Cal
| ISAPI Extensions
. ISAPI Fitters
[]} server-Side Includes
| Common HTTP Features =
OK Cancel

- Configuring the IS Port:

Access the IIS management console, expand the list below your server name, then Expand the
“Sites” menu and right click on “Default Web Site” and click on “Edit Bindings”:



| @ » WIN-URFCTRSQGDF » Sites » Default website »

Help

0 Default website Home

?ﬂ Start Page 2

i Filter: *~ WGo ~ Show All |G by:

483 WIN-URFCTRSQGDF (WIN-URFCTRSQGDR\Administrator) feer o - (g Show All | Group by: =
|2} Application Pools ASP.NET A A
a-[@] Sites pu & :

b & Default websitel 3 \\ﬁ @
2 Explore MNET MET NET Error Pages MET
Edit Permissions... thorizati... Compilation Globalization
9 Add Application... [':.',‘E| &2 Bl -fa-g =
&l Add Virtual Directory... ETProfile  MNETRoles  .NET Trust MNET Users
| Edit Bindings... | Beueh
Manage Website » :!'JE L}ﬁﬂ ﬁ ||
k&3  Refresh pplication Connection Machine Key Pages and
o Settings Strings Controls
K Remove : -
3 Install Application From Gallery L& & ‘
Herame roviders Session State SMTP E-mail
=

“Erdi.f”'.'(fhén'é.e the port to 81 and click Ok, and then click Close:

Site Bindings aef s

Type Host Mame Port IP Address Binding Informa... Add...
http ] i

Click on “http” and

Edit...

Remowve

Type: IP address:
http + | [Al Unassigned ulz

=
s

Host name:

Example: www.contoso.com or marketing . contose.com

Close

L< N

(== e =SS

Disable the 443 port or change this port for another free port.

Then, restart the IIS Manager.
2. Create virtual directory for CGI

In the left panel menu, expand the menu under your server, then “Sites,” and right-click on your
site to add a new “virtual directory”, as shown in the image below:



e id|Z |8, S
o 5 Start Page il
: [
F --ij WIN-URFCTRSQGDF (WIN-URFCTRSCQGDPAdministrator) R

ﬁ Application Pools Al
4.[@] Sites
b ¥ Default websit—
E By Explore
Edit Permissions... !
&' Add Application...
| Add Virtual Directory... ‘
Edit Bindings...
Manage Website b
i3 Refresh :
XK FRemove
H}h Install Application From Gallery
Rename
(= Switch to Content View

On the window that will open fill in as follows:
Alias: cgi-bin

Physical path: “C:\Program Files(x86)\TSplus\Clients\www\cgi-bin”



Site name:  Default website
!

Alias:

cgi-bin

Example: images

Physical path:
ChProgram Files (x86)\T5plus\Clients\wwwhcgi-bin

Pass-through authentication

Connect as... Test Settings...

Then click “OK” and you will see that the “cgi-bin” virtual directory has been added to your IIS
Web site. Now, right-click this “cgi-bin” virtual directory and click on “Convert to Application”.
Click “OK” and accept the default settings.



Q- H &8

_ﬂcg-

s “‘i Start Page

@ Application Pools
4.[@] Sites
4 i Default website

F iﬁ WIN-URFCTR5QGDF (WIN-URFCTR50GE

f ifl cgi-bin

Filter:
ASP.NET
MET
& Explore
Edit Permissions...
Convert to Application

T

& X E

Add Application...
Add Virtual Directory...

Manage Virtual Directory

Refresh

Femove

Switch to Content View

Site name:  Default website
Path: !

Alias:

i 0 e

Application pool:

Default website

Example: sales

Physical path:

C:\Program Files (x86)\T5plus\Clients\wwwcgi-bin

Pass-through authentication

Connect as...

Test Settings...

[ ] Enable Preload

Then select the “Handler Mappings” icon for this folder on the right side of the Manager window:




Eile  View Help

5j cgi-bin Home

o % Start Page :
s Filter ~ W Go - G Show All 8 Explore
493 WIN-URFCTRSQGDF (WIN-URFCTRSQG e ¥ Go - (gShow Al | e T

Open Feature

----- @' Application Pools == o]
4.[8] Sites % Basic Settings...

4 4D Default website Directory Error Pages Failed Request M Virtual Direct
Dﬁ':'] cgi-bin Browsing Tracing Rules i & @

. = Browse Virtual Directory
g i 3 4’; | Browse *:81 (http)
Handler HTTP Redirect HTTP Response Edit Virtual Directory
Mappings Headers Advanced Settings...

%E:‘ @ Install Application From

Gallery

IP Address and MIME Types 0 Help
Domain Rest...

Modules Qutput Caching Request Filtering

&

S50 Settings

Management

[ Festure View | Content View

From the list of Handler Mappings, double click on “CGl-exe”. Then, search the hb.exe
executable from the Executable property box and click OK.



Request path:

. exe

Example: *.bas, wsvc.axd
Module:

CgiModule

Executable (optional):
"C:\Program Files (x86)\TS5plus\Clients\www\cgi-bin\hb.exe"

Name:
cal

A prompt for confirmation appears. Click “OK” to allow this ISAPI extension.

Do you want to allow this ISAP| extension? Click "Yes" to add the
extension with an "Allowed" entry to the ISAP] and CGI Restrictions list
or to update an existing extension entry to “Allowed" in the ISAP| and

CGI Restrictions list.

Now click on “Edit Feature Permissions”:



Group by: State 5
Hame_~ [ Path [ state [ Path Type [ Hander [ Entry Type |
Disabled
—— CgiModule
1S AR Add Managed Handler... sisabled File IsapiModule F
Add Script Map..,
i Add Wikdcard Script Map...
CPTIONSYerbHand) add Module Mapping. .. Enabled Unspecified ProtocolSupportModule Local
TRACEVerbHander Enabled Unispecfied ProtocolSupport Modube Local
StaticFile Edi... Enabled File or Folder StaticFileMadle,DefaultDocume...  Lacal
Rename
Remove
Rewert To Parant
View Ordered List..,
& Hep
Crfine Help
Check the “Execute” checkbox and click OK:
Edit Feature Permissions K E3
Permissions:
W Read

ok | canel

Back to the “CGl-bin” Home, click on “CGI” to open the CGl properties:

9 /cgi-bin Home

Filter - 50+ (g Show All | Group by: Area - [~
113 A
¢ 4] ] | & i . |
ﬁ;j ﬂ jﬂ' 0] 2 &) L ?|| i o (
Authentic... CGl Compression  Default Directory  Emror Pages Handler HTTP Logging  MIME Types  Modules
Document  Browsing Mappings Respon...

» &8 &

Output Request  S5L Settings
Caching Filtering

Change the value of “Use New Console For Each Invocation” to “True”. Then, click “Apply” to
save the changes.

| Actions
g cal
v Apply
Display: Friendly Names - i oo
4 Behavior @ Hep

Time-out (hh:mm:ss) 00:15:00

Use New Console For Each Invocation True [v]
4 Security

Impersonate User True

### 3. Configure CGI extension permission

Now, the last step is to allow the CGI extension to run on the server. Click on the “ISAPI and CGI
Restrictions” icon. This can be found by clicking on the machine name in the menu on the left



side of the window.

8- |8 U} WIN-08MP70K44CH Home
b | i
, — Fiker: = [t = g Show Al | Grounby: drea [E2]
s
=1 Default Wb Ske - c,:, 1 . =3 == & _— & gll 6 £ I
¥ coitin e .Lﬂ & =l 434 - * | = i
Authentication &l Campressian Defaul Direckary Error Pages FastioGl Handler HTTP 154P] and CiGl: JISAP] Fiters Logging
Document Erowsing Sattings Mappirgs Respo... §f | Restrictions |
- : : = s
L. e oy = E
= Ll 'ﬂ ¥ = " ety
MIME Typas Modules Output Request Servar Warkar
Caching Fitering Certficates Processes
Management
h =
By =
Confiquration  Feature Shared
Editar Delegation  Configuration

On the “ISAPI and CGlI Restrictions” page, click “Add ...” on the

right side of the window. Now

specify the full path to the “hb.exe” file hosted in the TSplus folder. Be sure to check the “Allow
extension path to execute” option, as lllustrate the following images:

Ggl_ ISAPI and CGI Restrictions

Group by:  No Grouping -

Use this feature to speciy the ISAPL and CGI extensions thak can run on the Web serv

_Description | Restriction | Path

Edit Feature Settings. ..

& Hep

ionline Help

Add ISAPI or CGI Restriction

ISAP| or CGI path:

ChProgram Files (x864T5plus\ Clients\wwwhcgi-bin\hb.exe

Description:

CaGl

Allow extension path to execute

OK

Cancel




U‘g{l ISAPI and CGI Restrictions

Use this feature to specify the ISAP] and CGI extensions that can run on the Web server.

Group by: Mo Grouping =

Descripfion Restriction Path
Active Server P...  Allowed Fowindir¥shsystermn32\inetsnAasp.dil
ASP.MET v2.0.5... Allowed Fewindiris\Microsoft. MET\Framework8d\w2.0.5072 " aspnet_isapi.dll
ASP.MET v2.0.5... Allowed Fewindirfa\Microsoft. NET\Frameworkw2.0.5072 M aspnet_isapi.dll
ASP.MNET v4.0.3... Allowed Fowindirfa\Microsoft. MET\Frameworkw4.0.3031%aspnet_isapi.dil
ASP.NET v4.0.3...  Allowed Fowindir¥a\Microsoft. NET\Frameworke4\w4.0.3031%\aspnet_isapi.dll

I Cal Allowed C:hProgram Files (x36)\T5plus\ Clients'wwwhcgi-binihb.exe I

Make sure that in CGl section of your server, “Default Web Site” and “cgi-bin” the setting
“Impersonate User” is set to “True”.

| Internet Information Services (IIS) Manager - | o [
@W | @ » WIN-NZUEFVD2SBH » Sites b Default WebSite » cgi-bin » |@ - @
File View Help
Connections q Actions
= = CaGl
e- =8 5, :
Hj Start Baje Display:  Friendly Names al
483 WIN-N2UEFVD2SBH (WIN-N2UE| ® e
i[5} Application Pools 4 Behavior = &
48] Sites Time-out (hh:mm:ss) 00:15:00
2 D Default Web Site Use New Censole For Each Invocation True
I+ :;‘ cgi-bin 4 Security
Impersonate User True

Impersonate User
Specifies whether a CGl process is created in the system context or in the context of the requesting user.

< m 3 [=7] Features View |\ = Content View

Configuration: ‘lecalhost’ applicationHost.config, <location path="Default Weh Site/cgi-bin"> ﬁa

Give full permission to user “IUSR” in the directory “C:\Program Files
(x86)\TSplus\Clients\www\cgi-bin”

Give full permission to user “IUSR” in the directory “C:\Program Files
(x86)\TSplus\Clients\webserver\twofa”

4. Add Mime types in lIS

Open a command prompt as an administrator and run the following commands:



%SystemRoot%\system32\inetsrvl\appcmd set config /section:staticContent /
+[fileExtension=".dat’,mimeType="text/plain’]

%SystemRoot%\system32\inetsrv\appcmd set config /section:staticContent /
+[fileExtension=".", mimeType="text/plain’]

Restart IIS.
5. Configure IIS Directory Permissions
Give full permission to the group “Everyone” in the directory “C:\inetpub\wwwroot”

6. Configure TSplus

Go to the Web Server tab of the AdminTool, then choose the “Use a Different HTTP server”
option:

T TSplus - Administration Console

TS ' Remote Access Management Console

{t HomE

Default HTTP web server

A built-in HTTP Web Server is provided with TSplus
D APPLICATIONS However, you can use a different one (IS or Apache for example).

(O) Use the built-in HTTP web server
@ PRINTER @ Use a different HTTP web server

When using 115 or Apache, its HTTP port number must be set to 81,
[Tunneling forwards this 81 port into the public HTTP port 80}

@ ws

Web Portal Change the Web Server root path
You can change the Web Server default root path.
HTTPS The current Web Server root path is:
C:\Program Files (B6)\T5plus\Clients Select a new Web Server root path
‘Web Server

i Farm

o
= SESSIONS Web servers options

Change the HTTR/HTTPS port numbers
Will not change 115 or Apache port settings
Q% SYSTEM TOOLS

HTTP: (80 =
3 Apbvancen HHES 43 -
{7» ADD-ONS
Save and Restart Web Server
(@7 LICENSE

Then, in the same window, click on “Select a new Web Server root path”, and put the path of the
[IS directory, which should be something like: “C: \ inetpub \ wwwroot”. Now click on “Save and

Restart the AdminTool”.



n TSplus - Administration Conscle = X

TSEUS Remote Access Management Console

1+ HoOME

Default HTTP web server

A built-in HTTP Web Server is provided with TSplus
D APPLICATIONS However, you can use a different one (IS or Apache for example).

O Use the built-in HTTP web server

@ PRINTER @ Use a different HTTP web server
When using 1S or Apache, its HTTP port number must be set to 81,
[Tunneling forwards this 81 port into the public HTTP port 80}

o WEB

Web Portal Change the Web Server root path
You can change the Web Server default root path.
HTTPS The current Web Server root path is:
C:\Program Files x86)\TSplus\Clientswnan I Select a new Web Server root path I
‘Web Server
After clicking on “Save’, the new Web Server root path will be:
m FARM Chinetpub\wwwroot
9, SESSIONS
= Web servers options

Change the HTTR/HTTPS port numbers
Will not change 115 or Apache port settings

% SYSTEM TOOLS HTTE:

Bt Apvancep s 43

{7 ADD-ONS

I Save and Restart Web Server |I

(@7 LICENSE

The following messages will appear:

disabling Built-in HTTP pd

_ The built-in HTTP will not start anymore.
' I . Make sure that one other HTTP web server is active on port 81

EEE - )

P oK

Your web root path is now:
Chinetpublwwwroot

Wait. The Admintool will be closed automatically. Then open the Admintool again and click on
the Web tile.

Finally, restart the web servers:



mTSpIus-Admlmstratlun Console = X

TS LUJE Remaote Access Management Console

1At HOME
[ appLicaTioNs Q @
E] PRINTER Computer name; DESKTOP-SCVIIVH http:/localhost

Private [P 192,168.1.22 =~

. b o by

@ WEB PubliclP 78 | Bl |

RDP port 3389 j' The built-in HTTP server is listening on port 80
m FARM Connections: 1 @\ The HTIPS server is listening on port 443
o
2, SESSIONS

% SYSTEM TOOLS System Audit - Mo issues found on

83 Apvancen
Version | - You are using the latest version

{7 ADD-ONS

License Activated - Enterprise edition - 25 users

(G LICENSE

© ® ® ®

End of support date:

J ) Help
English X

### 7. Test with local host
Warning: Use a different user account.

If you try with your current user account from your own RDP session to the server, then you will
be disconnected and not be able to reconnect.

PLUS

Log on

| TSPLUS ‘

‘ John | v

O HTMLS @ RemoteApp







Using servers behind Reverse Proxy

It is possible to use servers behind reverse proxies via xhr-polling, with some limitations.

, Websockets are not part of HTTP protocol, even if first http request looks like http
request, actually, it isn’t, therefore most known reverse proxies do not support Websockets and
drop many important areas of first Websocket request.

If you know that the server is behind reverse proxy, disable Websockets by setting this option in
Clients\www\software\htmlI5\settings.js :

disablewebsocket = true;

That will enforce the usage of and avoid time delay when connecting.

If you do not have a file named “settings.js” in the “C:\Program Files
(x86)\TSplus\Clients\www\software\html5” folder, then your TSplus version is older and this

documentation does not apply. Please update your system first or contact support.

Please note that the usage of XHR-polling is not as stable as Websockets due its connection
nature.

The other limitation using Xhr polling via reverse proxy is the poor support on files upload. While
working with XHR in direct connection, done for example via Apache reverse proxy, Apache can
accidentally interrupt the file’s upload.


/tsplus-lts-14/html5-client-differences-between-websockets-and-xhr
/tsplus-lts-14/html5-client-differences-between-websockets-and-xhr
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/tsplus-lts-14/html5-client-differences-between-websockets-and-xhr

Using the Reverse Proxy Server Feature

This feature is available in the TSplus Enterprise Edition.

The Reverse Proxy system acts as an intermediary for its associated servers to be contacted by
any client. The advantage of using a reverse-proxy is simple: you will no longer need to create as
many port redirection rules as your number of TSplus servers. Whether or not you are using the
load balancing feature, you need to activate it in order to connect using the reverse proxy. In
TSplus, it provides a unique access point to a farm of load-balanced TSplus servers:

TS farm of
load-balanced

: [
- |]'F|

[

1 |

H @\7 : HT] IREEMED
[

T
I |]'-|

Firgwall Firewall

User
This unique access point will be your Gateway Portal Server. Since this server is going to be
accessed remotely, you will need to set up one port redirection rule on your router, including the
http or https ports depending on your preference (80 being the default port for http and 443 for
https).

Click on the Farm Tab, then click on the Reverse-Proxy tab:



Gateway Status
Gateway Reverse-Proogy Mode is DISABLED.

To enable it, add some Applications Servers and Save.

Gateway Server
Gateway Public IP / DNS: 3213713632

Protocal: @ HTTP © HTTFS
Load-Balancing: Enable Load-Balancing

Applications Servers

Add an Application Server

Server 1 (SRV-TSplus1 - 192.168.1.201)
Server 2 (SRV-TSplus2 - 192.168.1.202)
Server 3 (SRV-TSplus3 - 192.168.1.203)
Server 4 (SRV-TSplus4 - 192.168.1.204)

Edit Application Server ‘ ‘ Remove Application Server

Save Gateway Reverse-Proogr Settings

- The Gateway Public IP must be set with a fixed valid IP address.

Select Http or Https for your preferred connection method, the servers of your farm must be
able to communicate with eachother on either port 80 or 443, depending on which connection
method you use. It is also important that your windows firewall don’t block these ports.



Enable the load-balancing feature if you wish to load-balance your farm. If you do not activate
this feature, you will need to assign the servers of your farm to the Users or Groups. More
information on this subject can be found

Click on “Add an Application server” and fill in the Display Name for your server, its hostname
in the Internal Name field and its Private (LAN) IP address, then click on “Save”.

Display Mame:

Intemnal Mame: (srvx)
Private (LAM) IP:

Once you completed your list of servers, click on “Save Gateway Reverse-Proxy settings” and
restart the Web services located in the Admin Tool's Web tile.

Reverse-Proxy and Generated Connection Clients

You can generate a Connection Client which will connect to an Application Server through the
Reverse-Proxy Server.

To do so, assuming that your gateway has public IP 1.1.1.1 and your backend server has
internal name “srv2”, then use the special URL 1.1.1.1:443/~~srv2 in the server address field of

the Connection Client Generator.

For example:


/tsplus-lts-14/gateway#users

Windows Client Generator

Create Client

General | Dizplay | Remote Desktop client | Seamless client | Local resources | Program | Securty | Load-E alancing
Server
Server address Part number
G 25 12205 1248352 3389
Iser
Logon Password
& john TIY]
Domain name (without extension)
Prefemed display mode
(71 Remote Desktop client @ RemoteAPP client (71 Seamless client
(™) Disable background & animations for better peformances i@ Fast network or Fiber optic
Cliert name: john.connect

Don’t forget to also check this box:




Windows Client Generator

General Display Remote Desktop client Seamless client  Local resources  Program  Security  Load-Balancing

Enable Load-Balancing 7

When "Use Load-Balancing'is checked, it enables using the Gateway

with Load-Balancing to connect to an Application Server of the fam.

Prior using this advanced feature, please read our documertation

Cliert location: |C:\L|sers‘\.n“u:|min'\Desl~:tup | Browse

Client name: |iohn.|:onnect |

Create Client

Unless you want to connect to a given Application server.




TSplus Virtual Printer

The TSplus virtual printer is a new alternative to classic remote desktop printing solutions, which
can be unreliable, hardware dependent and difficult to manage. The virtual printer’s unique
compression algorithm improves the transit speed of remote print jobs by minimizing data
transfer while maintaining image quality.

Note: The TSplus HTML5 client is not supported and it requires the

Benefits

Single-user and multi-user environment support.
Zero configuration is required.

Works with any virtual machines.

Mixed 32 and 64-bit environment.

Pre Requisites

TSplus virtual printer OS compatibility list, in 32 and 64-bit::

e Windows Vista

e Windows 7

e Windows 8

e Windows 8.1

e Windows 10

e Windows Server 2008

e Windows Server 2008 R2
e Windows Server 2012

e Windows Server 2012 R2
e Windows Server 2016

e Windows Server 2019

The TSplus Virtual Printer is compatible with:
e The TSplus generated client

e The TSplus RemoteApp client
e The TSplus RemoteApp plug-in when using the Web Portal


/tsplus-lts-14/universal-printer
/tsplus-lts-14/universal-printer
/tsplus-lts-14/universal-printer

e The Microsoft Remote Desktop client
It is not compatible with:

e The TSplus HTMLS5 client
e Hard Coded Thin-client devices where the client side setup cannot be installed.

Two Parts

The TSplus Virtual Printer is made up of two components:

e A server side component that comes installed on TSplus 12.70 Edition.
e A Desktop component that is installed on the end-user’s Windows Workstation.

Both setups are available directly in the server side in the “C:\Program Files
(x86)\TSplus\UserDesktop\files\addons” folder and named “Setup-VirtualPrinter-Server.exe” and
“Setup-VirtualPrinter-Client.exe”:

e |
G( _\)v | ~ Ordinateur = Disque local (C:) ~ Program Files (x86) ~ T3plus ~ UserDeskbop ~ files ~ addons * & I Rechercher dans © addans ¥
A =
Organiser +  Inclure dans |a bibliothéque = Partager avec = Mouwveau dossier = - E] ﬂ
Mt
Wicrasoft SDKs 2l om - Modifi le [ yee | raite | |
Gt Microsoft Silverlight A ; h
= lakest, . 28)04/2020 16:47 Fi LOG 4K
o Microsoft SQL Server 2 latest_vp_gxe.lng 03 e °
Microsaft Visual Studio =] latest _wp_msilog 28{04/2020 16:48 Fichier LOG 120Ko
B Microsoft.NET L) Setup-virtualPrinter-Client.exe 04052020 17:01 Application 9205 Ko
e Mozilla Maintenance Service QSatup—VirtuaIPr\nter—Server.exe 04j05/2020 17:01 Application 14724 Ko
1M3Euild
o NuGet
Adriin 4
r Pas
RDS-Tools
Reference Assemblies
2/ In RoboSoft4
Pz T5plus
Clignts
i java
o UniversalPrinter
UserDesktop
D
files
Ct JIego
lego - Backup avant MAJ lego ex
_lego
%) Rés addons
apilangs
Y =l
4 &lémentis)

# Récumé dac Fanctinnnalibéc

The Client setup is also available from your TSplus web server, using the link below:
“yourtsplusserveriporpublicdomain”/addons/Setup-VirtualPrinter-Client.exe

You can also perform a silent install of the Client via a command line, by executing the setup with
the following parameters:

ISUPPRESSMSGBOXES /VERYSILENT /SILENT /no_ui



Getting started

TSplus virtual printer is automatically installed during the first TSplus installation, and directly
available during the trial period.

Once TSplus is installed, you will need to install the “Virtual Printer Client” on user’'s computer.

When you connect remotely to your TSPlus server using either Microsoft RDP client (mstsc),
TSplus generated client or Web Portal RemoteApp plug-in, you will be able to print from your
remote session to your local printer using the “Virtual Printer” printer. By default, the local printer
selected is the local default printer.

You have 2 ways to change the local printer mapped to the “Virtual Printer” printer based on your
situation:

1.If you are using the full desktop, then you can select which local printer to be used by using the
virtual printer icon in the systray:

5end To OneMNote 2016
OneMote

Microsoft XPS Document Writer
Microsoft Print to PDF

Fax

W' Canon TSe100 series
A =T

A Ym T ) b FRA

2.If you don’t have access to the full desktop, you will need to use the “Virtual Printer Tool”
named “VirtualPrinterTool.exe” located in “C:\Program Files (x86)\TSplus\UserDesktop\files”.
Note: you can either assign the application to the user, or make it run automatically on logon
through the Virtual Printer advanced settings:



=P Virtual Printer Tool - Select your default local print...

5. Canon T56100 seres

0. Send To OneMote 2016

1. OneNote

2. Microsoft XPS Document Writer
3. Microsoft Print to POF

4 Fax

. Canon TS6100 series

Configuration

To access to the TSplus Virtual Printer control panel, please navigate through the AdminTool:
ADD-ONS > Virtual Printer

m TSplus - Administration Conscle

TSPLUS

Remote Access Management Console

1 HOME

G’ TSplus Advanced Security - Protect your server

[ arpuicaTiONs

(P PRINTER
Q@ ws
B rarm

o
2, SESSIONS

% SYSTEM TOOLS

83 Apvancen

&> ADD-ONS

& LICENSE

Protect your server from brute-farce attacks and foreign intrusions.
Block ransomwares before they destroy your files.
Restrict users access and lock them in a highly secured environment.

Twao-Factor Authentication - Confirm your users’ identity

Passwords can be lost, stolen by phishing attacks, and very often they can even be cracked in a matter of minutes.
Two-Factor Authentication solves this problem simply and effectively, and provides an additional security layer - sending a code to
the user mobile device,

Virtual Printer - Print on your local printer

Setting up both server and client to allow local printing from remote sessions can be quite challenging.
Virtual Printer makes local printing simple and accessible for every user.

ServerGenius - Monitor your server

Server Genius helps to optimize software resources and to reduce unnecessary costs,
Give facts and data about server usage (CPU, Memaory, 1/0, Disks}).
Track changes, resources usage and events with real-time email alerts.

From the HOME section, you will be able to:

e Install the virtual printer

e Update the virtual printer

e Check the “Virtual Printer” printer properties

e Remove the Virtual Printer

e Set the Virtual Printer as the default printer

e Check the Virtual Printer status and pending documents




Virtual Printer - TSplus

Virtual Printer

1+ HoMmE

(P)  virtual Printer is installed
83 sermnes

@ You are using latest version of Virtual Printer
(&7 LICENSE

® VirtualPrinter is not the default printer

Virtual Printer Manager

Install the Virtual Printer Remove the Virtual Printer

Update the Virtual Printer Set the Virtual Printer as the default printer

virtual Frinter properties View Virtual Printer

@ Trial License : 14 days remaining. Click here to activate a new license,

From the SETTINGS > Advanced section, you will be able to set up advanced parameters such
as: “Run the virtual printer tool at logon” which will make the Virtual Printer Tool available on the
remote session at logon. This parameter is mainly used to avoid the extra steps of assigning the
“Virtual Printer Tool” to every users who needs it, making it available for everyone directly.

Virtual Printer - TSplus

Virtual Printer

1t HomE
Q‘% MName Value
@ SETTINGS Run the virtual printer tool at logon Mo
Advanced
@3 LICENSE

From the LICENSE section, you will be able to:

e Activate your license



To activate it, connect to our

and enter your E-mail address and Order Number

to download your license file. Then, click on the “Activate your License” button and upload it.

e Check your license status

Virtual Printer - TSplus

Virtual Printer

1 Home
8% sermnes

(&7 LICENSE

Activate your License

License Status

Trial license 14 days

Serial Number:

Computer name: WIN-A1LO0CHOESS



https://license.dl-files.com/
https://license.dl-files.com/

TSplus Web App

TSplus Web App is a Progressive Web App (PWA) that leverages modern browser APIs to
deliver a seamless remote access experience without cumbersome software installation or
complicated connection clients. Designed to utilize industry standard HTMLS display and
communication protocols, The TSplus Web App appears as a native connection solution, no
matter what type of device you use.

Benefits

The new TSplus WebApp offers improved performance and value using the following
improvements over legacy applications and connection clients:

Faster load times due to the small software footprint.

Lower data usage - TSplus Web App leverages common browser based traffic management
to minimize data usage.

Seamless user experience - from login display to application rendering, the TSplus WebApp
offers the user the appearance of native application use.

No more browser tabs or lost sessions due to too many open browser windows. The TSplus
Web App behavior offers the same multitasking options as any other top level application.

Installation - PC

Navigate to your corporate TSplus Web Portal using your preferred common web browser
(HTTPS configuration required).

Click on the + button located on the right side of the navigation bar. When prompted, click on
‘Install’.



@ Web docess ® +
“ 2 # demo.tsplus.net @

Install app’?

Toplus - Web Shodcut

PLUS

Lewy o
Lkmer narmes: |
| Pamsword: |

O HTHLS @ Remotespp

Log on

- b man i i

The installation only takes a second. It will create an icon on your desktop:

And the web app will open immediately upon completion:



PLUS

Lo o

TSFLLS |

| +

O HTMLs @ RemoteApp

R e T Y T L

Log on

Installation - Android Mobile Device

Navigate to your corporate TSplus Web Portal using your preferred common mobile web
browser. HTTPS protocol is required on the TSplus server.

The Web Portal will offer the option to add the TSplus Web App to your home screen, by clicking
on the “Add TSplus Web App to Home Screen” message at the bottom of the window:



50z 4 v T I00% e 110 P

i1 @ portalmycompany.com 8]

ddd TEplus Web App to Home screen 4

Or by clicking on the 3 dots menu on the top right of the window and clicking on “Add

After accepting the Add to Homescreen option, the user will see the following screen:



39505 3 0k T I00% k116 P

(y @ portal.mycom w 2 O C

Mew tab

Mew incognito tab

Bookmarks

Recent tabs

History

Downloads

Share...

Find in page

Add 1o Home screen

Desktop site

E‘ 130 ME saved

sinca Apr 5

Tap on the ‘Add’ button and the process is complete:



Add to Home screen

ri::@ TSplus Web App

Cance

The TSplus Web App will now be accessible directly from the home screen of your mobile
device.

J== R0 © $44% £ 13:31

{2 ’
TSplus Web.. - /

Installation - Apple iOS Mobiles



The Web App installation process on iOS is similar to the Android process. Just navigate to the
TSplus Web Portal using Safari Web Browser. Click on the Share button:

Then click on “Add to Homescreen”.

Note: Chrome browser doesn’t support the Web App feature on iOS.

Management

You can manage the Web App, by going to the TSplus Admin Tool Web - Web Portal section
and clicking on TSplus Web App tile:

T‘}]‘ TSplus - Administration Conscle

TSE S Remote Access Management Console

1 Home

‘Web Portal Design
[ arpLicaTIONS

‘Web Portal Preferences

(ep PRINTER
® wes

Web Portal Tsplus Web App

Applications Portal

HTTPS

Web Server
Web Credentials
Lockout

] Farm

RemateApp Client

o
2, SESSIONS

HTMLS Client
ek SYSTEM TOOLS

HTMLS Top Menu
3 Apvancen

&b ADD-ONS

L& 1IcENSE

The Web App is enabled by default, but you can disable it. It is possible to modify the Shortcut
name, background and theme colors as well as the icon of TSplus Web App:



Shortcut name:

Background color:

Theme calar:

lcon format
pna/ svg/ webp ==
144x144 pixels):

T5plus Web App Managerment

@ Web App is enabled - Click to disable

This functionnality requires your TSplus web server to be accessible
from a domain using HTTPS protocol.

TSplus Web App

H2A3443 Select. ..
H2A3443 Select. .
Clients wwwpwa_icon pnig Browse...

Save

Just click on “Save” to record your modifications.




Web Applications Portal: Parameters in URL
address

If you want to bypass Terminal Service Plus standard logon Web Access page when using the
and go directly to the Web Applications Portal page, you must specify
several parameters in the URL address:

user login

e user password

e user domain

e server

e port

e client type (HTML5 or Windows)

Here is an example of a full URL address for user “demo” with password “demo” on our demo
server with an HTMLS client:

The domain, server, port and type parameters being optional, the following URL address has
exactly the same behavior:

To use a Windows client, use:
&type=remoteaccess

Using those parameters in the URL address, you can go directly to the Web Applications Portal
page.

You do not have to specify all these parameters at the same time: the parameters not specified
will have their default configured value.

If you wish to bypass Terminal Service Plus standard logon when using theconnect with the
HTMLS5 client, check
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Web Applications Portal

Overview

Terminal Service Plus Web Application Portal provides a single, flexible solution that can
streamline application and desktop deployment and life-cycle management to reduce IT costs.
By centrally managing and web delivering on-demand applications, IT can improve the success
rate of application deployment providing role-based management, application control, security
and users support.

Terminal Service Plus Web Application Portal virtualizes and transforms Windows apps and
desktops into a secure on-demand service.

With Web Application Portal, you will be able to publish Microsoft Windows applications
(business applications, Office applications...) to the web.

As in Citrix, your users can access their applications directly from the Internet, simply by clicking
on the application icon in the Portal web page, directly inside their own Internet browser.

Managing your Web Applications

The Web Application Portal feature is fully integrated in Terminal Service Plus. It means that all
the applications published by Terminal Service Plus Applications Publishing feature can be used
in the Web Applications Portal.

If you would like to know more about this publication process, feel free to read our
documentation about and

Designing your Web Applications Portal

In the Admin Tool, open the “Web” tab and click on the “Applications Portal” tile.
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To generate a web access page with the Web Applications Portal feature activated,

check the “Enable Applications Portal”’ checkbox.

You can customize your web access page to your liking, then click on “Publish” to publish this
new web access page.

Note: You can change the box and the box border colors only for the Classic themes which can
be changed on the \Web Portal Design tile.
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Using the Web Applications Portal

On this example we have published the new web access page with the default name “index”.

To access it, open a web browser and go to http://your_server_name/ (in this example we use
, directly from the server itself).

The first web page displayed is the standard Terminal Service Plus web logon page:

PLUS

Log on
TSPLUS ‘
| v

O HTMLS @ RemoteApp

Once logged in, a new web page is displayed, this is the Web Applications Portal:


http://localhost
http://localhost

SPLUS ==

Remote Applications Portal

Applications

= L =

Desktop folder MNotepad

E -

Powerpoint

As you can see, the user gets an icon for every published application that he has access to. The

user can now click on one or more icon, in order to remotely open the matching application in a
new tab:
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Web-Lockout

Since TSplus 11.40 release, brute-force attacks on the Web Portal are now blocked when users
enter wrong credentials. After 10 attempts during a period of 15 minutes, the Web Portal will
prohibit the user to logon for 30 minutes (customizable on the Advanced - Lockout tab of the

AdminTool) :
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Too many failed attempts.
Please retry later.

These are the default settings which are customizable on the hb.exe.config file located on the
TSplus folder: TSplus\Clients\www\cgi-bin\hb.exe.config in the “appSettings” paragraph.

You can check all blocked connections and logs by users on the Lockout feature of TSplus:
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is visible and active after the first Web Portal connection.

Important Notes

The Web Applications Portal feature is compatible with and it
also supports

In a Farm / Gateway configuration, the Applications must be published and assigned on every
server of the farm at the moment.

In terms of Terminal Service Plus licensing, a user can open several applications at the same
time without counting for more than 1 user.
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Web Autologon: connect from web without
portal

Overview

Terminal Service Plus Web Portal allows users to connect to their remote servers from any web
browser simply by using their Windows credentials.

Sometimes however, you want to connect automatically when you launch a given URL address.
This feature is called Web Autologon.

With Web Autologon, you will connect using the settings (login, password, ports, ...) specified in
specific Terminal Service Plus files.

Web Autologon using HTML5 client

You will be able to connect directly by browsing to

You can modify the connection settings by editing the following file with Notepad or any text
editor (such as Notepad++ - do not use MS Word):

C:\Program Files (x86)\TSplus\Clients\www\software\htmlI5\settings.js
You will need to specify at least a login and a password in order to benefit from Web Autologon.

You might need to refresh the page on your web browser after modifying this file.
Web Autologon using the RemoteApp Web Client

You will be able to connect directly by browsing to

You can modify the connection settings by editing the following file with Notepad or any text
editor (such as Notepad++ - do not use MS Word):

C:\Program Files (x86)\TSplus\Clients\www\software\remoteapp?2.js
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You will need to specify at least a login and a password in order to benefit from Web Autologon.

You might need to refresh the page on your web browser after modifying this file.

Enable multiple user sessions using the same
credentials

If you want to enable multiple user sessions using the same credentials, then you can follow this
procedure.

You can copy the index.html file located in:
C:\Program Files (x86)\TSplus\Clients\www

as many times as your number of users. You can rename it and then access it with the url:

Edit the paragraph corresponding to users credentials:

Access Configuration --------------- var user =""; // Login to use when
connecting to the remote server (leave " to use the login typed in this page) var pass =

; // Password to use when connecting to the remote server (leave " to use

the password typed in this page) var domain ="";

You can copy the index.html file as much time as you want, renaming it with the username will
make it easier for you to provide a personal link.


http://nameofyourserver.com/renamedindex.html
http://nameofyourserver.com/renamedindex.html
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Web Credentials

Overview

Terminal Service Plus Web Credentials is a state-of-the-art unique feature, which allows users to
connect with just an e-mail address or a pin-code.

With Web Credentials, you can secure your server’'s access with the e-mail address of a user, or
with a simple pin-code generated by your business application. One of the great benefits of this
feature is that these credentials (e-mail or pin-code) are pure web credentials : the user will not
know the Windows user account he is currently using, and he does not need to know a real
Windows login/password to connect to his application!

With Web Credentials, you will be able to define custom pure web credentials and match them to
any existing Windows / Active Directory user account. The user will then be able to connect
using these custom credentials, instead of the Windows / Active Directory ones.

Managing your Web Credentials

In the Admin Tool, open the “Web” tab and click on the “Web Credentials” tile.
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The Web Credentials Manager will open and display this window:

- R
Web Credentials

Manage Web Users and Match them to Windows / Active Directory Users
Web Login Web Password Windows Login & fudd & new Teb Credential
T john
admin@mycompany.com admin & Edit Web Credential
julia@rmycompany.com julia
& Remaove Web Credential

Web Access Page
Enable Web Credentials

[] Sllow empty Password
Show the Password fisld
[T] Mask Usemame figld

(ﬁ% Preview
@ Save

You can now create a new Web Credential by matching a custom login and (optional) password
with an existing Windows / Active Directory user account, as shown below:




2 Add a new Web Credential lﬁ

Web Login: John

Web Password:
{optional) : .
will match:

Windows Login: John

Windows Password: sees

Maodmum number of concument session: 2

@ Cancel ‘ O Save ‘
&

Since TSplus 9.50 version, you can also decide the maximum number of concurrent sessions for
a user.

You can also edit and remove an existing Web Credential, thus changing or disabling any
custom credentials you configured.

Alternatively, you can create web credentials via a command line:

e On the Windows Start Menu, on the execute field, type in: ‘cmd.exe’ (or in Programs/
Accessories > ‘Windows Power Shell’)

e Then, in order to go to the right folder, type: cd “C:\Program Files
(x86)\TSplus\UserDesktop\files”, then press Enter to validate

e To add a new Web Credential, type: AdminTool.exe /webcredentials-add your_web_login
your_web_password your_windows_login your_windows_password
maximum_concurrent_sessions

e To add a blank credential, type two double quotes: " to indicate a blank text.

e To delete a web credential, type: AdminTool.exe /webcredentials-remove your_web_login

Important Notes

Please note the following limitations:
T, T and ’*’ characters are not supported on the password fields.

Ina , Web Credentials only support the
(i.e. it does not work with server-assigned mode)
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In a Farm / Gateway configuration with load-balancing mode, the Web Credentials must be
defined on every server of the farm at the moment.



Web Lockout

TSplus Web lockout, introduced with Version 12.40, is a user interface for the Web Portal
Lockout feature, to unblock accounts and edit advanced settings:
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Lockout monitors failed Web Login attempts on your TSplus server. It logs attempts and
automatically blocks the corresponding user after the authorized number of failed attempts has
been reached.

You will easily see if an Address has been locked under the “Locked” column.
The next column indicates the numbers of consecutive failures for each user.

On the Web Portal, a message indicates the user that too many failed attempts were made:



Coannecter

O HTMLS @ Remotespp

Too many failed attempts.
Please retry later.

Users can be quickly removed from this list, unblocked and whitelisted from the easy-to-use
management console in the Web Tab of the AdminTool. Just click on the user you want to reset

or unblock and then click on “Reset”.
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The threshold for users blocking can be configured by the administrator, on the Advanced
Settings Tab of the AdminTool:
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TSplus Advanced Security Integration with Lockout

If a failed login attempt has been detected on the Web Portal, TSplus Advanced Security will
indicate the “Lockout Event”, corresponding to a username on the Security Event Viewer:

v @ |
“A failed login attempt was detected from Web Portal for user ... 1 Failed login attempt were
detected for this user since...”

TSplus Advanced Security BruteForce Defender

TSplus Advanced Security Bruteforce Defender covers the Client |.P. addresses aspect.
Hence, it also works for RDP connections.

, are also visible on TSplus Advanced Security Event
Log (private IP addresses are excluded to avoid blocking proxy):

v X |

“A failed connection attempt was detected from IP address ... . This IP address is not whitelisted
and will be blocked following several failed attempts to connect. Provided username: Harry.”

For More information about Lockout and BruteForce Defender, check and the
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Web logon page: How to change the logon
Splashscreen

Overview

When the remote connection is loading, the HTML5 client is displaying a default splashscreen
such as the screenshot below:

Your online security is important to us.
Please wait while we secure your connection ...

You can customize this content by modifying a JavaScript configuration file.

HTMLS5 Client

Creating your customized Splashscreen content

Any content in text or HTML can be used for the Splashscreen.

Also, if you need to use simple quotes (’ ) or double quotes (7 ) you will have to write a
backslash before (’ and ”) instead of just the quotes.

Finally, please note that the content must be written in only 1 line.

The following example is a valid content for the Splashscreen:



This is my customized splashscreen

Please say “hello™

It will display a title (“This is my customized splashscreen”), a text (“Please say hello!”) and the
animated ring picture as in the standard TSplus Splashscreen.

Modifying the Splashscreen data to use your own content

If you do not have a file named “settings.js” in the “C:\Program Files
(x86)\TSplus\Clients\www\software\html5” folder, then your TSplus version is older and this
documentation does not apply. Please update your system first or contact support.

Edit the file “settings.js” located in the “C:\Program Files
(x86)\TSplus\Clients\www\software\html5” folder. We advise you to use a text editor such as
Notepad or Notepad++ (do not use Word).

Search for the line starting by this:

W.splashscreencontent =~

Replace it completely by the following line:

W.splashscreencontent = “your customized content here”;

Do not forget the ending double quotes and semi-colon ( ;).

If you wish to lengthen the duration of the logon splashscreen in HTMLS5, you can do so by
modifying the value in milliseconds:

W.splashscreentime = 5000; //splash screen play time.

We recommend you clear your browser’s cache after saving the changed html page.



Web logon page: How to close the Logon
form after logon

Overview

On the Web logon page, when the user clicks on the “Log on” button, the chosen client (HTML5
or Windows) is opened in a new browser’s tab.

Sometimes, and more specifically when using the Windows client, you might want to hide the
logon form to the user, for instance in order to avoid the user to click again on the “Log-on”
button.

Depending on the Internet browser used, you have two choices on how to change this default
behavior. Both solutions requires you to modify a JavaScript file.

Solution A: Closing the Logon tab - For Internet
Explorer only

In this solution, when the user clicks on the “Log on” button, the chosen client will be opened in a
new browser’s tab and the Logon tab will close itself. Depending on the Internet Explorer version,
a small message window might be displayed to the user, asking him to confirm that he wants to
close this tab.

Edit the file “common.js” file which is stored into the “C:\Program Files
(x86)\TSplus\Clients\www\software” folder. We advise you to use a text editor such as Notepad
or Notepad++ (do not use Word).

Search for these lines:

p = 'software/remoteapp.html’;
window.name =" " + window.opforfalse;
if (cpwin !=false) {
cpwin.name = window.opforfalse;
cpwin.location.replace(hostGateway + jwtsclickLinkBefore(getside(), p));
}else {



window.open(hostGateway + jwtsclickLinkBefore(getside(), p), window.opforfalse);

}

And replace them by those lines:

p = 'software/remoteapp.html’;
window.name =" " + window.opforfalse;
if (cpwin != false) {
cpwin.name = window.opforfalse;
cpwin.location.replace(hostGateway + jwtsclickLinkBefore(getside(), p));
}else {
window.open(hostGateway + jwtsclickLinkBefore(getside(), p), window.opforfalse);
}
window.open(",'"_parent',");
window.close();

We recommend you clear your browser’s cache after saving the changed JavaScript file.

Solution B: Redirecting the Logon tab to another web
page - For all browsers

In this solution, when the user clicks on the “Log on” button, the chosen client will be opened in a
new browser’s tab and the Logon tab will automatically navigate to another web page.

You are free to use any existing Internet address (URL) such as " or “http://
your_intranet/your/page.html”, or you can create your own web page by using “thankyou.html” as
the URL and creating a file named “thankyou.html” in the “C:\Program Files
(x86)\TSplus\Clients\www” folder and putting HTML content in it.

Edit the file “common.js” file which is stored into the “C:\Program Files
(x86)\TSplus\Clients\www\software” folder. We advise you to use a text editor such as Notepad
or Notepad++ (do not use Word).

Search for these lines:

p = 'software/remoteapp.html’;
window.name ="" + window.opforfalse;
if (cpwin != false) {
cpwin.name = window.opforfalse;
cpwin.location.replace(hostGateway + jwtsclickLinkBefore(getside(), p));
} else {
window.open(hostGateway + jwtsclickLinkBefore(getside(), p), window.opforfalse);

}

And replace them by those lines:


http://google.com
http://google.com

p = 'software/remoteapp.html’;
window.name ="" + window.opforfalse;
if (cpwin != false) {
cpwin.name = window.opforfalse;
cpwin.location.replace(hostGateway + jwtsclickLinkBefore(getside(), p));
}else {
window.open(hostGateway + jwtsclickLinkBefore(getside(), p), window.opforfalse);

}

window.location.href = "http://google.com";

We recommend you clear your browser’s cache after saving the changed JavaScript file.



Web logon page: How to open the HTMLS5
client in the same tab

Overview

On the Web logon page, when the user clicks on the “Log on” button, the HTMLS client is
opened in a new browser’s tab.

You can change this behavior and have the HTMLS5 client to open in the same browser tab as
the Web logon page by modifying a JavaScript file.

Modifying the custom.js file

Edit the file “custom.js” file which is stored into the “C:\Program Files (x86)\TSplus\Clients\www”
folder. We advise you to use a text editor such as Notepad or Notepad++ (do not use Word).

Add this line:
var openinsamewindow = true;

We recommend you clear your browser’s cache after saving the changed JavaScript file.
Modifying the common_applications.js file

If you are using Terminal Service Plus Web Applications Portal feature, then you need to edit a
second file. Edit the file “common_applications.js” file which is stored into the “C:\Program Files
(x86)\TSplus\Clients\www\software” folder. We advise you to use a text editor such as Notepad
or Notepad++ (do not use Word).

Search for these lines:

if (childurl 1=") {
child = window.open(childurl, childname);
childrenWindows[childrenWindows.length] = child;

}



And replace them by those lines:

if (childurl 1=") {
window.name = childname;
location.href = childurl + '#";

}

We recommend you clear your browser’s cache after saving the changed JavaScript file.



Creating and Customizing HTML Web
Access pages using the Web Portal
Preferences and the Web Portal Design

Using the Web Portal Design and the Web portal Preferences, you will be able to create your
own customized HTML Web Access pages - and there is no need to be a web developer!
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With the Web Portal Design tab, you will be able to customize all the display and graphic
settings, as well as add your own logo. You have the choice between a collection of 20 photos,
or you can add your own. You can also set any color theme with the background color of your

choice or you can use one of the classic themes.



Look & Feel

Page Header

Theme: Photo ~ Baseline: |)ple and Systems Through Irrtemet| Size: 13
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Some advanced tips:

e You don'’t have to click on a “Choose...” button if you already know a color code: just type it in
the input.

e Be careful with the real size of the pictures: your page could be quite bad-looking if a picture is
too big.

e Do not hesitate to use the “Preview” button on the bottom, it's fast and easy!

Web Access

Log on

‘ User name:

Password:

Domain:

© HTMLS @ RemoteApp




### Saving typed values and Resetting to default ones
When you close this window, all the values you typed and checked are saved.

If you want to reset these values to values by default, click on the “Reset” button on the bottom.

Web Portal Preferences
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-
Preferences
Default Values
Login:
Passwaord:
Domain:
[ ] Show the Domain field Remember last login
[ ] Hide server selection list
Advanced
Keyboard: as_browser
Access Type
Available Clients: HTMLS (iPad, iPhone, Android devices, computers)
Remotefpp  (Windows PCs)
Gateway Portal: [ ] Generate a Gateway Portal enabled Web Page

Upload: Folder to select files.

(@) User Desktop (defautt) (®) User Desktop (defautt)
(") My Documents () My Documents
() WebFile folder () WebFile folder
() Custom folder: () Custom folder:

Download: Folder far all received files

Select...

Folder path from where the user will
select files to be uploaded.

Downloaded files from the users PC will be stored in the specified folder.
(Drag/Drop from the user PC, Download button or File Transfer button)

(®) Use Explorer to select files () Use TSplus GUI

Windows password

[ ] Display Windows password reset button

[ ] Display an alett when windows password expires in less than:

7

@ | D e

days

I:ng Preview ‘ @ Save

Select...

Falder where all downloaded files
will be stored on the Server.

This tile allows you to configure the Web Access page:



e “Default Values”: you can specify a default login, password and domain that will auto-
populate the login fields. All of the settings present here are saved in the index.html file, which
can be copied and renamed to your preference.

e “Show the Domain Field”: when checked, the Domain field is included in the login information
request.

e “Keyboard”: only for advanced administrators who have special keyboard requirements.

e “Available Clients”: choose between 2 types of web connection clients. If both are checked,
the user will have the choice.

e “Gateway Portal”: check it to activate a Gateway Portal enabled page. This feature adds an
extra authentication step when you assign a server to a user or group. (More information on
the Gateway feature can be found )-

e “Upload - Download”: choose source and destination paths for file uploads and downloads.

Since TSplus version 14.60, the section “Windows Password” has been added.
From this section, you can now add an alert message showing during the connection through the

web portal, to inform the user about his password expiring date. For example, the following pop-
up will show if the user’s windows password expires in less than 3 days:

Expiration password reminder

Your windows password explres in 2 days.

Would you like (o change it now?

As mentioned it gives him the possibility to change it directly from the Web Portal using the pop-
up displayed just below:


/tsplus-lts-14/gateway

Reset your Windows password

You can also directly make the user able to change his windows at any time, by enabling the
button “Reset your Windows password” through the Web Portal preferences.

S A A Sl B e B

Web Credentials

The “Web Credentials” section allows you to enable (or disable) the feature.

When using Web Credentials, you might want to allow empty passwords. If you only have Web
Credentials with empty passwords, we recommend that you uncheck the “Show Password Field”
option, in order to simplify even more the web login page.


/tsplus-lts-14/web-credentials
/tsplus-lts-14/web-credentials
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### Remote App tile
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This tile is for Windows clients specific settings.

You can choose your display between RemoteApp (remote connection without the remote
desktop) or Standard RDP. You can also decide if you want documents to be printed on the user
default printer, display a local preview or the local printer choice.



RemoteApp Client

Diisplay
Resolution: | RemotefApp i |
Picel Depth: |3;-_ bits v |

Web Printing Preferences
Choose your web printer: | Print on the user default printer - |

Web printer will be used for all web connections using RemoteApp client.
Web printer will not be used for HTML% connections.
@ zave

@ Help... @ Rezet

HTMLS client tile

Q Prewview
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On this tile, you can edit the parameters for the HTML5 client web display. More information on
this page.


/tsplus-lts-14/remote-connection-from-a-mobile-device
/tsplus-lts-14/remote-connection-from-a-mobile-device

HTML5 Client

Menu bar: All devices and computers -

File Transfer: Enable File Transfer

Cir+Alt+Del: Mobile devices anly -

Top menu preference: Transparency -
Default Colors: 16 bits b
Connection Timeout: 40 w
Waming Messages: [ ] Hide Waming Messages

Sounds: Play Sounds Theming: []
Backaground Color Preference I:I Choose color...
Add a logo to the background: Browse... Remave the logo

Logon screen message:

ABLE BGCOLOR=\#FFFFFF BORDER=0 BORDERCOLOR=\HFFFFFF\ CELLP?

Change logon screen animated GIF: Browse... Display time msec.: |5000
m Smartphone and tablets Preferences Use recommended values
Pointer settings

() No pointer () Small pointer (@) Medium pointer () Large pointer

Transparency 4 95 %L
Software keyboard settings
Use soft. keyb. [ ] Automatically show the software keyboard
when the focus is in an entry field
Transparency 4 95 %L

@ Help... ‘ @ Rezet

@ Save

HTMLS Top Menu Tile
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This tile enables you to choose the applications to display on level 1 or 2 on the Top Menu of
your generated remote web session. You can also edit these applications in order for them to
appear on a specific client type : pc, mobile, ios... on or all of them.

HTML5 Top Menu

Manage HTMLS Client Top Menu lcons

S-== Level 1 E Add a new Application

o== Print
== File Upload to Server
== Clipboard Ijl‘ Edit Application
-.:== File Download to Client
=== File Listing
== Right Click (mobile only) Ij Remove Application
—== Mouse Drag (mobile only)

E-=== Lewel 2
Foxit W Move Up
@ Excel

ﬂ Mowve Down

### Generating the HTML Web Access page

We advise you to try a “Preview” before generating a new HTML Web Access page.



Once you are pleased by the preview, then you can click on the “Publish” button to generate and
publish the page to your web server’s root folder.

You will be asked for a page name. If you want to overwrite your default page, use “index”. In this
case, the newly published web page will be accessible at:


http://your-server.com/index.html
http://your-server.com/index.html
http://your-server.com/index.html
http://your-server.com/index.html

