Activate your subscription

TSplus Remote Support licensing

The 15 day free trial of Remote Support starts when the first outbound connection is initiated.

Once the trial period has ended, a subscription to TSplus Remote Support is required to take
control of a remote session.

A subscription provides the capability for licensed agents to take control of a remote Windows
session. For example, if your support team has 20 members but only 15 agents are staffed each
day, then a subscription for 15 agents is required. All 20 agents are able to have registered
accounts, but only 15 may be active simultaneously.

Sharing your screen with TSplus Remote Support does not require a subscription. Your clients to
seek help from your customer support team without registering or subscribing.

How to subscribe

A subscription for Remote Support can be purchased directly from the home screen of the
software, by simply clicking on the ‘Buy Now’ button on the bottome right.
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Computers Administration Advanced License

My ID: | 066 759 896 | Remote ID: .

My Password: | MTEB | Mode: 2 Remote Control 32

#® Secure connection ready



Your subscription key will be sent to the email address provided during the purchase. A valid
subscription key looks like follows: “S-0123-ABCD-4567-EFGH”.

Please visit website for pricing information.

Activate your subscription

To activate your subscription, run TSplus Remote Support program on an agent computer and
then click on the License menu to navigate to the licensing tab.

TSplus Remote Support — O *

I==MMO | = Login / Register / Edit Display Name
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Sessions Computers Advanced

| ENTER YOUR SUBSCRIPTION KEY HERE |

Your trial period has expired. You are still able to share your screen. Please consider subscribing to
allow remote control from this computer.

#® Secure connection ready Your trial period has expired. You are still able to share your screen.

The License tab is the place where agents can:

e Activate a subscription by typing a subscription key and then clicking on Activate Key button
e Purchase a subscription by clicking on Buy Now button
e Review the current license status

There, enter your subscription key and click on Activate Key button. Following the activation, the
license status will be updated:


https://tsplus.net/pricing/remote-support
https://tsplus.net/pricing/remote-support
https://tsplus.net/pricing/remote-support
https://tsplus.net/pricing/remote-support
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Sessions Computers Administration Advanced

@ Your subscription is active and allows remote control for 5 concurrent connection(s).

@ Your subscription is registered up to 25/06/2028

® Secure connection ready Your subscription is active and allows remote control for 5 concurrent connection(s).

The license status is refreshed following each activation and every time TSplus Remote Support
program starts.

Managing your subscription

To manage your subscription, connect to our and enter your Email Address and
your Order Number to connect.

Download the for more information.
Contact our support team

Please do not hesitate to if you need any assistance using Remote Support or
purchasing Remote Support Licenses.


https://license.dl-files.com
https://license.dl-files.com
https://www.terminalserviceplus.com/attachments/TSplus-Customer-Portal-User-Guide.pdf
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https://www.terminalserviceplus.com/attachments/TSplus-Customer-Portal-User-Guide.pdf
https://support.tsplus.net
https://support.tsplus.net

Administration Console

Introduction

The Administration Console has been introduced for our subscription’s users. The Administration
Console fosters teamwork by allowing administrators to grant access to specific folders
containing computers, promoting efficient collaboration among subscription’s users.

With this feature, administrators can efficiently manage computers in one central location and
share access to specific folders, ultimately improving collaboration and resource organization
within their subscription.

The feature’s folder-based access control ensures that sensitive data and resources are securely
shared only with authorized teams, enhancing data protection and privacy.

Note: for subscriptions created before the release of the Administration Console, the default
administration is the first email user which has joined the subscription.Multiple people can be an
administrator and manage the accounts.As soon as the customer is connected with his
administrator account, he can make these modifications himself.

Key Features

e Centralized computer management: Administrators gain the ability to oversee and manage
all computers within the subscription. This includes tasks such as adding, editing, and
removing saved computers for all users.

e Collaboration through teams: The Administration Console enables administrators to share
access to folders containing computers with specific teams formed from the subscription’s
users. By sharing these folders, administrators can facilitate collaborative work among team
members.

e Structured organization using folders: To maintain a structured organization, every
computer within the subscription must be located within a folder. This requirement encourages
administrators to categorize and manage computers efficiently.

e Transparency by-design: Folders located at the root level of the subscription will
automatically be visible to all members of the subscription by default. This ensures
transparency and ease of access to essential resources.

e Permission inheritance: Folders located within another folder will inherit the permissions of
their parent folder. This hierarchy simplifies access control and ensures consistency in folder



accessibility across the subscription.
e Security policies: To enhance the security of your organization, enable rules that provide
robust protection against unauthorized access or potential threats.

Open Administration Console

First, to access the Administration Console, click on the “Administration” menu. You must be an
administrator of your subscription.

TSplus Remote Support — O *
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Computers Administration Advanced License
My ID: | 066759896 | Remote ID: [ -]
My Password: | APAS | Mode: 2 Remote Control  [32)
#® Secure connection ready Your subscription is active and allows remote control for 5 concurrent connection(s).

Users

In the Users tab of the Administration console, you can add new members to your subscription
and assign them to teams.

The team “All users” includes all the members of the subscription.

Click on the “Add” button of the Teams section to create a new team.
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Users Computers Permissions Security Integration Logout

You can add new teams and create new users. To add a user in 3 team, select the desired team and check your user(s).

Teams m Users m

-

-

Administrators Support TSplus (support@tsplus-remotesupport.com)

2FA/Mail
All users [2FA/ J

Support Team Marie (marie@tsplus.net)

Choose a name for your team and click “Save” to create it. The team’s name must differ from the
other teams.
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Add a new team to your subscription

Name: [Name |

You can edit or delete a team after selecting it.

You can also create a user by clicking “Add” in the Users section.
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You can add new teams and create new users. To add a user in 3 team, select the desired team and check your user(s).

Teams + A - ) Users + A

Administrators Support TSplus (support@tsplus-remotesupport.com)
All users [2FA/Mail]
Support Team Marie (marie@tsplus.net)

Fill the “E-mail” and “Password” fields and click “Save” to add a new user to your subscription.
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Add a new user to your subscription)

Email: |i0hn doe@example.com |
Password: | |
Display Name: [John Doe |

You can edit or delete an user after selecting it. You cannot delete yourself from the subscription.

For users to be part of a team, select the team and check the users you want to be members of
this team.
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You can add new teams and create new users. To add a user in 3 team, select the desired team and check your user(s).

Administrators Support TSplus (support@tsplus-remotesupport.com)

. [2FA/Mail]
All users

M Marie (marie@tsplus.net
Support Team o el iias L )

To promote a regular user to an administrator, add this user to the “Administrators” team.

Computers

This tab allows you to organize computers in folders.
You can start by clicking “Add folder” to create a new folder.

Choose a name for your folder and click “Save” to create it. The folder's name must differ from
the other folders.

Folders located at the root will be visible by all the members of the subscription by default. You
can change this later in the permission tab.

Folders inside another folder will inherit the permissions of its parent folder.
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Add a new folder to your subscription

Name: [Name |

Select the folder in which you wish to add a computer and click “Add computer”.

Fill the computers information and click “Save” to add it to your list of computers. Only the
Remote Support ID is mandatory to add a computer.

§ 4 TSplus Remote Support - Administration Console = O X
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Add a new computer to your subscription

Name: [Name |
Remote Support ID: [0o00 000 000 |
Password: | |
Description: [Enter a description here |

Your computer now appears in the tree.

Select it to display or edit its properties.
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Create folders to organize your computers.

-
‘Search == A o

« D Support Global
4 [J Customers
] user 1 Save
« O Support APAC
= Support Request #1234
« O Support EMEA
E Support Request #1236
(3 visible By All
E Test Server

»

| Support Global |

S

You can edit the selected computer’s properties directly in the corresponding fields and click
“Save” to save your modifications or “Delete” to delete it from your list.

% TSplus Remote Support - Administration Console = O X
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Users Computers Permissions Security Integration Logout

Create folders to organize your computers.

‘ Search = X o
« B Support Global - |User 1 |
4 3 customers ID: 758 245 581
& user1 Password: |""7
« O Support APAC @
[=] support Request #1234 Created by:
« O Support EMEA o
E Support Request #1236
4 [ visible By Al
E Test Server

oo | oo

Folders and computers can be moved in the tree structure with drag and drop.

Permissions



Here you can manage the permissions of each folder.
Select a team and check the folders you want the members of this team to have access to.

The members of the team will see the folder and its content in the “Computers” tab of the
Remote Support client.
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Users Computers Security Integration Logout

Select a team to choose which computers' folders are accessible by its users.

All users & [ Support Global

Support Team

«

[ &

Here the folder named “World” and its computer will be accessible by all the members of the
subscription.

Security

This tab allows you to enhance your security protection level.
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Restrict com puter access
This option enhance security by restricting computer access to users assigned to the same subscription.

[LJ Restrict computer access to subscription members only

Limit subscription access
This option will prevent external users from attaching on this subscription key.

[_J Limit subscription access to configured users only

Two Factor Authentication

Enable 2FA

Enhance security by restricting computer access

This feature protect all computers (not unattended) from being connected with a user not in the
same subscription. When a such user try to connect, an error message will raise to indicate the
connection is unauthorized.

Cannot connect to the room b4

o You're not authorized to connect to this client,

Two-Factor Authentification (2FA)

Two-factor authentication adds an extra layer of security and prevents access to your session
even if someone knows your password.

Integration


/remote-support-v3/two-factor-authentication
/remote-support-v3/two-factor-authentication
/remote-support-v3/two-factor-authentication
/remote-support-v3/two-factor-authentication
/remote-support-v3/two-factor-authentication
/remote-support-v3/two-factor-authentication
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/remote-support-v3/two-factor-authentication

This section lets you to integrate with other solutions (e.g helpdesks) to enhance your support
experience.


/remote-support-v3/helpdesk
/remote-support-v3/helpdesk
/remote-support-v3/helpdesk
/remote-support-v3/helpdesk
/remote-support-v3/helpdesk
/remote-support-v3/helpdesk
/remote-support-v3/helpdesk
/remote-support-v3/helpdesk
/remote-support-v3/helpdesk

Configure Advanced Features

The Advanced tab enables the configuration of several settings of your TSplus Remote Support
client.

TSplus Remote Support

support@tsplus-remotesupport.com

eV e

LU

Sessions Computers Administration License

Language: English v

Unattended
Your version: 3.90.1127.818

Reporting

Computer You are up to date.

Information M Install new updates automatically

Customization Session recordings and C\Users\support\Desktop\Remate Support

screenshots directory:

® Secure connection ready

Each feature is detailed in a dedicated section of the documentation:

Note: The general settings are also available in Lite Mode and are detailled in the
chapter of this documentation.


/remote-support-v3/configure-settings
/remote-support-v3/configure-settings
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/remote-support-v3/configure-settings
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Interact with the Remote Session

While connected to a remote session using the “Remote Control” access mode, information and
administration tools are available on the right side of the shared screen.

A quick breakdown of the tools available to support agents:



Collapse Menu

Settings

UAC screens captured

Display

Start recording

Take screenshot

Actions

~

Show remote computer
information

Show Chat

Capture UAC Screens

Request a remote client restart as an Administrator to capture future UAC screens.

y

You will be asked first to provide Administrator credentials.

If you don’t know the Administrator credentials, you can instead ask the end-user instead to
provide them by ticking the checkbox “Ask for end-user to enter admin credentials”. The
Administrator credentials will then be requested on their side instead during the UAC prompt.
Important: the user sharing his session will then need to allow the application to be



restarted as an Administrator through an UAC prompt.
please note that you won’t be able to allow the application yourself. Only the user sharing
his session can authorize it through the UAC prompt in this situation.

TSplus Remote Support x

Capture UAC screens

Capturing UAC {(User Account Control) screens requires the remote
client to be started as an administrator.

Enter the administrator's credentials to restart the client and capture
future UAC screens.

Admin username
|

Admin password

[ ] Ask for end-user to enter admin credentials

More information on UAC screens is available on
Settings

Give the Support Agent the ability to change settings such as the current Remote Support client
language.

e

Start Recording


/remote-support-v3/capture-uac-screens
/remote-support-v3/capture-uac-screens

Capture and save video of the Remote Support session.

Take Screenshot

Capture and save screenshots within the Remote Support session.

System Tools

This section contains quick links to the remote computer’'s Task Manager, Services Manager,
Control Panel, System Configuration, Registry Editor, Command Prompt and Windows
PowerShell.

Send Command

Enables the Support Agent to send the ctrl+alt+del keyboard command or start Task Manager on
the Remote Computer.

Blocking End-User inputs is also possible from this menu if the End-User has started his
Remote Support client as an administrator.

g

Multi-monitor access

Quickly scroll through available displays if the Remote Computer uses a multi-monitor
configuration.

Enable/Disable Clipboard Synchronization



Controls the Remote Agent’s ability enable or disable clipboard functionality between the Agent
and End-User PCs.

Once enabled, the Remote Agent allows copying text, files, folders, and image from the local
computer to the End-User PC using Ctrl+C/Cmd+C locally and Ctrl+V/Cmd+V remotely.

The process works in reverse as well.

E]

Remote Computer Information

Displays OS, Hardware and User Account data from the Remote PC, as configured in

®

Participants

Show the participant list of the current session.

9)
) ]

Upload File

Enables the Support Agent to move files from his support environment to the Remote PC for
troubleshooting or repairs.

A

Show Chat

Brings the Chat Box back to the main chat window.



/remote-support/settings-administrator-advanced
/remote-support/settings-administrator-advanced
/remote-support/settings-administrator-advanced




Delete Account From TSplus Remote
Support Android

To delete your account from the TSplus Remote Support application go to your settings
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TSplus Remote Support

Remote Computer
Access

‘ Remote |D ‘

‘ Password ey ‘

To = N =

Remote Share Computers Chat




Then go to your account



Appels durge.. B = £ R 100 %0101

€  Settings

Account

0 e el g o F ot e g o]

Your subscription is active and allows

remote control for 20 concurrent
connection(s).

Settings

Language
English

Rating

Rate this app

Send feedback

Report technical issues or suggest new features

About

Privacy Policy

License Agreement

Version
0.0




And click on the “Delete” menu
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< Account

Display Name

=s | Eg o

Email

| | . -I. L4 l. ‘-

Password
Change password

License

Your subscription is active and allows remote
control for 20 concurrent connection(s).

Logout




Note: all your informations including (email, computers, sessions, settings) will be permanently
deleted without any possible recover.



Capture UAC Screens

The UAC (User Account Control) screen prompts for authorization when performing actions that
require administrative privileges.

As a result, these screens can only be captured if the remote client is running as an
Administrator.

User Account Control

Do you want to allow this app to make
changes to your device?

[r—

J Notepad

e

Verified publisher: Microsoft Windows

Show more details

To continue, enter an admin user name and password.

To capture these UAC screens, you have a few options:

e Request the user to start the Remote Support client as an Administrator directly.



e During the session, ask the user to restart the remote client as an Administrator using the
button.
e Enable unattended access beforehand and use the unattended access password to establish
a connection.


/remote-support-v3/agent-actions#capture-uac-screens
/remote-support-v3/agent-actions#capture-uac-screens
/remote-support-v3/agent-actions#capture-uac-screens

Define Computer Informations

The Computer Information section provides a customizable template for TSplus Remote Support
to gather critial Hardware, OS and Software data from the Remote Computer. View all relevant
technical information at a glance.

Preview
DB @ el rerbtesEor.com Computer
SUpport@tsplus-remotesupport.co
PLUS [IMShemd VS 1 e P " s Windows Version  Microsoft Windows 11 Professionnel - €
RDP Version 10.0.22621.1 (WinBuild. 160101.0800)
Sessions Computers Administration License Computer Name
Resolution 3286x1080
Number of Screens 2
General Define a template of information retrieved from the Remote Computer. Full UserName _
This information will be available during remote control sessions.
N Ri te S t
Remote Computer Information Template _Em € uf_:pc
Unattended [Computer] Client Version 3.90.1127.918
‘Windows Version = {Environment|OSVersion}
Repnrting RDP Version = {FileVersion|"C\Windows\Sysnative\termsrv.dlI"}

Computer Name= {Environment|MachineName}

Resolution = {Environment|PrimaryScreenWidthix{Environment|PrimaryScreenHeight}
Number of Screens = {Environment|ScreensCount}

Full UserName = {Environmentjuserdomain}\{ Environment|username}

[Remote Support]

Customization Client Version = {FileLine|1|RemoteSuppaort-version.txt}

@ Secure connection ready

This feature has been designed for experienced users only. If you are unsure of how to
customize the template, please use the comprehensive default template provided.

Defining sections

Each section is described by a string of characters in brackets.
For example:

[Computer]

Defining an entry for a Registry Value

To dispay a registry value, separate the registry key full path and the registry value name with a
pipe.

Note that multiple values can be displayed, each separated by a space between the brackets.

For example:



Windows Version = {Registry|HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows
NT\CurrentVersion|ProductName} {Registry|
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion|CurrentBuild}

Defining an entry for a File Version

To dispay a version of a file, indicate the full path of the file as follow.
For example:

RDP Version = {FileVersion|"C:\Windows\Sysnative\termsrv.dll"}
Defining an entry for an Environment Value

To dispay the value of an environment variable, indicate the name of the variable as follow.
Hint: Utilize the set command on Command Prompt to list all the environment variables.
For example:

Computer Name= {Environment|MachineName}

Defining an entry for a File Line

To dispay a line from a file, indicate the line number and the full path of the file as follow.
For example:

Client Version = {FileLine|1|RemoteSupport-version.txt}



Access Saved Remote Computers

Each agent can save their own list of remote computers so they are easy to find later.
Add a computer

Click on the add button to add a new computer to your list.

TSplus Remote Support = O X
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Sessions Administration Advanced License

Create folders to organize your computers.

o ~h

Dearc

4« O Support Global Add folder 2al
4 [ customers
Add computer
El User 1

4 [ support APAC

El Support Request #1234
4 [ support EMEA

E Support Request #1236 v
4 [ Visible By All

® Secure connection ready Your subscription is active and allows remote control for 5 concurrent connection(s).

Only the computer ID is necessary to add a new computer.

Additionnaly, you can provide a custom name for the computer. If no name is entered it will
default to the computer ID.

If you have unattended access to this computer, you can also store the computer's Remote
Support password.

Agents can keep notes about each PC in the Remote Computer list.
Manage computers

You can search a computer in your list using the search bar.



You can edit your computer information at any time. Just click on the computer you want to edit.
Its information will appear on the right of the screen. Edit your information directly and it will be
saved automatically.

The Connect button enables agents to start a remote session to the selected computer in one
click.

Notes : on Windows Server you need to disable the IE Enhanced Security Configuration to
render this page correctly. Follow this to fix icons loading issue.


https://learn.microsoft.com/en-us/troubleshoot/developer/browsers/security-privacy/enhanced-security-configuration-faq#how-to-turn-off-internet-explorer-esc-on-windows-servers
https://learn.microsoft.com/en-us/troubleshoot/developer/browsers/security-privacy/enhanced-security-configuration-faq#how-to-turn-off-internet-explorer-esc-on-windows-servers

Configure Settings

Click on the Settings button to open the settings page.

TSplus Remote Support — >
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My ID: 066 759 896

My Password: 0DXD

@ Secure connection ready

Choose your display name and preferred language



TSplus Remote Support — >
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Language: English v

Your version: 3.90.1127.918

You are up o date.
[l Install new updates automatically

@® Secure connection ready

Here you can enter the name that will be displayed during your remote sessions. Your computer
ID is the name used by default.

You can also change the language of the interface.

Keep TSplus Remote Support up-to-date

If a new version is available, an Update button will be displayed, enabling one click updates for
the connection client.

You can enable or disable the automatic updates. Enabling automatic updates will allow you to
always use the latest version of the software, with all its new features and improvements.

Check “Install new updates automatically”. When a new version is available, the software will
automatically update itself when started.






Customize Remote Support

Customize TSplus Remote Support with your own company name and logo.

TSplus Remote Support - o X

| REMOTLE roan / Regtster /AL Display Hame ¥ RDS tooLs
Sessions Computers License
Share your Screen

General Logo: ‘C‘\Users\Ma'\'wennWa(heur\DuEuments\Cud‘ W are here o el you |

Product name: [TSplus Remote Support |
Unattended Color: _ My ID: l:l

Mode: O Expert mode © Lite mode My P " e
Reporting Operating System: © Windows ©) Macos ¥ rasswerd: l:l <
Computer Subtitle (optional): [we are here to help you | |0 Copy Access Details
Information Password: Length: 4 characters

‘Th:‘ client URL will be displayed here Copy URL Connection..

# Secure connection ready

The customization of your TSplus Remote Support client includes:

e Your logo

e Your product or company hame

e Choose if the new file will launch your client in lite mode or in expert mode

e Set the generated password length

e Change the generated password behaviour to make it persist once generated the first time (by
default it is regenerated each time the client stats)

*Expert mode corresponds to the full Remote Support client. Lite mode is intended for end-users
and includes only the information necessary to share their screen and enable unattended
access.

e With the lite mode, you can choose to add a subtitle

Your customizations will be displayed in the preview window in real time.

Click on the Generate Client button to generate your customized executable file.

You can distribute this file to your users.






Get Started

On Windows

TSplus Remote Support for Windows is available on

On MacOS

TSplus Remote Support for MacOS is available on

On Android

TSplus Remote Support for Android is available on the Google Play Store.

GETITON

® Google Play

or flash this QrCode to download it directly from your device
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https://api.tsplus-remotesupport.com/client/macos
https://api.tsplus-remotesupport.com/client/macos
https://api.tsplus-remotesupport.com/client/macos
https://play.google.com/store/apps/details?id=net.tsplus.remotesupport




Helpdesk Integration with TSplus Remote
Support

Freshdesk

Pre-requisites

With this feature, you will be able to link remote support sessions with Freshdesk tickets,
streamlining your support workflow.

To begin using this integration, make sure you have:
e A Freshdesk account with API access.
e A dedicated Freshdesk user with permission to create and update tickets.

e TSplus Remote Support version v3.90.1029 or higher.

Important: The API key should be generated by a user with appropriate ticketing permissions,
and we recommend using a non-personal user account for this purpose.

For that, it would be best to create an agent with “Ticket collaborator” role :

* |t has just enough permissions for this feature (write privates notes)
e it does not cost money, as support agent role would

To create this type of agent in Freshdesk:

1.
Go to settings and click on Agents.



Recent

Recently accessed setting:
) Freddy
Manage your Al taols to bac:
Team
153
Channels

Agent Productivity

Support Operations

Account

Menage your billn

Freddy

Ma Sur Al tools ta bao:

Team

Channels

Bring in customer queries fram va
sourc

Waorkflows

Agent Productivity

Support Operations

Account

Menege your billing and account

2.

Bring in customer queries from various

nd actions for reuse

nd actions for reuse

Team

;9} Agents -

fine agents' scope of work, type, language, and et

(5 Business Hours ~

Dein ours and bolidays o set expectations
Channels
& portals ~
branding, visitiity, and structure of your

) racebook -

s I Facebok page to pull in customer posts

ages as ickets

= chat ~

Offer instantaneous support on your websie or app with

Team

;2) Agents -

(5 Business Hours ~

Defir ours and boli
Channels
& portals ~

3 branding, visibiity, and structure of ye

€ racebook ~

ages as tickets

&= chat ~

Create a new agent.

Admin > Agents

Name

% TSplus Bot
" plus.net

Field Technicians (@

Deact

Add-on access

Roles

Ticket Collaborator

3. Fill the following information.
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Admin > Agents Explare your plan

New agent

Agent type

Collaborator A

Collaboratar
& ats wvailabbe

Agent details

Email address *

Upload

Tim 2004

(GMT+01:00) Pawris “

Language

English -

Sagnature

Admin » Agents Explare your plan [E Rew ~

Settings

Roles

Ak o

Ticket Collabaeator  x

Scope for tidket visibility

Organize agents ints groups:

Adkd

Support Channels
Ticket

Chat

Create agent Cancel

Then, you can go to the new user profile settings, to get the API key:
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r:'_”'";‘ " 5 Undo send [ ©]
= qi v @ Focus Mode [ ©]
Setting Up Freshdesk Integration
1. Open the TSplus Remote Support admin console.
2. Locate the Freshdesk Integration section.
3. Enter your Freshdesk Domain and API Key.
4. Check Enable to enable the integration.
5. Optionally, test your connection by clicking the Test button.
Tz emote ort - Adir tion Co e = O

I~NLE/VIL ]

HLUS

Users Computers Permissions Security
QOur software integrates with other solutions (e.g helpdesks) to enhance your support experience.
Freshdesk

By entering your Freshdesk domain and APl key, you can automatically attach the entire chat and any exchanged files to a Freshdesk ticket as a note
once a support session is completed. Simply provide the ticket number during the session for seamless logging.

Enable Freshdesk integration

Domain Name |myFre5hdeskDomainName |

APl key [915dergPOEZR5 11dxf |

How the Integration Works

1. Automatic Ticket Linking



When a support agent starts a session, TSplus Remote Support will automatically search for any
open Freshdesk tickets in the web browsers.

If one ticket is found, it will be automatically linked, and a tooltip will notify the agent.

If no ticket or multiple tickets are detected, the agent will be prompted to manually enter the
ticket ID using the Freshdesk button, which opens a window for entering ticket information and
enabling the linking option.



T5plus Remote Support

=LV | =2
{
Link session to helpdesk = X
Ticket ID 95290
Enable Ticket Linking a
| message n
= :h

Language =

2. Adding Notes at Session End

At the end of the support session, TSplus Remote Support will gather and upload the following
information as a private note on the Freshdesk ticket:



* Files downloaded by the support agent (limited to 20MB total).
e The chat log from the session.
e System information from the remote machine.

This data will automatically be added to the Freshdesk ticket as a private note for future
reference.

Other

For more details on Freshdesk’s API, you can refer to the official


https://developers.freshdesk.com/api/
https://developers.freshdesk.com/api/
https://developers.freshdesk.com/api/

On-Premises / Self Hosted

Basic understanding

This product has three main parts: a centralized API, a relay, and clients. The client is what end-
users and support agents see and use to share a screen and control a computer. When the
client starts, it contacts the centralized API, which directs it to the appropriate relay server. Once
connected, the centralized API will then redirect any support-agent trying to connect to this
specific computer to the proper relay server.

Once the connection between the end-user and the support agent is established, all
communication between these entities will occur exclusively through the relay server.

All necessary computer, user, and session information for TSplus Remote Support to function
properly is stored by the centralized APl on a MySQL database.

This means that when self-hosting a TSplus Remote Support infrastructure, you will need to host
both a centralized API and a relay.

Note: the centralized API and the relay can both be hosted on the same server.
Pre-requisites

The centralized APl and the relay must be hosted on Ubuntu 24.04 LTS.

Since the Centralized API and relay are provided via Docker containers, it is necessary to have
Docker and docker-compose installed as well as an internet access open to the following docker
hub endpoints:

Docker compose can be installed using the following commandline: sudo apt-get install docker-
compose


https://hub.docker.com
https://hub.docker.com
https://registry-1.docker.io
https://registry-1.docker.io
https://production.cloudflare.docker.com
https://production.cloudflare.docker.com
https://auth.docker.io
https://auth.docker.io
https://cdn.auth0.com
https://cdn.auth0.com
https://login.docker.com
https://login.docker.com

An SSL/TLS certificate in .pfx format for both the relay and the centralized API.

Recommended resources:

For the Relay:

e Bandwidth:
e UP: 500Ko/s * planned maximum simultaneous session number
e DOWN: 500Ko/s * planned maximum simultaneous session number

e RAM: minimum 100Mo * planned maximum simultaneous session number For the API:
e RAM: minimum 8Go



Prerequisites

Common Requirements

TSplus Remote Support requires an Internet connection.

Depending on the location of the agent and remote computers, and to ensure the best
performance, multiple relay servers may be contacted by the Remote Support program.

For networks with restrictive network policies, please allow outgoing connections to domain
name *.tsplus-remotesupport.com from the agent and the remote computer.

Platform Requirements

Windows

TSplus Remote Support supports 32-bit and 64-bit architectures.

The TSplus Remote Support connection client is compatible with the following Microsoft
Windows :

e 8/8.1

e 10 Home & Pro

e 11 Home & Pro

e Server 2008 R2 Service Pack 1
e Server 2012 or 2012 R2

e Server 2016

e Server 2019

e Server 2022

The required framework is .NET version 4.5.2 or later.
MacOS

The TSplus Remote Support connection client is compatible with the following MacOS version :



e Monterey 12.3 or later
Android

The TSplus Remote Support connection client is compatible with the following Android devices :

e Marshmallow 6.0 (2015) or later
e Smartphone, Tablet, AndroidTV

For remote control functionality, no specific permissions are required.
However, to use the sharing feature, the following permissions need to be enabled :

e Capture Service: Allows sharing of your screen.
» Accessibility Service: Grants control over your device.



Product Overview

What is TSplus Remote Support?

TSplus Remote Support enables screen sharing and remote control for your support team so
they can provide instant remote assistance to your teams or clients anywhere. With Remote
Support, agents and maintenance teams can provide instant attended or unattended access to
remote Windows PCs. TSplus Remote Support is a solution for IT professionals to deliver
internal maintenance and for customer support teams to assist remote clients.

How does it work?



a Support Agents from anywhere

TS |REMOTESUPPORT

Control Computers Chat Box File Transfer Send Commands Cloud Hosted

& Users who need assistance

Attended Mode Unattended Mode

Security and Servers

TSplus Remote Support enables Windows Desktop Session Sharing. It uses end-to-end
encrypted connections for both support agents and end-users. Connections are facilitated by the
TSplus Remote Support relay servers and require no installation for agents or end-users.
TSplus Remote Support relay servers are distributed all around the globe to ensure the better
performance and experience. Relay servers are maintained directly by the TSplus development
team.

Every Remote Support connection is secured using modern TLS encryption.

With this protocol in place on Remote Support, you can make session sharing with Remote
Support with peace of mind.

Two Access Modes Available

Two access modes are available:



e “Remote Control” allows you to take control of the remote session using your mouse and
keyboard, while displaying the screen of the distant session.

e “Command Line” allows you to display a command prompt in the context of the remote
session.*

* “Command Line” mode is only available if the remote computer have enabled
unattended access.

Remote Control

TSplus Remote Support - WIN-O4UIKQO3TPM [#151035816]

|

RecycleBin  FMMOS4 -

ANNEXE.

Collapse Menu )

—_

oisiny
statrcoreing [N

Command Line

Command Prompt

Microsoft Windows [Version 10.8.17763.6532]
( osoft Corporation. All rights reserved.
\system32>

C:\Windows\system32>|







Get Started with TSplus Remote Support

Download and launch TSplus Remote Support

The latest release of TSplus Remote Support is always available for download here:

To get started, download RemoteSupport.exe and run it on your Windows PC.
The main TSplus Remote Support interface will open, enabling you to:

1. Take remote control of a Windows PC
2. Share your screen with others

TSplus Remote Support = O X

I=1=/W\ | = support@tsplus-remotesupport.com

Computers Administration Advanced License
My ID: | 066 759 896 | Remote ID: -
My Password: | MTBB | Mode: 2 Remote Control [

® Secure connection ready

Internet access is required. The green dot at the bottom left will indicate if your connection is
ready.

TSplus Remote Support does not require any setup and no reboot will be required.

Please refer to the for more information about technical requirements.

Initiate a Remote Support Session


https://dl-files.com/remotesupportv3/RemoteSupport.exe
https://dl-files.com/remotesupportv3/RemoteSupport.exe
https://dl-files.com/remotesupportv3/RemoteSupport.exe
https://dl-files.com/remotesupportv3/RemoteSupport.exe
https://dl-files.com/remotesupportv3/RemoteSupport.exe
/remote-support-v3/prerequisites

Via the interface

The Remote Computer Access section located on the right side is where a Support Agent
initiates a new Remote Support Session.

Remote ID: >

Mode: 2 Remote Control  [32]

To connect to a remote session, the agent will need the end-user’s access details (ID and
password). Please refer to the documentation section for more information on
sharing Access Details.

Enter the provided ID in the Remote ID input box. Then, click on the Connect button.
Via command line

If needed, you can also initiate a connection to a remote session via a command line directly, by
specifying the end-user ID and password in the following command line:

RemoteSupport.exe /id <end-user-id> /password <end-user-password>

Access modes

Two access modes are available:

e “Remote Control” allows you to take control of the end-user’'s PC. This mode gives Support
Agents control of the end-user’s mouse, keyboard and other accesories and streams the
session to the Agent’s display.

e “Command Line” allows you to display a command prompt in the context of the remote
session.*


/remote-support-v3/quickstart-share
/remote-support-v3/quickstart-share
/remote-support-v3/quickstart-share

* “Command Line” mode is only available if the remote computer have enabled
unattended access.

Enter the password provided by the end-user and click Connect to initiate a Remote Control
session.

TSplus Remote Support >

Password:

Once the connection is established, the remote computer’s active session will appear on the
support agent’s screen.

The menu on the right gives agents access to critical information about the end-user PC, as well
as a chatbox to communicate with the end-user, file sharing, and other helpful support functions.

For more information on how to interact with a remote session, please read

TSplus Remote Support - WIN-O4UIKQO3TPM [#151035816] - 8 x

Collapse Menu >

—_

TSplus Remote Support is available as a free, fully featured 15-day trial. The trial begins when
the first remote session is initiated. Please do not hesitate to for any techincal
assistance during your discovery of TSplus Remote Support.


/remote-support-v3/agent-actions
/remote-support-v3/agent-actions
/remote-support-v3/agent-actions
/remote-support-v3/agent-actions
/remote-support-v3/agent-actions
https://support.tsplus.net
https://support.tsplus.net

Share your screen

The Share your Screen section located on the left contains the ID and Password that support
agents need to intiate a Remote Support session. The Copy Access Details button makes it
easy for end-users to share their connection information with a support agent.

My ID:

066 759 896

My Password:

ISHP

Please refer to the documentation section

your screen.

for more information about sharing


/remote-support-v3/quickstart-share
/remote-support-v3/quickstart-share
/remote-support-v3/quickstart-share

For End-users: Get Started in a Few Clicks

Share your screen

To share your screen with a Remote Support agent, simply run TSplus-RemoteSupport.exe on
your Windows machine.

Note that the Lite version of TSplus Remote Support is intended for end-users. It must be
provided by a Remote Support agent (see )

Remote Support doesn’t require any installation or configuration by the end-user. When you run

the executable, it will launch the lite end-user interface. It provides an ID and password. The
password can be changed by the end-user at any time.

TSplus Remote Support — >

S VWV’ 1

1= s sl ot

My ID: 066 759 896

My Password: QUHC

® Secure connection ready


/remote-support-v3/customization
/remote-support-v3/customization
/remote-support-v3/customization

You will need internet access. The dot at the bottom left will light up green once your connection
is ready.

Send your ID and password to your Remote Support agent. They need it to establish remote
control of your computer.

You can easily copy your information with the Copy Access Details button.
Your remote support agent will use your user ID and password to establish the connection. Once

connected, the TSplus Remote Support Chat Box will appear on your screen. With this chat box,
you can communicate with your remote support agent.

TSplus Remote Support — O b 4

o REMOTLEE

(12:14) Establishing connection...

(12:14) Connected to relay server.

(12:14) support@tsplus-remotesupport.com has
joined the room.

(12:15) Support TSplus (066759896) has joined the
room.

Type your message here...

.' Session is currently being shared... Language -

The chat box also enables file sharing between the agent and end-user PCs.

Please note that closing the chat box will end the Remote Support Session.



Change your password

You can change your password at any time. Simply enter a new password of your choice, or
click on the Refresh button to have a new password generated automatically.

i+ TSplus Remote Support = b 4

F.IL£|REMOTE;IUI—'I—‘UI1I

Share your Screen

My 1D: 066 759 896

My Password: I 2QEY f::}

|D Copy Access Details

@ Secure connection ready




Register to Save your Configuration

While registration is not mandatory to use Remote Support as an agent or to share your screen,
we recommend you to register. Registering enables you to retrieve your configuration from
different computers.

Create an account

Click on the Register button at the top right corner to register:

TSplus Remote Support = O X
- — Login / Register |/ Edit Display Name
pLLUS ISV | D
Computers Advanced License
My ID: | 066 759 896 | Remote ID: | v|
My Password: | ATU4 | Mode: & Remote Control [

® Secure connection ready



4 TSplus Remote Support — =] Y

I:IJLU_JS REMOTE—JUI"’ = @)=y Login / Register / Edit Display Name
Sessions Computers Advanced License
Log in Register
Email: | |
Password: | © |
Display Mame: | |

[J 1 have a subscription key

Already have an account? Looin

® Secure connection ready |

1. Enter your e-mail address

2. Choose a secure password

3. If you have a subscription key, check the | have a subscription key checkbox and enter it in
the subscription key field to associate your account with your subscription

Log in to your account

Click on the Login button at the top right corner:

4 Tsplus Remote Support = [m] X
I:IJLLT‘:!. REN\OTE—IUI"’ POIRT ;' Register / Edit Display Name
Sessions Computers Advanced License

Share your Screen Remote Computer Access
My ID: | 066 759 896 | Remote ID: | v|
My Password: | MF73 | I“:) Mode: 2 Remote Control 33

|_D Copy Access Details

® Secure connection ready |




TSplus Remote Support = O

L I==EMNMO | =2 Login / Register / Edit Display M
Sessions Computers Advanced License
Log in Register
Email: | |
Password: | |

Mo account yet?

® Secure connection ready

Enter your e-mail and password to log in to your account.

Retrieve your password

If you forgot your password, click on the Forgot password? link.

TSplus Remote Support — O

LU=

Sessions Computers Advanced License

Email:

Token received

New password

Confirm password

#® Secure connection ready

Name

X

e

X

Name

I==EMO | = Login / Register / Edit Display M

Enter your email and click on the Send reset password token button. You will receive an email
containing a token. Enter the received token and choose a new password. Enter your new

password again to confirm.






Review Session Logs

Remote Support sessions are logged and available for review in the Reporting section.

Connection Overview

TSplus Remote Support = O X
=I=MOUO | = support@tsplus-remotesupport.com
Sessions Computers Administration License
General Subscription connections overview
Unattended
Connection time: 4:06:48 4:06:48
Number of sessions: 99 99
Computer
Information
Customization

® Secure connection ready

This section gives you an overview of your sessions or the sessions of the team associated with
your subscription.

You can find the total connection time and the number of sessions for the last 7 and 30 days.

The Access full report button opens a new window giving you details about your sessions.

Full Report



TSplus Remote Support = O
Connections report
| Date range:
. - |1g2s2024
: User(s) Started at Ended at Duration Computer Comment
support@tsplus-remotesupport.com 10}[:82:{&024 10[[}182:228024 0:24:12 482 815 085
support@tsplus-remotesupport.com Dgf1192:129024 09f1192:f526024 00700 482 815 085
support@tsplus-remotesupport.com DQf11§:/125E}24 GQ[:E?:J;2?024 0:00:42 151 035 8186
support@tsplus-remotesupport.com DQ/11§:/124E}24 DQI{I;}?EDM 0:02:06 151 035 816
support@tsplus-remotesupport.com DQ/11§:/124E}24 DQI{I;;&DM 0:00:06 151 035 816
support@tsplus-remotesupport.com DQ}11§:{|22E}24 09/:5:12‘1024 0:01:48 151 035 816
support@tsplus-remotesupport.com DQ}:;XDTEA- DQ/:;;;DM 0:00:42 106 959 687
support@tsplus-remotesupport.com Dgf11§:/229024 DQ[:::J;23024 0:04:30 106 959 687
support@tsplus-remotesupport.com Dgf11§:/228024 GQ[:::J’228024 0:00:00 106 959 687
support@tsplus-remotesupport.com DQ/11§:/228E}24 Dgf:::);28024 0:00:00 106 959 687
Sessions per page | 10 = < 1,10

Here you can see a list of all your sessions and details about each of them:

e The name or ID of the user(s) connected to the session. If several users were connected in
the same session, a + button will appear on the left column. Click on this button to see the
details associated to each user’s connection.

e The Start and End time of the session

¢ The total duration of the session
e The ID of the machine with which the connection was established
¢ You can add a comment about the session

The report can be exported to csv using the Export to CSV button.

You can choose the date range of the sessions displayed in your report and the number of

session per page.




Share inside an RDP session

How to keep sharing inside minimized RDP session

By default, once minimized an RDP session stops displaying the screen.
As a result, when the Remote Support client is started in an RDP session, minimizing it will
prevent anyone from controlling the screen until it is maximized again.

To allow screen control even if the RDP session is minimized you will need to follow theses
steps:

Step 1: Close the Remote Support Client on the RDP session you are in as well as the RDP
session itself.

Step 2: On your workstation, download and run this reg file available

It will create the DWORD registry key RemoteDesktop_SuppressWhenMinimized in
HKEY_CURRENT_USER\Software\Microsoft\Terminal Server Client and assign the value
2.

Step 3: On your workstation, open a new RDP session in which you want to share the screen,
then start the Remote Support Client inside the RDP session.

You will now be able to minimize the shared RDP session without interfering with the person
currently controlling the screen of the RDP session.


/remote-support-v3/use-remotesupport-in-minimized-rdp-session.reg

Embedding Remote Support in your own
Software

Embed Remote Support in your own software: with a few lines of code, add one-click remote
assistance to your product and improve your customers’ experience.

Overview

Embedding TSplus Remote Support in your software only requires a few steps:
1. Generate a customized TSplus Remote Support client file

2. Distribute this file with your software
3. Execute this file when the user needs remote assistance

Generate a customized TSplus Remote Support
client file

We recommend beginning by
and that you choose the “lite mode”.

This ensures TSplus Remote Support is in its minimal state when launched, allowing only the
sharing of your customer’s screen, and the display of your name and corporate branding.

Distribute the customized client file with your
software

Once you have generated your customized executable file (example given: “custom-remote-
support.exe”), you must distribute this executable file with your software.

Generally, this requires you to add it as a new file in your setup configuration, or to embed it as
an external resource in your own program.


/customization
/customization
/customization
/customization
/customization
/customization
/customization
/customization
/customization
/customization
/customization

The result must be that after installing/updating your software, the Remote Support client
executable file is available on your customer’s disk.

Execute the customized client when the user
needs remote assistance

Finally, add a button, menu entry, or link in your User Interface which when clicked, will execute
the file.

Executing the file should only require a couple of lines of code, depending on your development
environment/technology. For instance in C#:

System.Diagnostics.Process.Start(“custom-remote-support.exe”, ", );

Development support, tighter integration, new
sessions alerts, additional features...

We are a software developers ourselves. We know what it means and we are eager to help you
succeed in embedding TSplus Remote Support in your own software.

Should you want to discuss feature requests, configure a webhook to be alerted whenever a
customer starts a Remote Support session, or simply get support from our developers to embed
TSplus Remote Support in your own software: please contact us at and
specify that you would like to reach our development team regarding TSplus Remote Support
Integration..


mailto:support@tsplus.net

Two-Factor Authentication (2FA)

The Two-Factor Authentication has been introduced for our subscription’s users.

Overview

Two-factor authentication adds an extra layer of security and prevents access to your users’
session even if someone knows their password.

A combination of two different factors is used to achieve a greater level of security:

1.
something they know, a password.

2.
something they have, a device - such as a smartphone - with an authentication app
installed..

You can use one of the following authenticator apps to proceed. These apps are available across
a wide range of platforms:

Each time a user sign in to its remote session it will need its password and a verification code
available from its mobile phone. Once configured, the authenticator app will display a verification
code to allow him or her to log in any time. It works even if its device is offline.

The 2FA codes generated are TOTP (time-based one time password), and therefore are for
single use.


https://authy.com/
https://support.google.com/accounts/answer/1066447?co=GENIE.Platform%3DAndroid&hl=en
https://support.google.com/accounts/answer/1066447?co=GENIE.Platform%3DAndroid&hl=en
https://www.microsoft.com/en-us/account/authenticator
https://www.microsoft.com/en-us/account/authenticator

Therefore, it is not possible to reuse a 2FA code that has already been used. This prevents the
theft and then the use of a 2FA code by observing the user while he enters his code.

Open Administration Console

First, to access the Administration Console, click on the “Administration” menu. You must be an
administrator of your subscription.

TSplus Remote Support — O *
I==MMO | = support@tsplus-remotesupport.com
Computers Administration Advanced License
My ID: | 066759896 | Remote ID: [ -]
My Password: | APAS | Mode: 2 Remote Control  [32)
#® Secure connection ready Your subscription is active and allows remote control for 5 concurrent connection(s).

By enabling the 2FA in the Security tab, each user assigned to the same subscription will be able
to login using 2FA.



TSplus Remote Support - Administration C

Loe [IREMUO T ESUIFIFOUIR
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Users Computers Permissions Security Integration Logout

Restrict computer access
This option enhance security by restricting computer access to users assigned to the same subscription.

[LJ Restrict computer access to subscription members only

Limit subscription access
This option will prevent external users from attaching on this subscription key.

[ Limit subscription access to configured users only

Two Factor Authentication

(8 Enable 27A

This option set the period of time a code obtained by e-mail or via 2FA app will be valid. Once this limif expires, the 2FA code will no longer
be accepted and users will need to request a new one.

5 Code lifespan (in minutes). Default is 5,
This option set the period of time a user will be asked to signin again using 2FA after this time since last login.

96 Connection lifespan (in hours). Default is 96.

Login using Two-factor Authentication

Once a user has signined with login and password, he or she will be able to configure it's 2FA
using one of the available provider, by app or Email.



Protect your account with 2-step verification

Click to configure your authentication app

Click to receive your verification code via e-mail

Validate your verification code obtained by e-mail or via your
2FA app

Enter your code

Time Synchronization

2FA require both Remote Support server and client application share the same time. That’s why
Client devices should have time synchronization.

If an authentication request comes from a Device whose date and time are not synchronized this
request may be rejected by Remote Support server.

The validation of information between the Device and the server relates to UTC time.

In the Two-Factor Authentication section, the code lifespan parameter is used to manage the
period of validity of the code, in minutes.



§ 4 TSplus Remote Support - Administration Console = O X

r_!Lﬁ’:—,lREMOTE::LJl-'l—'uH( [

Users Computers Permissions Security Integration Logout

Restrict computer access
This option enhance security by restricting computer access to users assigned to the same subscription.

[0 Restrict computer access to subscription members only

Limit subscription access
This option will prevent external users from attaching on this subscription key.

[ Limit subscription access to configured users only

Two Factor Authentication
Enable 2FA

This option set the period of time a code obtained by e-mail or via 2FA app will be valid. Once this limit expires, the 2FA code will no longer
be accepted and users will need to request a new one.

B Code lifespan (in minutes). Default is 5.

This option set the period of time a user will be asked to signin again using 2FA after this time since last login.

96 Connection lifespan (in hours). Default is 96.

Validity since last session

The connection lifespan lets you define the duration of a 2FA session in hours. After this time
period elapses, user will be required to signin again using their 2FA if he or she want to connect
to a computer.

4 TSplus Remote Support - Administration Console - O x

rJLE"_:,l|QE/\/\C)TE::L.Jl—'l—'\._arh{ |

Users Computers Permissions Security Integration Logout

Restrict computer access
This option enhance security by restricting computer access to users assigned to the same subscription.

[[J Restrict computer access to subscription members only

Limit subscription access
This option will prevent external users from attaching on this subscription key.

[J Limit subscription access to configured users only

Two Factor Authentication

Enable 2FA

This option set the period of time a code obtained by e-mail or via 2FA app will be valid. Once this limit expires, the 2FA code will no longer
be accepted and users will need to request a new one.

5 Code lifespan (in minutes). Default is 5,

This option set the period of time a user will be asked to signin again using 2FA after this time since last login.

|96 | Connection lifespan (in hours). Default is 96,







Enable Unattended Access

End-users can configure remote computers to be accessible at any time and without needing to
be in front of it.

To keep unattended acces to their PC secure, end-users must:

e Choose an Unattended Access password (the main password in the will still be
valid to allow temporary access)
e Click on the Enable Unttended Access button
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End users then share their Remote Support ID and unattended access password with support
agents.

End users can disable unattended access or change the password at any time.

Important: enabling unattended access requires admin privileges.

Command line usage

Unattended access can also be configured directly using command line in an admin command
prompt.


/remote-support-v3/quickstart-control
/remote-support-v3/quickstart-control

The arguments to use are the following (arguments must be separated by a space):

/enable-unattended

/unattended-password [the-computer-unattended-password]
The unattended password is optional if it has already been configured.

/computer-name [the-computer-name-entry-to-be-created]

/owner-email [the-computer-entry-owner-email]

[folder-name [the-folder-name-in-which-the-computer-entry-will-be]
The folder must exist and be available to the owner specified.
If multiple folder have the same name, the first folder found will be used

A complete example: to enable unattended access with password
“myoverlynotcomplicatedbutlongpasswordsothatnoonefindit” for the current computer and
associate it to the user “ ”, which will create a new computer entry
named “John computer” in the folder “Unattended computers” you may use:

RemoteSupport.exe /enable-unattended /unattended-password
"myoverlynotcomplicatedbutlongpasswordsothatnoonefindit" /computer-name "John computer" /
owner-email "john.doe@mycompany.com" /folder-name "MyCompany computers"


mailto:john.doe@mycompany.com

Wake-on-Lan

End-users can configure remote computers to be woken up at any time and without needing to
be in front of it. These remote computers must have unattended access enabled for wake-on-lan
to be available.

When unattended access is enabled, you can enable Wake-on-LAN on the same interface:
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There are several requirements for Wake-on-Lan to work on the target computer:

the computer must be connected to a power source

the computer must be connected to the Internet via Ethernet

the computer must have been properly shut down or put to sleep/hibernation
the computer’s network card must support Wake-on-lan

If these requirements are met, you can then configure Wake-On-Lan on this computer

Configuring Wake-on-Lan

There are several steps to configure Wake-on-lan on the target computer:

Enable Wake-on-lan on BIOS



To access the BIOS settings, restart your computer and press the key specified by your
computer manufacturer (usually F2, F10, or Del) to enter the BIOS setup utility.

Look for a setting related to Wake-on-LAN, such as “Wake-on-LAN from power off” or “Wake-on-
LAN from S5.” Enable this setting, save your changes, and exit the BIOS setup utility.

Some motherboards do not have this setting, but Wake-on-LAN may still work.
Configure the network card

In addition to enabling Wake-on-LAN in your computer’s BIOS settings, you need to activate it on
your network adapter.

To do this, open the Device Manager (search for “Device Manager” in the Start menu), expand
the “Network adapters” category, and right-click on your network adapter.

Select “Properties” from the context menu, click on the “Power Management” tab, and check the
box next to “Allow this device to wake the computer” and “Only allow a magic packet to wake the
computer.”

Click “OK” to save your changes.

Disable Fast-startup

Fast startup is a feature in Windows that can interfere with Wake-on-LAN.

To disable fast startup, go to the Power Options in the Control Panel, click on “Choose what the
power buttons do,” and then click on “Change settings that are currently unavailable.”

Scroll down to the “Shutdown settings” section and uncheck the “Turn on fast startup” option.
Configure the router

To send the magic packet to your computer from another device on the same network, configure
your router to allow Wake-on-LAN traffic.

Please consult your router’s user manual or online documentation for instructions on how to set
up port forwarding.

This involves creating a port forwarding rule that forwards UDP traffic on a port (usually 9) to the
MAC address of your computer’s network adapter.

Using Wake-on-Lan to connect to a remote
computer



In Computers section, click on the computer you want to wake up.
If the computer checks the following conditions:

e the computer is not currently connected
e the computer has unattended access & Wake-on-Lan enabled
e the computer’s public IP address has not changed since the last time it was on

Instead of a disabled “Connect” button, you should see a “Wake up” button.
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Command line usage



Like unattended access, Wake-On-LAN can also be enabled and disabled directly using
command line in an admin command prompt, instead of checking “Wake-On-LAN” checkbox in
Advanced settings.

The arguments to use are the following (arguments must be separated by a space):

¢ /enable-wakeonlan
¢ /disable-wakeonlan



